Information
Security

F o g8 Nas el
W3S g ale 5 i3S
Sl (SeeSad sy 35805
& U b — dasleyziig 35S

- b e J“’J-:.-g.*ﬁs s d‘&-’l&‘u

HemnBarznji — Information Security Fundamentals —T&P-



Information Security ,Lsl; ((aslub)) oml)l s oS gt
P00 (28S Nass (i} o 5

Y ﬁ,so@: 09830 (giluadsas 5 o

I SRR TP

\ARRIUTIRA RAR BV PURRE P2

Yovu: ol Sl

/ Mobile: 07701515582 \

E-Mail: hemnbarznji82@gmail.com

dr.hemn@yahoo.com

Personal Website(Weblog):

www.hemnbarznji.blogspot.com

Facebook:

\ facebook.com/hemn.melakarimbarznji /

[ Sz 3 831,550 gosslle o Sle ]

HemnBarznji — Information Security Fundamentals —T&P- 2


mailto:dr.hemn@yahoo.com
http://www.hemnbarznji.blogspot.com/

LSl

Information

Security

ITLE ‘.waS Vics oy’ i3 5
W3S Sy o Haculs
otk (SeS 05 3 6355
Sl )45 paa3S sl $8g do 5 el 3ing 336

pr39d ——lz

YoAn

HemnBarznji — Information Security Fundamentals —T&P- 3



—ldy A dS s

Slo> Sy 5 sy (((Fha (b L (2b6)) S5L o yan SL (235
L5 oty 5 Ll piS' (oo

TASIJ.; ”oju“&ib

(i iy ¢ 5 Q3= (Jyir oS rbwu. s0lase sasBi e gas jpean
olaeusl;

Jaoai; (@as ‘3#43 G osalS ozl 00 00 o galblivgule s 5 poan
s b ogaled e

'éb’b ;ﬁ)s\fu‘ a8 3> 5 (838 (..’.33: 3 (L“g o il Aoy A3 e 94

!!de&)&k&}ﬁg

s

HemnBarznji — Information Security Fundamentals —T&P-



e SUoy abifase LSyl (i8S S ad S )Ll (il ok sl (bl
Solam e (5 50985 (ot 6 & Crnsn)d SHAS S 5 SIS (o S sails Ci SU
w388 5 GUgad 5 (o Pdee S30)d033) Sloly PLS 1o GFaS O gloss W ATz s Sl
3 d=0 g0,0a8 oloe a5 5 jailS 5 g3 logss & oy cssazon als 5 5l cun

.)4.&\5 BL QQJL"JI‘} 3 AVJMLA

e 5 PSS 5 s ((g)lly (i) Dl & @anl (SosS S i & &30
2D G034 3 ¢ gt 03030 S G058 ¢ 5 pady 13 S olag 4 (SNS ped s Ul g0 S
(i A bt 9 Sl o J:al.ub‘ “ thj)d.b c‘_éué.h)gb %) Afa.x.tf Sy Ao o> | Cowdd gty Jl}.’

W& g wal

3 Sz gl dw pdias o Gewds Clio 4o At S aS dndd a0 &S asilals d‘&-g.’
S oy i I8 a5 SO SG gsS Gl 5 Ay aslhs idsa 5 8l (Sa ges e
NS A5 5094 o Sl S ey S pi oS 05 gy ) Sy (G094 30 ¢854 s 95
(5 83l minss 83,55 Sloj do (HaSULe Lasgyam (s T il w85y o aSs)ls e g ml&is

894533, ol 1945 Sy gy 31 by (s gy yaS'aS
3 a5 s LIPS L 5 a3 rdls ol & chian i el 0ol L3S
oS paSoabad Jngas col oy s g5, i ansS SN yad Cloypan ije Db rAS

& £ Vv é Ve v . v . oS & S e 3
das G955 5 S iesas JSW 58055 (R sskile 5 Joan 5 (SsEsad BN andrjay ph

B L e e

= Sl

\RRAY-VAPAL

HemnBarznji — Information Security Fundamentals —T&P- 5



HemnBarznji — Information Security Fundamentals —T&P- 6



Information ,Lsl;

5lsble sl 285 ¢ ((Data Lly)) Sw K gloly & gosd 350 anlin cg sl )l
g o156 151-55-82cian lSas,lej as ;84 (Meaningful Translated Data

r’ﬁég « ((Data — Uly)) sl S )8l o)l Was oy (gaSWssls jaw af pdSioimyyys Jagaiu,

eolel G cOlaiaws Joaie, s VYN ON00AY o Llie gnled coedes ekl

0P Gaast gl saledsc adolsee

b 5l — plwn oS ety 10l sU

..\‘:QY‘BS A *:éjb)g cQUMj_b :GJQJA?

S Al L Il dwsdyh GaS bl s SLSU cads gty 35 (S anlsly aek
a5l 5 gk
&S e Jugapds o ant » )Ll (System Analyst ssueatus 903088 $oS0l1s) & w3epee

B g g (ol 5 aal (90 SChnny8 30 SO g4 S Sl
F bl by (Ko gty

— J&)) Gl S8y spu S0 0k SIBNS pwlis Sy o Sosleys co sl oS sl
Ly ‘QW dj‘yﬁ' 6&}: JMU %M 6)&)& &S Ul:u) ‘5{2)‘}# PLY] é)l.:ﬁl)’ ‘((Slgna|5

RUAPTA SPIPC PR B RUA T
:Davis and Oslon y3luys 5 gudls gaubin 035 & P4

5 oa Bl &S Jags 30 050,55 5 55,8 Laws)s o5 Data 4Ll Information  g,L1;
¢l L':.u.; " 85l :‘:" an é{."j )‘,ali ¢454‘a‘4.2.:;94.:.u|) Oli ‘QJ&JGJ NI R &%JIQ i b datt

ks 8 0y 8ok 0L iy eliglaggy gaile S cug Ses Lasy an

HemnBarznji — Information Security Fundamentals —T&P- 7



Data & informationg,Lsl; 5 Gls glss &lsle
54.:‘.3 Gl

What is Data?D

ob Concepts yWaSsp 5 sz (FaCts gWa ul; Slalinn Sy co Soanlon eyl Bl
5 oNbaS 3 ol S &S s gats S8 oy il o Instruction  Wao,lsly 5 ol
A=l o HUMaN a8y paaed 505 au)le oL Interpretation &1) ; pudas (gdissma
Groups of gllee & &Koi8 ood ol oL .Electronic Machine s &
ol L T ek elsies b <
Jdmage auy Text ((3) gy gosei o {(NON — Random aws  JSleiae o Symbols
% M3 S0 AN o

.Objects ywas 5 Action L Voice Kss

(4-+)s,l5A,B,C—a,b,C 1 s Was 5855 Character ols,ass, S sas)b 4 ool Ul

.(( ........ 6=":E:“/6_6+) ‘,SOJ @‘4.’..3[3‘5)4:.59)[5 QL,: 4d|g|t

feld Java _,rhrv'

bm,;m-:evexpenence

modeling — statistics ¥ oolsm
L P p—, “( et strongww

usmess
5 b team
a"a')’s‘s 1 ¥ gl statlstlcalwork
- analytlcs ‘B s skills ttechnical

systoems

: . develop u"“wmgmnevﬁ‘"ff‘smap

ofrvronmment \
- mo .)'( problems "0

—41 g 4 > 3 @3

HemnBarznji — Information Security Fundamentals —T&P- g



EXX2A g

What is Information?!|
3 aae Lisa bl S o Classified s, Sl sbOrganized o =5, sbls @bl
Wtz 0851858 (5 G0 45 518 eyl $Uls gyLol5 RECEIVET S35 5 jain Sy
P 3k Janaige oIS seunls o)l ate o Meaningful sl 5 isabbe Sk 3
fgnyles SN galowadanl 5 Ly,
1505 5 559 o i S Cpalols &S deo Lol i i s TIMELY  sslels lS5la 54,8 .Y
e A A 5 335 &S d L)) d st ACCUTACY  ais Y

S 5l aSaw,Ll; s s :COMpleteness ujlsu ¥

1 3 3 3 33>

SIS loly (S98 hmn)le o5

Data Processing Cycle

QAJ“YAJ a“ JJL;JB dbjb’:‘)SSé) 3 BJMJ Qti éj&)ﬂu}j)é 3 GJAJL’JL;Q Gl @Q;JMOJL:

33185 Wb (Snan 3 F5 (G385 3k 5 Gassmd (S353L5 B ol s oL opusdas
O

005 e dNpUt G Sels SBavaass 5K o AR S U U/ R T Sy WY v
oS Bl (So S jan,o s 58S ae pod .Output paa Processing

1

HemnBarznji — Information Security Fundamentals —T&P- 9



¢ FOorm oo chwan o ey S 0lel 1,00 Uls 130,804 rAJ dnput s Sels ©
il & Cltuans cudis The FOrM  5ass ot .Processing oo 8 jawsle 3 19k658
0 SI&ls Ul (enres HS a4 G A SIS 8)d0 g3 LSS (508 30 AS WS jhty o
S Soy s, ety 85 5 Wb SWilile s3e J WiSa o S SO legs gl
. Laegyan  Tapes yaw s Magnetic disC  wstlS s

3 pask G 3 caSe SSAEl gLl 1anBSas o (PrOCESSING  5oS sausyls @
Sl aalsad ool wssis ofs syt ¢ FOrM sz o Produce data i ,Kes)s
d e Solin maled Al smiyS a0k cpwlS SEl (&5, J S
cogascdy b Sl

o WS ) i Ka earyn olfl Gaews (OULPUL  ((s5a058 50)) papya @
Depend & wass ety pama ((GU1) @bl @lS @bs wossd (gl 538

Olasle i 30 el ssailanly o wailsd pamju Uls wssd 3« S il Sl W

S (S by ppdn 5 Cudly eyl
Information, Knowledge & Business Information
 School Of Information L5 J&w & Ray R. Larson gu,¥ ., f, spwsdin
bl nae Berkeley s (University Of California L3l ga&ewl;

sy eals aylss goy3> 4 INfOrmation Hierarchy

bl ¢ The Raw Material  ,6 gl o 4186 K oLl ob (Data Gls .
.« Information

s4 oa o ey olie 5 Organized Data s 55, gbts :Information L5 ¥
8 9AS s

3l Rt 3 3l 3b ¢ sl 05,0 93 )Lol; :KNOWIEdQE ab a5 consly ¥

5 G830l SaBa 5 0SS 5w )lSh Sy 5 A sds :Wisdom  ws ¢
Sl

HemnBarznji — Information Security Fundamentals —T&P- 10



Wb glauley 5 Ol o)y o)l oY o3 pé .Scott Andrew 3, ua o3k rUd\g
RETS)
ok Piece of Information ,Ll; & &Swaeb ob Fact Saasa, :Data Gis .
Ll sl aSaeps
3ls o 85,8 bs 5 518 ey ik a5 oty cINfOrmation g L5 ¥
& Canmas 5 38 ol S :Business Intelligince L 5 8 S5 ¥
(SEL 5 0l A (Sl

(( b)) Gl

Security
D aS om0l S aln (sWebster aas, o Security  Gul)l geslyl; ¢ i8 Sassd a

o 035,83, 5555 The quality or state of being secure oyl 3,6 Lwiae 04 5032))
Freedom l,l, 5 5 o 535,85, Safety sas¥au (Freedom from danger St s

from fear or anxiety

3 paiid gaa)l & e didaeyS ol Aok tCu g op Soaulin J buyae
pd -1 SL ok e, la gole & (o55aS Canny 5 sbua auses o Ol Lol b
oy SO0 &S Jagd 3 bl S @ ob oo Password  siady sans g3e 4 sl
3 sl gLds Security Gl Wols o (HIiding syyas,ls 32 4 byyae 5 Encryption
Cls Uqu coatudd GlASST 5 G bAd 5 oo 5 St s Gl 590 sl & Gosa OIL saw o sau

e Sy Danger St ps o ji)lol b oy cein 505 Gl S5 an |

Information Security
Sy, Sw o (o 38 Sasyll; cInformation Security oL Infosec g Lol eal,b

A4

Unwanted i ;lpa ool cuns o ol bl @)lsS 5 0o Saame (50, Sty 3
Ok sl oY O Sikranr Faml Sapsda & . shilse S 2550 (ACCESS

RO

4-"-23454.? 3 O Camwdd n C‘ib 9 )9 6)[.;.7'} LT R ‘o,»’lSalejula g) L“al-;-djs dlt’. cé}dﬁu‘,s."

HemnBarznji — Information Security Fundamentals —T&P- 11



o 5 SludS Cuntdyh 403880 LW ousliw 5 gole Slw s 5 adoyjan 3o Ao &5« waS St

ooooo

205858 (Gl ) (o 855 Sl SN 005)) 088 @ bl b el Ua
standards published by the committee on national security system
the national security )Lil; b 5 Gl S6baS Slecio goid 5 ((CNSS))
telecommunications and information System security committee
&S 545 S5 SidlSapsl A (SIS wls 5 gyl sl s o am i (( ((NSTISSC))

.d)l.y') &bjwﬂl‘;‘,‘aéﬂjdub‘ cad CAEJJKQ

Information security is the protection of information and its critical
elements, including the system and hardware that use, store and transmit
that information.

Gl @eslil; « 1 Computer Industry  jweessS ol i o Security  Gul,b
3 oS 48 s a3 04,48 LComputer Security [ asemeyS l)b oL Security
COPlsn By HaismmeyS o o SsaSazl Data  g)loly o gumlds 3 cosla &5 sabl&,
S SUen sany3; ol yaass A<y PPTCIINTYY BPURETPOSOUE ORI PUC R PRy PLgeape

.Password assyans ; Data Encryption Lol @i ool 545 sue 38

Gl et 09
Multiple Layers of Security
)l 3 ls aS s ph A Gl o Cloan sl a8 24 A g 59594 ke SIS

1o an, ol 5 pSas 5 o8,

S 6a ¢ (S amb)) glawsle axi b 3 :Physical Security sl cl,b .Y
ol 5 Unauthorized ACCESS sl sacodl ) b o 9,45, 5 Objects
Misuse ylee,Sw

&S isS Dan3S 5 ((uad)) go5> ol )b 3 :PErSONAl SECUrity  was ol .Y
ks 53,8, 5 4l 5SS, a i Ky 3 Althorized FIPRVER p FURTIRYE YL

HemnBarznji — Information Security Fundamentals —T&P- 12



g s ©anl gls S g b 3 :Operations Security olss)ls 8 el ¥

S
oWbaS gwissb 2wl 3 :Communications Security gwbs ol £
.Content Jj,,6 ; Technology Ljy«s«s .Communications Media
Network Jul, S amels aia b 30 :Network Security Jafy el .o

4

.Content J;,,L , Connections s acwasase . Component
w2 ald 5 sl ol 30 :INfOrmation Security Glsly el Y
Gl JEBS g iaians
Critical Characteristics of Information

.Decrease oS rAS 05U L33 Joy ol (Increase olses oL ob i)lsly 5 ceu,38 ¢yLsls
Cudy Jodadd . 5 Soad Sl o) a 3 bl (B samaaSinS planiaianl & due
Ko SouSh w4 con S & Ll WS Wb S teas 3 Gk 4 coteas

—Z P~ .
(94, 3 5883 S5n)s Ol CuTsades 5 Cumsdiys L3) WHlsly s e

Availability ((cwss;a)) 3948 cwss Sl
Sy ¢lyls Authorized User Jb.\.}z&b NITT S CPURRTCE (I RTINS VNPT DY L AP oo Bk
Olauss sya,Sa Sluodsy, ((Availability 5o cuss SLba)) (s ja alpaS
Computer System a seee3s codiua oL «&lSs5l 00 &5, PErSONS auss Ll Syl
Interference yls s mer 004 (2 4 Access Information Lol & Gy aSeawss 3
aosboly sa 5Sy p begas «obyy, Obstruction  ((Guslsss)) Jad jaisensS

IS 1ls Format g es & Receive

AcCCUracy gdags 5 @slsws
Mistake or error GiolsSodas 5 g das Sao,loly Kol o cataly 5 has )Ll
Condldl & Sao,Ll; 86 .ollw Sl jae, S & war S5 aSaololy bayyas .cooals

5 «Change and Modify ¢y Sols (Sasme @KL 5 Co S0 o cwaas [oa ob

HemnBarznji — Information Security Fundamentals —T&P- 13



.C«.:Zeb s\j%)}bdﬁ ASA.:‘.’“)%’JU

Authentication ((gs,S s)) ssas,Sélu

S gosd U5 caduss 5 aSal, s SAL 0k L WSl 6 ((B3S)3e) ) ssas Sla
"y oo I Cjé JLAMAJ 454.:‘.’“ &JL;JI} él.lﬁks GJQ;O.LGL“ d)l.;."'j .%J'jwi.:j@ C)b.. J'JS':""'JJJ:
ob Stored oI5 wsaat Placed o5 o Created g oo Siwgyys aSao,lsl;

Transferred 3 ssaliul S

3 enleias Sul 5 shan & cxadinl, ((3/,5) diase,la & (85 gbs samin
sUser Name jaze,la U o8 Sasgian 06 oL atul, gaSwubaS1, LU syan tl.u Y
ot sy 3 oy S ek &S wnyisS glo ool n Ak Password  az; e
Biometric Identification  issw) Slisae; @osamml ()lsl; 5 amme3s 4 Access

Database Record ,lsl; gale SEa,less o)lsly (F3,5 susld w32 & Co g, a € sl

cing 5 gl K)o S ) geyan, S a gu goswn Selu 5 0aslds 3
Authorization ((lwds;)) aeboaus

0310 (S g dsd 5 g 54 @58 « Resources ol e M&.}‘.’f‘:ﬂu w ol

S G3,Srhmr 32 SIS0 5)bs (G35 I ar sk an 5 s SLDs 108 eSS,

e Yl SUauss QL.\%&) e A 5 0353 St lw ¢ 518" gL
Identification ((syawb)) g 8 @Hbs

waily d S wbs (S G ame w0 Fudar o5 3 s G sS4 ((Bliag)) &L gl
S, Ba 30 e Password  asy sacs ; User Name  jacs,Ba U o6, & spaianls
S, Sdmess S g U @l (enE Sde Uy 5 Sanss GaemesS
S0 080 $U Ul (s sd 4 Costuany Sy Lpw BiOmetric ool Sl gasbls

e sFinger Print 3. 4

HemnBarznji — Information Security Fundamentals —T&P- 14



baia ey SShy50
Types of Authentication
2oy awaz 0pn,b o oy Lol; Koy g S oga Selu 3 awan glejlsle 6&14 Lo

oSl AD o5 gb .Badge gL . Key Jl o0 & :What You Have o 4 2 .Y
.Tokens

sk gaeds (Palm Print cass oo (Finger a4 :What You Are 6 was 2 .Y
ris pattern

ke swpps (PASSWOrd sz, 54 :What Are Know  culjw o ¥
.Passphrase

Confidentiality

wé\s > Q'Aﬁ% 3 ”,a.;:u}- @'KU ¢ dodd Conf|dent|a||ty ‘:‘jb&i)bjp 9 ‘52.:.95 5)({ &)L:J‘j
ol.él.» du’b‘u‘ LGJAS Y do;d.r Aﬁbjﬁjxl‘-}j) MJ ‘QL‘:V.‘J ‘;i.}’.ubti F) QKMW Ql.‘“ ‘jbé%&J
shadd 5 15«5 O Lol a sy ol Ol dael ey pssiew & 5 85 GLASS) 5 wan

Ry

—Z
.Oj‘)}? ¥ OJASL&S.EJ 454.:.:.2.}‘.@." ljb‘ ¢yttt J%)L:ﬁ'} OJ'}::J 6}'):%‘ &) (S At Qlﬁ U.MS él.};ts
‘SJJA-EHBJJL-M"))J Q%QOQM‘J 4.‘.') GJL;JIJ’ éﬁ&d%b’))“}j) éjbj QI (i ASJ‘,e

Privacy sagl Sy el sl) guafanl 5 sy, & 04 gloma 6355 45

&S Jaw )loly £3,5 ity v O peded S &S wasslyly 505 1 o s ()08 A gl sses 41548
oa o sslnas ol SO OBL Su e dtw o &S 5 SO e ,Sa e o o o350

- bl S

HemnBarznji — Information Security Fundamentals —T&P- 15



S

Integrity

3o, a oy Sanslyl; JIntegrity  sasYau oL Data Integrity oLl saeYau

Ob ssadtgless &S ¢ o s JU s S0k 6 sLL 8 RS AL oL sl (eSS
e i85, w8

uises (Whole  sajmar sSao Lol dolS (wan saVau SO Information gLl
sgadinyad 35 auyaSey gHlol; Sa¥au Uncorrupted sua s 5 Complete
asssls Corruption  gys Jend 3 oyl 5 ciolsl; &Saw,lsl; oS (Threatened

s W 5 gulawsy yae oL (Destruction ylasts .Damage

(0aS55tOre (3,8 wyaSaily & Cunns Gan Lol &S Olassyy, 4ol Corruption it
¥ S SEanS 5 S SBauipB J Wwae o Transmittedsyay, 8 ok
& hmSe s o5 ek LPa QLD gypdindS P o e ) S 6L IR SV I
Ok lansaiial 8 S Co 0B 8 Sasusnys sppa walid e Hackers war S5 on

PSS e e

HemnBarznji — Information Security Fundamentals —T&P- 16



G (b Sy Ly

Components of Information System (IS)

pas8asys Data Uls o System «Sooacuen (Information System  ,Ls15 oatuas
Ok e, a 3 4 oLl (Fa Sy a8 ks (aas Jay 30 098l Ll
iy hedasa3S 05l S350 Lol ook 110y Olse0 oo 5 Sanlin d oy 5 Sallen

5Store a8 ©asasl (Process auy, (Collect sws S5 a8 co)ls s say gyt

g 8o 3> 4 Output ,asya 5 Provide gsSaols

Customer support system

_—

—— #
Hardwarn“
y e =
Inputs U 'Z:-:“.-"‘-E T !
— - Outputs
A Software
" People -
: == Pml:-ndurns
Data

3137 Gl (ot S e, S0 3 4oLl d*ﬁ-‘-ﬁ.'* ¢ Gl (o h (Styaw FLL

et ) S dhsdivnn 2 &S S e S g5 G sS s 005>

oS Wnarb 5 oWl waw Information System (IS) )Ll codiun 1548
ol oW an L Software  wslyw ) o sl Sodasys a4 s Hardware
OdSrhmr Sspd s ssed PeoOple las (Data IS4, gLl (Hardware

03l a0y 4)lsl; Slew,Sa 3 Necessary Networks g$aiw oo J4f, (Procedures
dNPUt o Sdels 30 a0 )acySy b 5 oyopm Sl 45 Js0rganization  aSsl >, &

Store a8 waSasl , Output ,asa Processed ys8 ez

HemnBarznji — Information Security Fundamentals —T&P- 17



Information
Systems

:Software wl,u //pSu

edlgh Fasgs 3 O Sedals & h Gl ek G e WSS wmaelye
33 oot (APPIICALIONS s Serasir S 4l 1 slsls iy (g ¢ 5 (S8, 5040
S aolya ()il (otinn 3 JEslS a0 58S S . Utility s, sOperating System

oty )bl (b Sl
Software Concept — wl v Seds

[0S agyds d Cogaded 5 wad CSaaS i WSSl & caged Gls 5 SO ol a3 Jasle 3
A - —Z . . . . . v
0345 548 &5 (55 ¢ S g sloi 5 U 5 2) (Fodw Cluny HAS & (Cumgpin Grawdd 5 85l 0> acs

Z . Z Z . Ve
88 o dar O wan a0 88 e (Camusg Jaanl Coyan ;80 (o idan pidd wan

S 3 oyl an Ol el RSl ey S A aadd was 5ia S W 1A (CodSy Sy S gal

.gl-wla’ QQ@:SOftware Mb)da. dbj 4.0.; oS &ub))dg 3 GJNL;’ g\Sajl,»U ¢Jﬁwj§ @b—i—h)&d—} @’L{

5 awss,a &S All Programs  galbeb,w sa5 spean 3 4 385 Sasylyl;Software 3, coyw

HemnBarznji — Information Security Fundamentals —T&P- 18



ooooooo

&S g o9a GIBU wiw s pUa cosml S5l o anlyr (35 090 (LI AS S Saspiin g0y JSW
Q}S L dbjb‘)@d 65"4:?:;U Q_V,S 66‘54344’ %'&Jj)é NS 60}4&4{Document 64:-2-;-0}5}) 345

AS T3S (SIS A 5 03005 B (s (S sl 5 Ul e

SO S Sease p ulS leadsa & (Programs  wasl s didasysSoftware 305

S S (S35 shan)ly 30 sl s Slep s ol danng) W st Basbn Gl @l S Lk
SIS 8ok

ton S5 Sl slsaiay IapdaS (032 550 SuES St a ol aslu

.System Software — 134 aalipny )

Application Software — s Ko ace il ,a .Y
System Software — STRCEITY

s Collect of Programs  aasl,« clidasss gos/,S38 System Software sacue gael«
3 Ul gosan S350 5.Control g gssle 5 05,5 hamas cumss Operate LK 3 5508 3 giluaisan
gV ¢ S b System Software p s Saolyh A e S (535 sy s sled
$slsds eamyh sbbyw a5 Software Manufacture  seelyn SULsLeys 5 &,
« Low — Level Language gSaep el wloy & sylmss o Programs  «lael,w
Very BasiC  gaas 135 Sl o Hardware g8l J84 Interact olausid,i$
Interface «y,iS,,, ,5s System Software CNRPICIEYY S aw,5:5540 3> . IsLevel

User jace Wa 5 (06 200) oWy, 42,6 oles o aly
: galess System Software st gael,w sass8 inan

.Operating System s, S0, oot .\
.Compilers ;55,3 ¥

HemnBarznji — Information Security Fundamentals —T&P- 19



JAnterpreters (olspwsd o) o8s30, ¥

Assemblers (s ,decuss €
Operating System — (S8 odiu

S 3 hndd Cpdizanir oS waslya 05808 Operating System 4o o)l okt
sseip  Processes Wi s Computer’'s Memory apmss sa8sb aasla p
3 oRb& & &, waelyn puobessd,e (G260 ) oS4,k 5 All Software plSael,«

O ad o g3 (Sla) (37 Ol S0 (2 A 098y s 3 0 Olosd GlE Koy

The Operating System’s Job s S, odtucn 4,8

SIS ot 48 Cies 09ad Jlei S (S0 Haipme3S (SOSCNS ok & Gl S
SR S rlﬁg « Boot Your Computer oS 5 olfss sl jledSsaspme s
AslS Olseayy) &5 aduim 34 amt » BOOTING 50,500, 5 03,800l § & (2 andd Cudiins

r.u & (O Wpn3S S 3 Power  weesss Sule 2SIy caSsss w oeoes Fa

WAL rLéAS ng)lS L ,43,“.;.»;.5 (9 Coid GA38d 993 % dJAi FYery| 9

Dl L SO oAt g oo ambeds 3 O e ace aSiis 5 85453 ,S30 L)
55 (P sal 5 el 3 Ol oSy Y
3 SS (o (35S 53 Sy LY

DT gAS 80,03 80yl e s0ylex g8\ 5y, pad s S L8

T

& Mecrosaft Cor poration

HemnBarznji — Information Security Fundamentals —T&P- 20



:Hardware ((ys2e0)) oS'dds) 4o, //poass

s 3 Je o« Physical Technology omwbs obidasa gla, 4L ob ol b
Gl gl S 5 5S4 (Store g8 wSasl Software wl,w 3 6 SKsans

p i 4 5Ll $o9ass S s 5 o, Sdels 3 oW ouls Interface oy ,Sy,, Lasy,ae (Carrier

I

SELIS 5leb 8By, )b 5 el 3 e yaSsPhysical Security  So il
diay el 3o la & S 5 B8 Sy S et 4 & Full S Seane

WSSl (o S A

b9 458 (soglfl 4 (Rigeil

Understand the term hardware |:|

Gotieslhs a4 o aulyn Hardware iy ojle s awesd ol 4 s (Saelily
OlSe, 854, 3 Seg¥ Boards  yssu,3 <Electronic Components  Sujrsues
A (OASoU Cawggyd JaigasedS cediww «S (Equipment yiso,uel 4 Peripheral

004y (oo pilos Bl ads «S SOFtware ogaslyu 4 geads

ads 4 Main BoxX  (Sojdw Syuaiw 4 aaisys :The System Unit  adicww g4Sas
S awsyla (Motherboard els (su,3s sSoy dalali (SIS4nSs dun S § AL

.RAM-Random Access Memory al, <Hard Drive sl s, 4<is 1S <Processor

HemnBarznji — Information Security Fundamentals —T&P- 21



All Devices i ieli g5 gg904a :Peripherals ((lSamSss¥)) olSo,lS59, oymels
Gluels ads .System Unit  syaedivusw gasw Plug into  « o3,Se0 45 (o gdil j800

.os Output ada,w oL INput jasisls aasl gal

HugeDomams

0 Crr 000 e Do

P SIS 5 0paSSIS o Driver jaislys sSey Higele 3 Sy pda g0 S

O1S0,3 99, 33 69431S4E,IS auBd &l ySou Ciuw g 9,9

HemnBarznji — Information Security Fundamentals —T&P- 22



:Data IS0, ¢)lsly//pdicu

s34y 35583 (Process e Sos ((HIKE)) jamsyls (StOre cy S wyasaal 5l So s g)ll;
WSSz eyl 15 o0t 5 Ol sman & anylols pdd diun s o5 030, padS (odiunn 43, o

Slsbe 63,8 Giyae 3 el aes sya3e pa o wan OS85 5 O e sl
5 00025 5 03508 olesyslia L5 JSW s 0558 Slebls (el 50,04 ¢Ialinyan Sl o

oslnformation ,Lsl; 3 Data Gls 5,58 SKear ol (), e JWLKan;lle

.

390 493

:People i/ /ps)ls2

4 o)ty (b Jhs S yhedipap by o5 G815 (s SyAs s 5 e,y s
03 ol paS 3 Gl iyl ey B OlESs 5 Sid ok o (o) ok 3o AdyAd At

& . é . R - - = v . *” Ve A . A Bd * g v /0 é
wisS 5 CO 8 gale aoh 5 s 5 jael Cunns AW b cClswe Gl U aw s 5 S5

Syl (ks 3

:Procedure s Sirdmr @atnd 9 00ed//phoisy

SISz a Sand s oot W A o Gl edte $5 SEES ey ade o Uy
S IS wbs S G0 e 5 G3Srame 3 AWl sy & (Procedure
adnyad aosd 19a5 (e Coansd by ST, SRS A Gatpds o ted glyaaie &, SwdS

.Integrity of Information ,Ll; SaeYau jauy

190 S her Sspds 5 osed SAfeguarding  Sliaul @b & asleywd gLl s a0l

Sy s il o S 5SS A 4o » Procedure

3 Gilwaalyn @58 & Procedure o Soams cana 5 osd gosan S 5 Sulub (Us

& - v 13 * v é . v of o .
Taay dowaed Salulon 45 4 (S350 5 0lile S g Lol) gaS

HemnBarznji — Information Security Fundamentals —T&P- 23



O3 N hm Ssiphs 5 osi COMpPUtEr Programming s jaseme3s jlwasbyn o -
43S 4 &5 Coded INStructions wlssl Sssa sle s o cldasys Procedure
305 Sonkel Chm U ol (SKS Ok ¢ SO S Jualyn o3 code
SISN008 3 v OB 4 el &S caan leyaisee S Gilwasbyin Slej Shle

R

Js,5 ok SUDProgram  asb,a azes SUDIOULINE ooy, @ oodss oo w5, ac
.Function
O3 N st 5 85eb JsDatabase Programming o lsl; gaso gjlwasbya o -
sSs Programming Code & gl asbyo o3 o «daeys Procedure
8 Olurane 515 ks FUNCtion  S5h8 oL Query &L &5 PL/SQL
Adanss b Ju 5o, SReace 3 e Stored ol 8 wyasazl Procedure sy ,a
Update s,«s,55, Insert 6 «xws (Search For 3 o, .Command oL
I3 o)l gay o )bl ¢ Delete sya ot

iNetworks &dul,//pasas

S3tmd 5 dsdi S (Glwanlbya SE L) & Rk Sl & .Procedure O3S > (530 0

Baly (g — L5) dal & & 2 p Gl ot o5 GBS sucgSaan & Ay
Mainframe posiidn Servers oSy, 8, Computers oS, smess s0S5 & 4 o
(5 Sl Hae oL (Peripherals yauss¥ ol (Network Device dJal, S's 2l
sl use  glew)Wa 5 Share wws SOL 5 Transfer sacl S 5 osliwa 0aSs

L8943 Yo A UAS.}:‘ S buzds &S Internet aws as duly gas 945,

LAN  oazsb omnny 5 & ool Sanscd & o000 8 940 @)l (oo diunms kislS' pYa
894 A S50 4o 0385390 4 5 ogeyes & L5 )Ll ediuenw JS oL (IsLOCal Area Network
oy a et s 565 150 (WAN Wide Area Network ol oyass) @35 g o

o Gy (ki 25 3 Information Security cees ¢,Ls1;

HemnBarznji — Information Security Fundamentals —T&P- 24



Home Network

! E] =.| L] =. E] =. ! E] =.| ! £ =.|
Il N~ I\Wireless
HLi W-VH iﬁﬂmter
= Router Tivo
Laptop
Internet
A gl

Netware Security

Sss enslS s Software  aelya s Network S, sasy 550 540 J (NetWare s
« Network Operating System dJul, 55,5808 odiwms & &4 o NetWare
S« Netware Novell 3y gymoa—Novell |35 sa¥ & b L6 (Say
File Server LG 4,65, obipasa gamny jaudd 5 LAN Software oY gasl,u
IBM Token — 5 o sb sdal, 5 Ethernet cos,ews 550,40 jaudd o Technology

sk ace Fing Network

HemnBarznji — Information Security Fundamentals —T&P-

25



Fualily U alzn

Security Attacks

I g5y das) (IS Cangyys 5 S Oloy Security System  Gul,b odiunn dlslS
PR éj".’g cO'-b Sty & dﬂml)b oS Q&...;J &b &b) ‘e b)jdg ‘_;JJ? docwidd 9 bgdoawdd 4.&25
233 orgd o Gl (oodin hw Sl A s Sl s csh b A ssalon paS Gl 032

—Z
w2 a8 Yl Cowm oo 2288 @ 5 SoSS e

28/ p iy

Malware

e 3 P Scwiin 3 oSComputer Code amm3s 03 40 Malware 3 JG

13 Ja5 a3 o Ci an DeStroy Swlasls 5 cu s, Wa Sl ey, a4 Malicious
(e Ol i 3 ok
...... s Spy Ware 3 sbew 5 Trojan Hoarse salsas mds o5 VirUS uy0 5o, ol 5 Jls

RTCIT I (ST TPRTIN | DD v Ry SYPVI KR T PUSVINEIL <3. Ul DI S -l VR SIS VR UL U TYF I

(ogatdy @45 1)) bgdtdy & S/ pbas3

Back Door

o «Manhole (ysudels g3,9)) Jsean 3L Trap DOOr az ss oy 850l o288 Saspiiia
¢S, (Back Way syawiy o485, (5o Shuny 30 < emes )Sa aS'asyl,l; Back Door syaciy

&bl Access i Socass 5 Gain

gasbya o (Piece of Program Code syl s ganljar @33 Japaz ;b 1oy il gss 43158

HemnBarznji — Information Security Fundamentals —T&P- 26



s odsac 3 b0Operating System (3,808 saiuans oL Application s oo acs

b s 3 50395 L & PrOgrammer L aslya & ACCESS Gy aSocss Grant slug

cgaiial ) (258 jhwdy Canns b JB & Clodn o jans

Fddy Gkl G2 /) pgi

Brute Force Attack

wb Capture 53 4 ol Lie 3 &SSaSa Brute Force Attack joa ciwags 55
W.&.ﬁ s Slgrunsa ¢ 5 03 SuEls 3 (Encrypted Message 15 s b s

Password s syams 5 User ID e ,Sa oo ¢b < Gain Access

& & olWsas Password Attack s, syems , Cryptography Attack si35 8 o
S (55 SKis3y3 31 Sl san 5 G s plosaya S Decrypt oLl goms 3 003 )8 3
b (o ek ks sk 3 Letter e, Word asy (Password  asy syans ol
Commonly Word galb ady s0 geean o cio iSoan,4 Brute Force Attack ;o o
b O (s SSoan g yadsan ssailiy 185 45, o (PASSWONd ay o)ams 3 o3 seen,lS &
Brute Force Attack spea was (o a5e ool L2 wes da AcCOUNt &s)lejas
Wiy oale 5 Al war ol ¢ il Sar ob clals diiepls War A a8 ey S
Complexity of Password aSaiy syams 53300 & Clcmuans oy 5 €330 Gawd . I L

.Strength Encryption s;as,le gpoea

G583z & 3o Sdhs Aip S/ p0slsy

Denial of Service Attack

DOS .3 & oL « Denial of Service Attack )liSap & g3 Sbacy 2o
obsde Sending s, & Jaloless oL oL « 5 (SO wsesS Jaw 3 &5 S (Attack

3wt Giaeas &S (s JusS > el More Request  sLj o615l oL Millions

HemnBarznji — Information Security Fundamentals —T&P- 27



Shut sywwnliss 5 Error das g3e acoss ol « Alep 4 Network Down dal; 2o5u8Sa

.Down

& Access s sl Sloguna o Cavdsan &5 (Attack ws¥ls 0 DOS  ugs wlses
81555540 Disrupting 5wl wlels T4 System s Network Jul, & a
One &Swubyand wala Attack aiye oo System  aeatwew ob Network dal,

o Multi Source sjaSas an & 505 oL source

IS0y SIS Qo £/ ploiy

Exploiting

5 wled didanys oL Program «Saasbyw (EXploit (5o, Miwiuas)) 558 8T8 Ol >
SB ez U case o)Wa Attacker o gise gosa 3 5lS 3 ile adsa 5 o Sealels ¢

g o)k 5 o K (SIS Ols w0y eosazn Vulnerability Gl 5 aebya o5l5Y
oL @05 5wl Suiles g3 4o Jaasl ual Security Weakness gul b gl JG
(S sd SIS Ol a oaanlya s Lo, Sa S gsa 3 sy e e J e
s ol A s w0 gl &, oL« Web Browser ,é8; gl JB o 5,550 390 sy

RUATCPTH ERPIOVEL K 4

ot . LV,
by yhe SLigdn S/ pdddd

Guessing Password

3450 53U 3 anlyn Slew,Ba & aSasas (Guessing Password s jsyjaws Slogan

daly ok s 5 30 cgapdels U1 Slogusdd o5 adgnyams Slogdar 3 oS a3 5 mean

HemnBarznji — Information Security Fundamentals —T&P- 28



& oy .
iy byhed 4 yhid)Shy gyU

User Name & Password

Gl ydd g e, a6 oSl j3a, S Sl 58 ‘d-bség)kf S deducs ga)3)
5 Gk 3 ol Tass clons bl ok cupln gk 3 el a gael 3 Cduy
3 ¢Pal’enta| COﬂtrOl bjb’bb' ‘)33455 S & %o.\blb &MAS 945 JA.Z.E.&JLSA.: (5.3 gt
s, S Ja e Wa o Olsesyy,; anss ((ae,8a)) 1sdels ism 5 5o, & anbds

Password jacs gasy s Name U slew ) Wa 4 ((ID go gb oL Login ,,dils))

oJ sy Networked Dul, ag S g 3,008 FYLSEROLPL JURDI SNLTE AU RUSEL PP
B SV 5 SOOI asie SOl aedbls yamaSa (a8 gk d ok Sun s
23) wﬁ&-ﬁé—““ b s Ly, Sl & ey shab bl S IL Sl ob el
Open a8 LUl aSSsz Comw J£1s 0935 Gsba 5 3 Jby SOl pd udS TP SN 3 Sk
cnySysy ¢ Publish 5w 8506 5 Change ., (Delete  suu . (Read suu,s

1 8yl o Sae 335 galawl 35 & 5 0335 sba DOCcument

AU Gady 0)ds S0y e

Good Password Criteria

Z . . . Z . ) .
‘CAEJASAJ 4.'»&.}3 wds S @L..;U 44.3%)}33 NI 13T o 6bju‘§g¢}l.f‘,fju’&t€ Sy 8 )dom

tomaSann oLl 8y & &S (o S0 G sl a s

Sl gopas 3 Cipainal sUay e0sapaSy 3y c oLl atuy s PASSWOTd iy sya5 .
cosaS o AttaCKers ylss,a i cuns

o Character jaxssls caas ady syans oS Y a s Y

9 0585040 Sl & gosdS 3 ‘)%J s & el las SU0,Le5 5 gag 5 Las LY
S 0A i Cabd yho 4 448 4

ik & assa) Caavae (Case Sensitive o,8s,, Password asp,acs sbwas £

HemnBarznji — Information Security Fundamentals —T&P- 29



Feil) 53,5 35 30 835 4 aeas (SMAll 50 5 Capital 5,88 ol sodd @S
.b‘jbjLA ¢ JJ&;J étg) ‘;43’5‘,.}‘.343 Password @Jb)%’ @J}f .0
9l Olegs (Ba5 . S s o385 5 5 (SSsS ued S8 e 0543 S WDy Ay 8)ded At s -

L

o SIS
Smart Card

S azas i8S Sapgs 4 Plastic Card o S8 Smart Card &5 5,
Microchip Jysmw S1iSde Swaz,b Sis JS4 aly Credit Card  oLds o8 Sy

33 S g O e 054 g5 85 o S SleTes g syamdd S5 Conw s Syl & ¢ Hamed
Electronic s3i8da Sla,b Telephone Call s3pada glopma 3 <o i, Sa o5l
OIS dr 5 aelya 35 (E-Mail Access 5358 Js ganl & i sKiwes «cash payment
Personal s gosacalb @)li)IPIN o0 b o 5 oy o) Slow, a4 spa o
asSele o gsmlds 3 (Password  aigyess oL ((Identification Number

Authentication ((ys,5,3%))

4l g ydesd (g ydiiSH

Password Cracker

Sl ot 3 05 pSs algyans &S sSwasl,u Password Cracker iy syacs ¢ acss
R A yhed S0, 0 A Wly (waRas o s sa 0l plae A 5 o35
W FindS cund 5 gasdels o &K ol @Y 5 codial adgyans sal,b Decrypt obssy

.olxns Confidential g , Private saob o)Lsl;

1 e ) S Cawivae ddanas’ 3 Password Cracking sy syacs g janss

HemnBarznji — Information Security Fundamentals —T&P- 30



s e Sl S saSadig ans o RECOVErY syulie 3 Ol jae,Sa Sae,l .

Sassi & Unauthorized ACCESS 5l sacsd&, o iRy Slogssa 3 .Y
S8 52l 5 (S 5 03l FST 5 Lol s 30 e S bk bl

Ao G g 0sal plin SO Slel 5 00Al Su 93 S Jangld 3 Ady 5yded SIS 5 e N 3 LY
TP HIR O S

adiy byhed 0,32

Password Types

I3 Puj €y dodd djbl.:’ bjd.i.’.’.ubti 340 i K] ASQ)M Iy bdeéJ_V,.? Md> A C«é;n &Kd.fw‘j b)d.w;

tagaliny o o Cloan Gl o)Ll At sl a3 canlope npado adanls

: Strong Password pew gads syams .\

1w 15l a0yl 9 Y NG P ey Sl (i |5 ydedy SN s Md> &S hy doddy by 943

ks Lower Case  Jipw 5 UPPEr CASE  5)5u8 gops syo apas eSS -
((AaXxX, L.,

Letter Wasy 555 <o, 34 PUNCtUation gwads sWlis ; Digits sl -
A@ASNN&* () _+ -={}[]:“<>7,/)) wssé 3

ey a8 () e oa8 S -

oap by S 03,58 ) Ipmamed oL dile) jae SWaly dy coals gady -
Y PR Sl i dlan 350

— Sl @b 5 50)) Sy o S ol gleai awd coolb Password  asy syas -
(Ceveeee ‘ﬁ,a\f ‘Yu“ﬁu‘ﬁ)d‘g},g‘w

:Weak Password i,y gassams ¥
(3 o jaunaly g by (sl (Sl S sale aoes Weak Password i, gass 0ydms
Sl g 8 )b 9 C’)j)l)@u 4'.:""‘.‘.‘9:.'.'.} Ay ge ¢ JK %'fﬁjbb @LAAS Cawdd A-ZEJASJ. JJL;JB @Ul—» “ &B)

Ib}lj‘y d«'ﬁ&}é)%’ d{:\f G &S OJMASM @Jj) bjb)l‘,” 6‘2‘ &MYL’ rb‘ 4*&}4&.’@ }'JY

HemnBarznji — Information Security Fundamentals —T&P- 31



A Cutan o jodS -

3,550 5 cmas BDICTIONANY SKwn,ws of Sasy -

(ol (g a3sya0,L g Lol yS  gsyadle (g wle 3 (80U 5 jas sy S0 -
O deliyes Wb 5 WAl yu

LU Jobie o)l oy (owdS 55 (Sam sl sae b oam by J (Sbe 5 55,5 Jla -

ooooooo

(oo «222ADDDD A Y N 0 £ ¥ Y V) 05 glal 5 5,008 5 i3 0 s goyle5 oL aly -

baa 3,58 gLl JLU &

Easily Hackable

W por do g daslyhy (pwdS Cowss a8y Sl @ &l ccg S o SLb & ady a0 e

. o € . . v R é . v . . of v €
Paay dgades &g 45 langd (058 a0l n AY 1asd w plegs s el wili32 o0

:Use a Simple Password -ulu gady syded Jlin,Sa //paS4y

ol Co S Sl 4 & Ay nans salye sdd S50 L el gady e Sles,S e
& [ »:./ v & v 3 v
3 sl snylex Y o wliy b yams ps S Sargd by 800 Iy jheljh Cantd 434S

f0 9l JWa syl jace, e s Ules jmard &5 o0 55k

123456
12345
123456789
password
iloveyou
qwerty
rockyou
1234567

. 12345678
10.abc123]

©CoNORwNE

HemnBarznji — Information Security Fundamentals —T&P- 32



Use a &Ll Jhge & doddy vpas slanSa/pne

:Password that’s Easy to Guess

of oy eagay iz Sl oy s vy Sl Slegdan & o ea ) Wa wliy oyans ja5 atus oo
3 QHUM @L.»U a )'}Y Sy 8 ) e d.ga_,.‘g cﬁjdﬁjé; QL&}J) laady 8 ) e 6)'3‘1! ‘_é'éala

Sb3ad 5 3040

:Wedding & Birth Day g cbils & 5 gu sdusls g5y /7 pdgiom

5wkl 5535 0k S Haasle i) (o JWa 35 &5 5 ST Al syams o S

o ol Comtd 434S0y 5 o S b Sl w5 4B S aews

Use the 1o W adle wWie & 4y oyied pledd Slow 56 //ple

:Same Password on Many Web Site

3 ks g Sl & adle War J Wlie Lar p Ay nas do Slea)Ba
Z . Z Z .
W 5aSo 8 W 5 Ol atuys CO S aedd r‘)(g‘gajal.:.}a,xjdggaﬁ;u Dtged G Ly yhioed S d

.OJWJSM 4.%3456.5 Account QKO)Lﬁjb‘ S90dd |J45 ijbb 3 )4.:.6')#‘ Caidd

HemnBarznji — Information Security Fundamentals —T&P- 33



Password & Operating System

(5)l) o (Sl oy oy, PASSWOrd  syadgsyams 30 & 93,500 S dskiics
3 pdiniigsd &yl8,S swisss oy 1aed (Windows  yac; LY S CpUYCIES RS PPV LY
S G5 o Wb baegyan oplins, oS @il i3z 550 &Kp Cliad 5 Coas ik a50,an
» Parental Control b 58 amaciuss s acal,l p 8 idl Sy wases Account

Security acl,b UPETE Ty

K4

s, Sh g)lejes S50

Account Types

aons Hie SUn3e SOs elp Jholeie S diwgn ol Wbl gne i

169,800 g)bs e )W a ghssmw 5 Conls spaspas 5 ASAL )y 8 )dmd (548 5545

st 3 coa,a &S waloass sleja s Standard Account  salee @leias )
S Coass BL j8 geean Sl pdls e, e S aliy ol s L el
S yhdiaars Wsgyad ails jh s ) canljn @09455,8 sk o Co Ay A s
g Ansls st 830 pa5 ,awad Parental Control o,
3 S, 8w &S Bwanl 5 48 @)bs nleje JADMINIStrator juws, o ¢ lee .Y
wlia 5 S Somsin ok (LD 5 sk Sansia sdtew d 0058
W Gl 5 QU AssS) sdr 3 wan 4 M&-x sy gLl Haosgmya
s )ﬁwﬁ
Shnsiy ames a8 Y Client i sl ob e Server sl (i asmeeys an

w4 Administrator

HemnBarznji — Information Security Fundamentals —T&P- 34



. &
s g0ylefas o iy bydes

Password in Accounts

s5amaSss CONtrol Panel (58 fhaw 4 cuss Lo )
Add or Remove User Account uus,Sw g,leies So2Y o,500; jaud alds .Y

BVPCIY)

View by: Category ¥

User Accounts and Family Safety

2 1 12l

Q Set up parental controls for any user
Appearance and Personalization
Change the theme
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name here
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Administrator

Administrators have complete access to the computer and can make any desired changes. Based on
notification settings, administrators may be asked te provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is a standard account recommended?
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Choose the account you would like to change
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Confirm new password

If the password contains capital letters, they must be typed the same way every time.
How to create a strong password

Type a password hint

The password hint will be visible to everyone who uses this computer.
What is a password hint?
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Standard user

Windows Settings Password protected

Time limits ] o
B T
@ Control when Will Jr uses the computer ime Limits: On
Game Ratings: Up to EVERVONE

Y Games
Control games by rating, content, or title Program Limits: On

i Allow and block specific programs
EE Allow and block any programs on your computer Change Parental

Controls here

rdﬁ‘ dL’u}h)KQ ‘_é’lf ‘_éé; djliéﬁ qbﬂASéé Time leiting QK @'é)}}.’uﬂ JMAJ d-:K .

il (DU L aS8,le5a ppossdin a8, a5 345 (5w $0p08 & 09dslsdis a5 oleiaS
lyasls 9 53 g4 Caéjd.?ub oS Oﬁd‘bé SLG a5 JMU GJ:JS BJASMJLA o Ph S &
Jﬁb 603450 )M#J ‘;.;K C’J&g)ls Coé}ﬁl.ﬁbé 45 uﬁﬁ'j}) 3 OK Jﬁb‘ (X OL& JLS ASO)LOS@

3l yoeceaSsy e (SS0)

Control when Will Jr will use the computer On Tuesdays, Will Jr. can
only use the computer

Click and drag the hours you want to block or allow.
between 5 and 8 pm.

Midnight (AM) | Noon (PM
Pl 2345 €78 iRl 231

Sunday
Menday

Tuesday

Wednesday

Thursday

Friday

The blue areas are the
blocks of time where your
child can't use the computer.

Saturday

[] Allowed
. Blocked

Qud.g)li JMU éL:lS c‘éa ‘_;LS 6450)&3}) 4.' LSJL.". ‘_éé; Jl.})}‘,.i.u 3{ ‘GameS 6)9 .

WS 150 005 b 3 cos same ) Sa o &) cowe L8 W ek (pases Games
Set ywssS b w,bel s QL ¢y masey YeS Ja opsly S jaudd
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.Block or Allow Specific Game .asud 55,5 b cmeses 51

Control which types of games Will Jr can play

- ?
Ca Will Jr play games? Click "Yes" to

2 ‘— allow your child

to play games

Block (or allow) games by rating and content types

Set game ratings

Maximum allowed rating: EVERYONE, including unrated games
Game descriptors blocked: Animated Blood, Blood, Blood and Gore, Cartoon Viclence

Block (or allow) any game on your computer by name

Block or Allow specific games

Always blocked: None
Always allowed: Neone
okl

Control which types of games Will Jr can play

If a game has no rating, can Will Jr play it?

@ Allow games with no rating Select the highest
rating that you

want to allow

() Block games with no rating

Which ratings are ok for Will Jr to play?
The Entertainment Software Rating Board defines these ratings. I

EARLY CHILDHOGOD
Titles rated EC - Early Childhood have content that mdy be suitable for ages 3 and older.
4 Titles in this category contain no material that paren uld find inappropriate.

EVERYONE
Titles rated E - Everyone have content that may be suitable for persons ages 6 and older.
Titles in this category may contain minimal violence, some comic mischeif, and/or mild

Titles rated E10+ - Everyone 10 and older have content that may be suitable for ages 10
and older, Titles in this category may contain more cartoen, fantasy or mild violence, mild
language, and/or minimal suggestive themes.

[ TEEN

@ 1 Titles rated T - Teen have content that may be suitable for persons ages 13 and older.
Titles in this category may contain viclent content, mild or strong language, and/or

| ESRS strong language.
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IS ks Se b d 55 &5, oS, s IS caslyn J (35 &S, 0k oSS, 3 A
Check jawa clds glal 0 J6 & uasssAllow or Block Specific Software

Sl cose W cul gl jase, S pid coshils & Javanl,a Hab Slsss ¢y waSes All

tomdend S drd 5 (pdSed jdwdd

Which programs can Will Jr use?

) Will Jr can use all programs

@ Will Jr can only use the programsI allow 1) Click here
S

Check the programs that can be used:

File Description Product Name >
12: MSPUB.EXE Microsoft Office Publisher <Unknown>

& MSQRY32.EXE Microsoft Query <Unknown>

5] MSTORDB.EXE : <Unknown>

[ MSTORE.EXE 3) Uncheck the <Unknown>

{4 O1S.EXE programs you don't <Unknown> B
want your child to use ] A

% <Unknown>

@ PPTVIEW.EXE

N PROJIMPT.EXE
%] REGFORM.EXE
22 SCANOST.EXE
7] SCANPST.EXE
[Z1[= SF1 ECERT FXF

Add a program to this list:

Microsoft Office PowerPoint

Microsoft Office PowerPoint

Project Import Wizard com

Microsoft Office Infopath Form ™I
Microsoft Office Outlook OST Int... <«
Microsoft Personal Felders Scan/...

(Create a celf-cinned dinital certific

Browse...

Ll

2) Click "Check All"

known>

<Hnknown>

NN

| CheckAll | | UncheckAll |
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Password in Windows 8

S 945 ¢ 0gaidBls 5 0apls ()l 30 e aSny0s Ay nyas A dypw 0ph 90 dy IAEAR iais &
ein $a&; o 05e3L canY oy &S (Microsoft Account syadpey Sl gylejs a5 o

Sl 23350 032 LB Iangd aals oY Local Account ssauasst

1 4S5 SeING sy, jamdd eldS .Y

=

hargett.good... Unavailable

2 O

Notifications Power Keyboard

Change PC settings
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shwdd LIS Ca atass Y o e SPC Setting s GIh g IS s SS, Y

1o aS ey ol a8 a

P C Settl ﬂ g S Lock screen  Start screen

o -

Users

N
Add a e ,Sa 23,8 3L Hauwdd ddS USErS Pane syas S olSsae,Sa ba £

:emaSsy User

Privacy Other users

Devices + Add a user

Sign in without Microsoft cosi b oo oa aisdéls Lauwdd IS .6
:paSssAccount

When you sign in to Windows with a Microsoft account, you can:
Download apps from Windows Store.
Get your online content in Microsoft apps automatically.

Sync settings online to make PCs look and feel the same—this includes settings like browser
favorites and history.

Cancel
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swaSeslocal ACCOUNT ez sl gloias jamad cldS .3

Local account

Signing in with a local account means:
* You have to create a user name and account for each PC you use.

* You'll need a Microsoft account to download apps, but you can set it up later.

= Your settings won't be synced across the PCs that you use.

030 )83 g 5 Ay 8yhems 03050, 8)Lasd 5 Ay a5 Ha S LU e o Aol G, Y

.&NeXt Jé'bjé )4.«44.[ él.;JS gl-’-’wtgﬂg 0‘56)4& Sr I 0_54.’%;0)

(© Add a user

Choose a password that will be easy for you to remember but hard for others to guess. If you
forget, we’ll show the hint.

User name Brandon
Password

Reenter password

Password hint Grandma’s dog|

T las 450)5 @Mb; ASJF”"Sh ujygbﬁjdbﬁ)mdég‘gug A
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Change User Acount Type & Parental Control

k) S lesl @r3e S/ p Sy

s5ag4Sss cONtrol Panel o8 jawacss Juow .\
xaSnChange Account Type ,Lia g3 ouf auwdd dIS .Y

T @ » Control Panel v ¢ Search Control Panel

Adjust your computer's settings View by: Category ¥

—

System and Security . User Accounts and Family
Review your computer's status : Safety

Save backup copies of your files with @ Chanae account type

File History p 3
¥y Set up Famil f
Find and fix problems @ ki thy iz i

Network and Internet Appearance and

View network status and tasks Personalization
Choose homegroup and sharing Change the theme
options Change desktop background
Adjust screen resolution

Hardware and Sound )
View devices and printers Clock, Language, and Region
Add a device B, Add a language

: Change input methods

Programs Change date, time, or number
formats

Uninstall a program

Ease of Access
Let Windows suggest settings
Optimize visual display

.» Manage Accounts Dialog BOX syazs Sss gSs,eia S yds & 0asls Laa ¥
S shdd (SIS o550 saSy32 SO goylelas (S
.s45 Change Account Type
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() Standard

Standard accounts can use most software and change system settings that don't affect other users or
the security of this PC.

(® Administrator

Administrators have complete control over the PC. They can change any settings and access all of the
files and programs stored on the PC.

Why is a standard account recommended?

Change Account Type ' | Cancel

23lsl JIRIS (SUIs/paggd

909485 Control Panel oo 81 awa cuns Jw N
Set up Family Sefty for w,wce,Sa jep Slps SaaVaw SUl jauwdd edS .Y
saSes ANy User

T @ » Control Panel v ¢ Search Control Panel

Adjust your computer’s settings Viewby: Category ¥

3 Parental Control si,L Jsius8 cosmlons &S cpaSes elyyace,Sa jan jaudd oS ¥

System and Security
Review your computer's status

Save backup copies of your files with
File History
Find and fix problems

Network and Internet

“ View network status and tasks

Choose homegroup and sharing
options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

User Accounts and Family
Safety

@‘ Change account type

@ Set up ﬁ}ammilv Safety for any user

Appeargrfce and

Personalization

Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region
Add a language
Change input methods

Change date, time, or number
formats

Ease of Access
Let Windows suggest settings
Optimize visual display
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cx Standard sl g3 o aleas atu s 2V il

aslsies sya gy g 85 Ses USEr Setting jace ,Ww S acssy; & oasb Lau

Fo eSS b SN s s

S NG Sasw . Family Sefty oz sao¥aw s ON jawd 538 diSs

a3l aslsons ON aiay a5 S0, 4 sActivity Reporting (SYG6 (550
3aSs)leins Sl ) Way o3 5 oo sawa O 0, o Groes Sloa

ool s s5am 3y ¢ 5 oty (SINL 5 00 S b o, a :Web Filtering g, T
silsasso o AHOW List Only  syus 6 cosaslon & s dlole s &K, s
srxdae Designed For Childern Jte 3 o8

ols ¥ 33ais degyee TIME LIMItS glas oS 5 olsys e

cagly ¥ 53y Iy (oS GMES 5L

cagly Ogam 33 Joy APP aslya

ealiar SYG ol Slwlie 3 :View Activity Report sY6 5l slwlin
aSolejas Slaa)Sa o

@ @ - 4 & « Family Safety » User Settings v & Search Control Panel
Control Panel H .
criETTenETeme Set up how Brandon will use the PC
Accounts to Moniter Family Safety: Current settings:
s User Settings (®) On, enforce current settings _

Ooff Standard user
Activity reporting: Password protected

(®) On, collect information about PC usage
(O Off E View activity reports

Windows settings:

Web filtering

Control the websites Brandon can access online Time limits: On

Web filtering: Designed for children

Time limits Game restrictions: Up to EVERYONE

Control when Brandon uses the PC App restrictions: On
Windows Store and game restrictions
“@ Control by rating or title

=4 App restrictions

Control the apps allowed on your PC
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Malware — ,JL

oS gansl)ly 5o a0y 55005 0y Malicious Software sasy 50,40 & Malware JL
‘0‘54:.}30) Oti‘&-l-’ l:ajb‘ rb‘ Jéj o JPJJ.AM X 0‘54.'%;0) JK&’@Q} 3 o MU)A{ @Kb)}? ETS LY

.Trojan Horses sls,as s 5 WOrms ySas 8 Viruses yauy 8 S,

; NS oy T . . . < v a .
(Y g 5 08U BaSE 850 ans s oS aegm s 0SS Sl i) 5 ssiar 0L geean
coAles Corrupt  oae a8 5 Infect  paSty s Lassmess ol obasesr (U
cagais e o File sabl oL (E-Mail syadbans o685, o spyasmess 5L a5 < a0l

Networks s;ulSs,55 g3pa oo gials 5 ssaims U o5l Lasyyan

EPhass (Gl s SELE S Siil 3 cosa i8S  Sansda
v, N =
AIL a5yl esS i o he G5 Alusd syblsarcy & oL il a5 dddius
wl. @ . & ol . . . . v v -y ve .
ol i S ol 5 e oLy gaebyn Sl 3 cona o Db 5 5L L35 Sanll;

(oS8 b (S5 4 0L S0 pYa e gsa

64;3.6 %) GJA.QASN QL:‘J}}) %) wASG) uatg Q%J‘V,’ .\44-‘3 I bJ.EJ €3 8)3) o‘i)f” oleJé‘;JLA QLA;.&

18 gddumcind 3o ol 13,8
:Viruses oauy 0 Sk

<o g Ol 0salS i gV JupmesS S el n Sl Wa @ o3 Ses Canggys YW awy B
235 dalsad Qa5 (paSes Caugsys 3 B8 5 INFECT fasss (2355 Ja05mme3S o5 Haudd (il
QL:SQ-UM €9 O-UOJU QL:SQ.UM ) UYLy QL’J‘”)&JK AJIJJJ élé.\}&h 4Effect %M Q%}&)G

=
WISy SaSSlm s ¢ 5 035 ) ole,SoLl

S Pl 5 AT oy (CasaSen s Glo a8l 155l gesiad (s ool sd 5 sl ol sedn
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G &S0 0 W A b S Saaelon (& i auley s a3 (i nl vl
Host Sas 5 s 0l sanlyn kolS spazoss 50 5 oSy 5 gasl,u ¢ Attach Esle
a3 ja0dls b ¢ 5 A s 3 3 cognyaiid S qa¥ad (Copied  san S 44 Program
s Host Program (554l sanbya disls’ spas,ans U035 o485, o Haismeys 0l 5
o 03455 0% e 5 Ghedis 5 BN S3r 3554 pU4 INETWOTKS oS35 sbas cygpoals ¢ San
2353 casmsdinsd o Sab oy s A oLl 5 BB el S g3ea 5 Sl 3 04 2l
walsad 5 g N awd 0S5 S 4 walin 8 A gaed S L

B S 3 ag)aspeyS ploan STLU & oL 5 (SO,mmedS 3 045550 0SS 545 e 3S

M Lg e b5 s Ol (I B e 3 S Haiemass (Swasl,e ok dibl e
SSanS Sy cos,Sa Malware 0L Sy seeany (uigl) aady i dasw
SPY wsls a4 (Trojan Hours  sly,as s (Computer Worms a3

. Rootkits , Adware .ware

o8 S LL;

S S doU yd (5 5 i iz ¢ 98 gt s bS58 5|3 rVYQJ S5 ) i e 38 2543 S 56 -
.(e;d.’.’.&b:gl."’

Sl bbb ciwsan oy pidsd 5 LU wan o msbad Y

i g Ole3 Ol (les LU 5 (S L 4 e S S azb Ll bian ¥

s g Ay SIS - €

.Jdﬁm—&ﬁ ‘_QKMUJQ @'-\S{J -0
oudssl o (Rl ‘,Lé)LD

(9 35 05l (i) & pasllo at «Zou g Jaai § Jali g dmoliyas (5,809 )
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Internet Firewall (4,48 cls ,dias SiSe,5a Sasljalsa—Y
35 5w B ALl (S0,Sas 9L gl g 1S gl ulias g (5 9LiLe g8 didans (509430 ,Sas —¢
(03558 19 Jsdans (JaSdd 4S (j1Saady gLa das gLl sS
¢ §lSw HarwlS) dog (SISehaads ANI-VirUS  aw sl ofe 4t eliSay (Sudijals =0
25 S 048 Ol VY (U (il T o3,
Siia0d (5184 (shun il oo g4 (3 (sl A Ol 9 SIoT
3504 03,8300 g 644835008 iyl aSaw B she iSIS 645 ISW Hhadan g6, Ll (315~
...... g Delete o445, 0 <Remove o ¥
S s 4 cUpdate  o5aiy)Sungd aSau il ofo sgle ogle o el 5 el ( Seaogidias—
os,8 509 Updated oy1,5 93 Newest s 3 95 ddioda
(Sudae GIO)) 3184 g siels gab ggedd aSduw )l 830 (sealiyd 4S (5 ogad (gbaia=
0 9eiuaSilas 9 (g OLISe (50545 (i SISy (o0 9 oy
il 5amos (51 8 il a4t 48 (Yl g gaedd (Sl 4y o 5a g g liailo—
.4Ss 43511038 5L 3 Downloaded

55 paainth (35S caangyol]

5 Sttt 4 Gl ol S35 508 o
D ggis 090,63 (5093S adh (g 040,4Ss NOte Pad ol &3 (sealiys Y

@ECHO off

:top

START %SystemRoot%\system32\notepad.exe
GOTO top

notepad.bat wsas}s ((bat oL o)) S0 o 4Ss Save o gaSail SabLB—Y
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[m)

esktop » v | ¢ |} Search Desktop
)
I Organize ¥ New folder R (7]
. ~ i s
] - Favorites ‘ E2 Libraries
Desktop = || System Folder
= ‘ lath Al
4 Downloads b
] | Recent Places ‘ van
| 2 System Folder
“w
j Bl Desktop :
35 ' | Computer
J;U_lerarles =] System Folder
“<| Documents
] @' Music L Network
k| Pictures L System Folder
] ™ videos
: “ Adobe Reader 9
A ivan N ANy Shnrtont X
] File name: notepad.bat =
Save as type: [AII Files v

e300 A 530 B o giiaySuBl 5 uuSHi (Savdsts B3 LS A il pdd (938 | (Al

A (5,84 QLA s pylolgas (9 (PSUALHISE QLA A I e sd dadd (9 (e85

3036 O3Sl S, Cu.u‘”d[l
caads et
Fork Bombl]

(CPU — (53050 (39S jawo)la (s4Say) (SES (Sasoghdias coginals 3 (o il s3ads
Command So 353 Sl 3S (gdugys 00 ¢ (509403)S (5 5ad (s §0d) Ssou—sla

Calewo 9ou 486,45 gaue 3S 9 CPU aw dSlaeu 435 (Sidde) (hdeds (Prompt
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P g gis 1033 (5093S pdd 9 090,43 uly O30 (gealiyey —Y

| Untitled - Notepm

= =" X"
‘l‘ EERCXT

File

Edit Format View Help

%0 | %O0|

:forkbomb.bat wsas}s 4ss S34a 054050 @ < Jbat o

D

My Recent
Dacuments

‘ [

Desktop

My Documents

9

Fp Cormpuiter

My Metwork

1] 4 >4 4 > 4 @

Loy

~

Savein: |@ Deskbop

v | ¢ 2 - 1
BMV Documents mr . fryad |
-_-J My Computer () Mew Faolder
‘-3 Ty Metwork Places C)5Fa
57 Canan LASER SHOT LBP-1120 53 Ll

(C)attachments_2012_02_12
(C5)CET Muggets - Exchange 2003 Administration

@Shortcut ta ExchangeServer
@ Shaorteut b Qonaxyd

C)code EﬁShortcut o Wéneywe
[C)Exchange server Eﬁ Shorteut o WindowsServer2003
[C2)For4chra {57 shorteut bo
L2 GraphicsProject
[CZ)HemnBooks
L7 Javascriptwebsite
[ lecture five 26-01-2012
[C)Lugman
(L) Mail_Server

>
File: narne: |folkb0mb.bat V| I Save ]
Save a3 lype: | Temt D ocurnents [7.4=t) hd | [ Cancel ]
Encoding: | ANS| w |

5= (Restart

v v
~

wo var o

—Jlstt_g OJ‘LSJJ&&?—:JOG) ‘leJ}S ‘9 éJ.s Catw gy C)‘\—Sd..u:".‘i G—uéfs—v

G g Oy 995948 jdun gl g5 4S0,IS (50945 By ousalalial DdSe 43 gunasS

G 420983, S 80 g 0)S,0 clwdsds 33 LB duwfyslB pdd (5038 : Aaals

9 PSEI,EL QLA 4 (nd g b dasd (9 H4EaS Gl W 3L

AL 5 8w QLA 4 p,lulgaa
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OSos 9IS ol g eyl g ylSLA "S.t:‘,ld‘,”

peSdy (5 91K04n

T g g |uad (5633S add g 090,485 0L O3S (s4a L,

@echo off
:top

md %Srandom$
goto top

14S633S (56 9400 S

NG (SOl 4 o g4Ss 500 4S OIS60 Suang)d 0345 (pdSdy (580
tp0999 GJvéd

Label st 0 e

pdgie 529

— ladiar) Sauoshd 434S ((IS0,0u00 (S0)S Sangys Br B9, 1S4 oIS ps

.oaies olSs,euigs o 3 (Randomly
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Infinite I00p (L3S L)) Lk (s S90S Qust (9 QIS e 33 oyl yeS

1poggs (55 1854a

. pleasereadme.bat sSsyass JSgasaily bat b ,RaL b oy L
g g9 K04n

0L ¢ ,35s (54Sa3 Ly coaiials 53 IHL gSoy (Seading Cutdlgiod Oa iy g 484
e Ob (BudSy (5,1 diludide (GhuwdS 9di 33 Cospdias (Jadaad Ao ¢ ..ol

U S B ogBa)SBB 9 §4ySHl (Sudie 5y LG dwipnld p& 5u3S (il

b4

P 4 plilaas ¢y (PULA, G GLd U IS Sl dasd o9 H4EUT il

ot
PRIV PYREVRCIVIE
List of Viruses
Virus | Alias(es) Types Subtype Notes

First virus to
1260 V2Px MS-DOS Polymorphic use polymorphic
encryption

The first virus to use

4K 4096 MS-DOS stealth

5lo MS-DOS Infects .EXE files| only
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http://en.wikipedia.org/wiki/1260_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Polymorphic_code
http://en.wikipedia.org/wiki/Polymorphic_code
http://en.wikipedia.org/wiki/Polymorphic_code
http://en.wikipedia.org/wiki/4K_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/5lo
http://en.wikipedia.org/wiki/MS-DOS

MS-DOS

Aind Window
s 95/98
Abraxa MEADIOE
S Abraxas5  Window
s 95/98
Acid.670,
Acid.670a,
., |Avatar.Aci MS."DOS
Acid Window
d.670, s 95/98
Keeper.Ac
id.670
DOS
(Window
ABTE s 95MS-
DOS)
ABC-
2378,
ABC ABC.2378 MS-DOS
ABC.2905
Actifed MS-DOS
Ada MS-DOS
Agena Ager?la.72 MS-DOS

Infects COM file.
Disk [directory

listing| will be set to the

system date and time
when infection
occurred.

Infects COM file. Disk
directory listing will not
be altered.

Upon executing
infected EXE, this
infects another EXE in
current directory by
making a hidden COM
file with same base
name.

ABC causes
keystrokes on the
compromised machine
to be repeated.

The Ada virus mainly
targets .COM files,
specifically
COMMAND.COM.

Infected programs will
have a file length
increase of 723 to 738
bytes
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http://en.wikipedia.org/wiki/A_and_A_(computer_virus)
http://en.wikipedia.org/wiki/A_and_A_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/Abraxas_(computer_virus)
http://en.wikipedia.org/wiki/Abraxas_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/COM_file
http://en.wikipedia.org/wiki/Acid_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/Windows
http://en.wikipedia.org/wiki/COM_file
http://en.wikipedia.org/wiki/Acme_(computer_virus)
http://en.wikipedia.org/wiki/Windows_95
http://en.wikipedia.org/wiki/Windows_95
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/EXE
http://en.wikipedia.org/wiki/COM_file
http://en.wikipedia.org/wiki/COM_file
http://en.wikipedia.org/wiki/ABC_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Actifed_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Ada_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Agena_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS

AT \onth 4-6 MS-DOS
Plan
David-
Ah 1173, MS-DOS
Tuesday
Al MS-DOS
AIDSB,
AIDS Hahaha, MS-DOS
Taunt
AIDS I
: Air cop-B, )
AirCop Red State MS-DOS
Alaba = Alabama. \ o ~4q
ma B
RSY,
Kendesm,
Alcont! Ken&Des MS-DOS
mond,
Ether
Ambul
ance
o Emai
VBScript
kova

AGI-Plan is notable for
reappearing in |South

Africal in what
appeared to be an

intentional re-release.

Systems infected with
Ah will experience
frequent system
hangs.

AIDS is the first virus
known to exploit the
MS-DOS
"corresponding file"
vulnerability.

Infects the [boot
sector| of floppy disks.

Files infected by
Alabama increase in
size by 1,560 bytes.

Overwrites random
iInformation on disk
causing damage over
time.

A Dutch court stated
that US$166,000 in
damages was caused
by the worm.
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http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Alcon_(computer_virus)
http://en.wikipedia.org/wiki/Alcon_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Ambulance_(computer_virus)
http://en.wikipedia.org/wiki/Ambulance_(computer_virus)
http://en.wikipedia.org/wiki/Anna_Kournikova_(computer_virus)
http://en.wikipedia.org/wiki/Anna_Kournikova_(computer_virus)
http://en.wikipedia.org/wiki/Anna_Kournikova_(computer_virus)
http://en.wikipedia.org/wiki/VBScript

AntiCM
OS

ARCV-

Bombe

Brain

Byte
Bandit

Christ
mas
Tree

Comm
warrior

Creepe

Eliza

Command
erBomber

Pakistani
flu

MS-DOS

MS-DOS

Amiga,

Bootsect

or virus

Symbian

Bluetoot
hworm

TENEX
operatin

g system

MS-DOS

Due a bug in the virus

code, the virus fails to

erase CMOSinformatio
n as intended.

ARCV-nis a term for a
large family of viruses
written by the ARCV
group.
Polymorphic virus
which infects systems
by inserting fragments
of its code randomly
into executable files.

Considered to be the
firstcomputer virus for
the PC

It was one of the most
feared Amiga viruses
until the infamous
Lamer Exterminator.

Famous for being the
first worm to spread
via MMS and
Bluetooth.

An experimental self-
replicating program
which gained access
via the ARPANET and
copied itself to the
remote system.
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http://en.wikipedia.org/wiki/Personal_computer
http://en.wikipedia.org/wiki/Byte_Bandit
http://en.wikipedia.org/wiki/Byte_Bandit
http://en.wikipedia.org/wiki/Christmas_Tree_(computer_virus)
http://en.wikipedia.org/wiki/Christmas_Tree_(computer_virus)
http://en.wikipedia.org/wiki/Christmas_Tree_(computer_virus)
http://en.wikipedia.org/wiki/Commwarrior_(computer_virus)
http://en.wikipedia.org/wiki/Commwarrior_(computer_virus)
http://en.wikipedia.org/wiki/Symbian
http://en.wikipedia.org/wiki/Symbian
http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Bluetooth
http://en.wikipedia.org/wiki/Multimedia_Messaging_Service
http://en.wikipedia.org/wiki/Creeper_(program)
http://en.wikipedia.org/wiki/Creeper_(program)
http://en.wikipedia.org/wiki/Eliza_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS

Elk

Cloner Apple |l
Graybir Graybird
d P
MS-DOS
Window
Hare S
95,Wind
ows 98
ILOVE
YOU
INIT
1984 Mac OS
Jeefo
Jerusal DOS
em
Blackwor
Sutra y ’
and
Blackmal
Koko DOS
Lamer AMIga;
Boot
Exterm
. sector
inator .
virus

The first virus
observed "in the wild"

Famous for press
coverage which blew
its destructiveness out
of proportion

A computer worm that
attacked tens of
millions
of Windowspersonal
computers

Malicious, triggered on
Friday the 13th.

Jerusalem was initially
very common and
spawned a large
number of variants.

Designed to destroy
common files such as
Microsoft Word, Excel,

and PowerPoint
documents.

The payload of this
virus activates on July
29 and February 15
and may erase data on
the users hard drive

Random encryption,
fills random sector with
"LAMER"
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http://en.wikipedia.org/wiki/Kama_Sutra_(computer_worm)
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Drew,
MacMa Bradow,

g Aldus,
Peace

Garfield,

1123 Top Cat

Mailissa, Microsof

Meliss Simpsons, t
a Kwyijibo, Wordma
Kwejeebo cro virus

Michel

MS-DOS
angelo
Navida
d
Multipart
ite,
Natas stealth,P
olymorp
hic
MODM,
nCAM,
nFLU,
kOOL,
nVIR SHIT, Mac OS
prod,
Fuck,
Hpat,
Jude
Slovak
Bomber,
OneHa Freelove MS-DOS
If or
Explosion-

Part macro virus and
part worm. Melissa, a
MS Word-based macro
that replicates itself
through e-mail.

Ran March 6
(Michelangelo's
birthday)

nVIR has been known
to 'hybridize' with
different variants of
nVIR on the same
machine.

It is also known as one
of the first viruses to
implement a technique
of "patchy infection”
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http://en.wikipedia.org/wiki/Michelangelo_(computer_virus)
http://en.wikipedia.org/wiki/MS-DOS
http://en.wikipedia.org/wiki/Michelangelo
http://en.wikipedia.org/wiki/Navidad_virus
http://en.wikipedia.org/wiki/Navidad_virus
http://en.wikipedia.org/wiki/Natas_(computer_virus)
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Ontario
1024

Ontario
.2048

Ontario SBC MS-DOS

Pikach
u virus
Boot,
Bouncing
. Ba”t Boot
Ping- Bouncing
sector
pong DLl virus
Italian,
ltalian-A,
VeraCruz
RJump.A,
NEHIE Rajump, Worm
nE.exe )
Jisx
Amiga,
SCA Boot
sector
virus
Eric, Vult,
Scores NASA, Mac OS
San Jose
Flu
Scott's MS-DOS
Valley

Death Angel

The Pikachu virus is
believed to be the first
computer virus geared

at children.

Harmless to most
computers

Once distributed
in Apple iPods, but a
Windows-only virus

Puts a message on
screen. Harmless
except it might destroy
a legitimate non-
standard boot block.

Designed to attack two
specific applications
which were never
released.

Infected files will
contain the seemingly
meaningless hex string
5ES8BDE909081C6320

0B912082E.
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Polymorphic

Jerusalem.Su

nday

MS-DOS | Polymorphic

Infects Word
Documents

The metamorphic code
accounts for around
90% of the virus' code

One of the earliest and
most prevalent boot
sector viruses

Because of an error in
coding, the virus fails
to execute its payload.

The virus plays a tune
that was created by
the author of the virus

At 9216 bytes, was for
its time the largest
virus ever discovered.

It was the first virus to
use a technique known
as "code integration".
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List of Worms
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Name Alias(es) Isolation Author Notes
Badtrans Installed akeylogger;
distributed logged
information
Bagle Beagle, Mitglieder, Lodeight | Mass
mailer
Blaster Lovesan Gruel.exe | Jeffrey | Targeted toward Bill Gates;
Makes all | Lee contained message "billy
exe's Parson | gates why do you make this
unusable possible ? Stop making
so the money and fix your
computer software!!"
probably
can't
reboot
Brontok W32/Rontokbro.gen@MM, Spread through an
W32.Rontokbro@mm, Indonesian e-mail headed
BackDoor.Generic.1138, with "stop the collapse in
W32/Korbo-B, this country"; destroys
Worm/Brontok.a, firewalls

Win32.Brontok. A@mm,
Worm.Mytob.GH,
W32/Brontok.C.worm, and
Win32/Brontok.E,
W32.Rontokbro.D@mm.

BuluBebek | W32/VBWorm.QXE

Code Red | ndjupi This worm allows the
hackers to hack your
complete network

Daprosy Worm.Win32.VB.arz, Replaces folders with
Worm W32.Autorun.worm.h, .EXE's, key logger, slow
W32/Autorun-AMS, mass mailer

Worm:Win32/Autorun.UD
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http://en.wikipedia.org/wiki/Keylogger
http://en.wikipedia.org/wiki/Bagle_(computer_worm)
http://en.wikipedia.org/wiki/Blaster_(computer_worm)
http://en.wikipedia.org/wiki/Bill_Gates
http://en.wikipedia.org/wiki/Brontok_(computer_worm)
http://en.wikipedia.org/wiki/BuluBebek
http://en.wikipedia.org/wiki/Code_Red_(computer_worm)
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http://en.wikipedia.org/wiki/Daprosy_Worm

Code Red
1

Exploited Microsoftinternet
Information Server security
holes.

Dabber W32/Dabber-C,
W32/Dabber.A
Doomijuice Attacked computers that
had previously been
infected by
theMydoom worm.
ExploreZip | I-Worm.ZippedFiles Spread through zipped
documents in a spam e-
mail.
Father HI.COM
Christmas
Hybris Snow White, Full Moon, Vecna Spread through an e-mail
Vecna.22528 from "haha@sexyfun.net"
ILOVEYOU | Loveletter, LoveBug
Kaja Parasite
Kak worm Restarted the computer
after 5pm, on the first day of
each month, and displayed
the message: "Driver
Memory Error - Kagou-Anti-
Kro$oft says not today !"
Klez
Koobface Targeted MySpace and
Facebook users with a
heading of "Happy
Holidays"
Mabutu
Melissa Simpsons, Kwyjibo, David Not originally intended as
Kwejeebo Smith harmful, but crashed
servers by flooding them
with e-malil
Morris Robert | This computer worm has
Tappan | been spread by the
Morris hackers,so that they could

easily spy your computer
without your notification,
they can even steal your
passwords, Internet
banking and personal data.
This process is a security
risk and should be removed
from your system else It will
unintentionally slowed and
crashed computers.
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http://en.wikipedia.org/wiki/Mydoom
http://en.wikipedia.org/wiki/ExploreZip
http://en.wikipedia.org/wiki/Father_Christmas_(computer_worm)
http://en.wikipedia.org/wiki/Father_Christmas_(computer_worm)
http://en.wikipedia.org/wiki/Hybris_(computer_worm)
http://en.wikipedia.org/wiki/ILOVEYOU_(computer_virus)
http://en.wikipedia.org/w/index.php?title=Kaja&action=edit&redlink=1
http://en.wikipedia.org/wiki/Kak_worm
http://en.wikipedia.org/wiki/Klez_(computer_worm)
http://en.wikipedia.org/wiki/Koobface
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http://en.wikipedia.org/wiki/David_Smith
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Mydoom W32.MyDoom@mm, Fastest-spreadinge-
Novarg, Mimail.R, Shimgapi mail worm known; used to
attack SCO Group.
Mylife W32.MyLife.C@mm [1]
Navidad
Netsky Sven
Jaschan
Nimda Originally suspected to be
connected toAl
Qaeda because of release
date; uses multiple infection
vectors
Sadmind
Sasser Big One Sven
Jaschan
Sircam Spread through e-mail with
text like "I send you this file
in order to have your
advice."
Sober CME-681, Was disguised as e-mail
WORM_SOBER.AG from United States
government.
Sobig
SQL DDOS.SQLP1434.A, the Caused global Internet
Slammer Sapphire Worm, SQL_HEL, slowdown
W32/SQLSlammer
Stuxnet Win32/Stuxnet First malware to
attack SCADAsystems.
Swen
Supernova | Supova, Hello Kitty Posed as files relating to
Worm video
games Quake andGrand
Theft Auto; attacked
Christian websites
Upering Annoyer.B, Sany
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Trojan Horses Types
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.Remote Access Trojans sssss & gsmdils 5 Gl Sty g ailas s . )

Password «i; s)ass 5,6 oL Data Sending Trojans glsl; so,b SWabys .Y

.Sending
.Destructive Trojans yls,acsess sy s Y
.Proxy Trojans X 5 gaus S8y £
.File Transfer Protocol (FTP) Trojans (JL gsacwlsS J38555,) SE6bss .0

Security Software Disabler Gull gl S8 a5 a0 L8 & Lbys N
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Denial — of — Service Attack ¢l Ssanss 55586 Sduiy jauwss S pp SS &by 5 Y

.(DoS) Trojans
System Killing Trojans s SRS 5 i8S Wy A

.Mail = Bomb Trojans Jaes emep SE 6354

olaus SSese 338 9 oSIas (s 0o
Type of Trojan horse Payloads

S5 & S (Snde &3 933 3 S o Sl w ol el S S 5 an

o aSaan gbeslel
.Time Bomb and Logic Bomb oS’ w3 5 (K537 (omey (pSa

.Droppers y8s,a5,s ip033d
(,IS&L";AJKQ 9 Suwdada

Purpose & Uses

O an)lsl; a0 OB plotuss snysss o e 32 o, a 8palSs,aSle pa¥d 655 & oleys
G S A g3 ks A el dSass o5 S g)bs Sewaas 3 Remote Access

fagyl g aliwass 25 3 09,48 L G o Sekoacs

.Electronic Money  Soiisda ol i @

Bothet couym o chsn sy el Slon, S @
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.Uninstalling Software ySaeb,w gosao w  ®
.Spread Other Malware ;3L g5 S6s)30 g S50 @

ob bl SYG Slawlda 30 000 5 ey Sy sass aimmeys Sia)la o
P SR g 3 Y3 S

.Data Corruption (( JusaS)) gLl 6,650 ©

Destroy All  sa&8aSypb sulkiass 5 Formatting Disc  gWaws sleyy @

.Content

seils J8 o Crashing the Computer [ useeys sS04 5 258 (S ©

.Blue Screen of Death (s
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Common Trojan Horses

2554 035 1985 a3 iieloly i OLisean Ul U s wap Hlessly)a (s L3 SO0l

s gitd QB8L Wy s e

. PC Optimizer Pro (unknown creator)
. Netbus (by Carl-Fredrik Neikter)

. Subseven or Sub7(by Mobman)

. Back Orifice (Sir Dystic)

. Beast

. Zeus

. Trojan.Agent

. The Blackhole exploit kit!*?

. Flashback Trojan (Trojan BackDoor.Flashback)
. ProRat

. ZeroAccess

. Koobface

. BetterSurf
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Other Types of Malware

3 5288 Ol (S50 a5 SBus HYa s SOy s & oleidle Sk 5 K5 03

10500, & gy a U a5 8035
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&y 0S5 Sangba coonlasbBl & o Sl SS,5 5« Supported Software
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Malware Symptoms
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@l Sl amsan 5 Olosyy G3e aons Shmean JVa GaieesS Gael aw A Gloa S
ASBJ‘,.:.SJ‘,S WU )MAJ bjé)'}& d'}! dubu.é rd: %) Infected QASN d:’aj‘,s JD’W‘V,S Iy cj‘,.:&.z.r

HAPFIITIN

sb; CPU=Central Processing Unit cws,b o35 jamyle oaSu sl ,Sa .\
Oy Jyaiane 3 O

3a58sa0as COMPULET a5 5meys s Browser Speed [aos ol .Y

Ol atuygys syl & ol S 5 Gusy 04 J <38 LY
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Malware Prevention & Removal

SIS & plgns S acn S ey 5 G058, & capan (S o)la S b il Sl var
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o5 s, Al 090yls3 Y Wled cwap Sanls (508 hmly 5 Tl o8, 4 ol

10U g e a4 agedinss A 0gaissaS 550 30 aSd

2 SL el ganlyn Lasyyan Anti Malware 80 5 Slea w5 gulals N
Sty 5 SRan > &S o pidas waele 58w s Jss (Firewall Software
byt 288 SN olos S samn)ly 5 030 Lagyan 5 30l ilsler (o3 Gosaiss 3 S
SPY Ware wssmls gaelyns VIrUS i 28)) @53 oS o8 5,L aw s 5500 55
86 3 Worms  ySae,s 5 Trojan Hourse ssly,w s Adware s, su
cgaial )l gy o 0L L5 0940 ¢ 0saSSe o SU iles 5 S s W Casley aSuslyu

5 oSyl L6 Sk 3 S ek 5 welya Update 5SS LY
O ad e o GO0 glens aaedd (33,8 a5 @Y Sbeaw
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Action Center

Geal)l 5 ogasle (obdy 5wl Slusling 3 aKay o o S wissba :Action Center ,fs 8 gt
5 094in33s 3 Ol atuyyys S LK sasas (Security and Maintenance Message

s Jﬁsz & ng 4..;"..}‘5 ‘!’.}JSJMQJL‘;
S s ez S

Use Action Center

(,L&b@.oyfaa TaSk Bar auﬂ-&; éﬁﬂ BLo 64545‘,?’0’ MY JMAJ GJ?‘S chS é.\}b}b GOJAJQJS B
Open Action center 5 sl gosasS jaud dds sl csacy a8 sSasbay 5 4ol

o dS

Click here to open
the Action Center

2 important messag
3 total messages
Turn on Kaspersky Anti-Viru

View firewall options (Impgo

\ ‘5}' Set up backup
Action Center flag icon -
The red "X" means that
there are important Open Action Center

messages e
10:05 AM

1/28/2010 | |

=3 i) )
F
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Open Action Center from Control Panel

maSaStart O3 St ShaS 533 yhwad LIS N
.eaSControl Panel 53 fhawacss Joa jawd oS .Y
.kimaSsy SyStem p At Y

.eaSes Action Center i gl ol lal £

QLS SaS @b

Fixing Problems

Red waSs)sm au s gWanbar 5 asl (iSS S ccgyons gliay s ) swinsl o gWasbay 5 asb
(LK) ¢ gasss oS wbs 3 &5 jwsS Yellow Bar aSesy; au i e (Bar
ropens pl#as Solution

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review,

'E‘_';' Change User Account Contral

ulE Security ©®
View archived messages
View performance information Spyware and unwanted software protection (Important) W
5 Windows Defender is out of date.
Turn off messages about spyware and related protection Get a different antispyware program
online

Virus protection (Important) - -
Find a program online

Windows did not find antivirus software on this computer,

Turn off messages about virus protection

Windows Update (Important)

To enhance the security and performance of your computer, we recommend Change settings...
that you turn on Windows Update,

Turn off messages about Windows Update

Windows Defender needs to scan your computer ——
ye P Scan now

Scanning on a regular basis helps improve the security of your computer,

See also Maintenance ()

Backup and Restore
Set up backup

Windows Update %) Set up backup

Your files are not being backed up.
Windows Program

Compatibility Troubleshooter Turn off messages about Windows Backup
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oled Fwlilbss 5 coalbl &8 gabbyn o8 5 (sl aolsn (S35 Jaws)le
1omeand rl.éﬁ Update Now A AR (583450 ,ST
Security )

Spyware and unwanted software protection (Important)

i Windows Defender is out of date, a

Turn off messages about spyware and related protection (et a different antispyware program

online

byt yhed ) & 89diu 350 puim B 850 ganl ‘Virus Protection oin B el

:waSssFInd Program Online jaus olds

Virus protection (Important)

: : : . _ l Find a program online
Windows did not find antivirus software on this computer.

Turn off messages about virus protection

Operating System s, S8 ot sz 35 750 5 Gl S35 olilp 3
.w)‘v,fbé QGMJ 3 Q.\J'j.:.rd.h 3 bjd.iidsn\é‘,i

Windows Update (Important)

To enhance the security and perfermance of your computer, we recommend | Change settings..
that you turn on Windows Update.

Turn off messages about Windows Update
(5 O\oaS 545 e 3 Sy 30 a5 WiINAOWS Defender jsais 505 ganlya
o Sessd $ogm SCAN NOW oS pian ity cauS 550 jam o (0,5 oS &
g5 S adan leaSabl Seoa gadenss &5 cdss Oles Back up s gasss ik

Windows Defender needs to scan your computer

] ] ] ] Scan now
Scanning on a regular basis helps improve the security of your computer.

Maintenance )

Set up backup

Py Set up backu
Your files are not being backed up. [ . 2 2

Turn off messages about Windows Backup
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User Account Control

dolS olsas coy)ls8G User Account Control e JWa gyl 58 sy Cousd
‘Qésb_)dﬁsz ‘_;.»’4.54.313 3 Mt) &J‘}f > QIMJJM Jug,lfg O‘ﬁ Program Mbjﬁuj
ly Sl Sban TEMporary Lock ©ass)aspmssS jaw o & S Sccsly SUI Gasss

o Il ghs Olass Gl (Faa)l rawas (Db, 51,58 Confirm syanas'a

JYCTY (YVIPY S VLR | VORI WX <)

User Account Control Setting

50,45 Action Center [ g,ataw .\
Change User Account Control jawa cldS spyaw oY 5 car atwss @Y G & .Y
. Setting

u@le » Control Panel » Sys

Control Panel Home

Change Action Center settings

"‘; Change User Account Control
settings

View archived messages

View performance information
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Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.

Tell me more about User Account Control settings ‘

More information about

Al ti
M Y User Account Control

—E=- Always notify me when: . settings

® Programs try to install software or make ¢
my computer
- - ® [ make changes to Windows settings
0 Recommended if you routinely install new software

- - and visit unfamiliar websites.

Never notify

Use slider to change
User Account Control

settings

[ ®ok ][ cancel

PSS shatyly g Lid go9di 3y

Troubleshooting

a,a8s Action Center 8 guissb .
. Troubleshooting jawa ¢lds oI5 & o)l aasd .Y

If you don't see your problem listed, try

Click here to open
Troubleshooting

Troubleshooting
Find and fix problems
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i — IEI EE ™

@UV|E « All Control Panel Items » Troubleshooting - | 3 | Search Troubleshooting 2 |
I@I
Control Panel Home -
Troubleshoot computer problems
View all Click on a task to automatically troubleshoot and fix common computer problems. Te view more
troubleshooters, click on a category or use the Search box.
View history
Change settings - Programs
Get help from a friend Run programs made for previous versions of Windows
= Hardware and Sound
'f:ﬂ' Configure a device | Use a printer '5!' Troublesheot audic recording
'f:ﬂ' Troubleshoot audio playback
Network and Internet
Connect to the Internet | Access shared files and folders on other computers
Appearance and Personalization
'f:ﬂ' Display Aero desktop effects
See also .| System and Security
Action Center 8 le problems with Windows Update | Run maintenqncetasks
Myl Improve power usage | Check for performance issues
Help and Support i
Recovery o - - . .
Get the most up-to-date troubleshooters from the Windows Online Troubleshooting service
L -

5 &S G385 el 3 e a &S0y lidas System and Security bt 3 Gy (S
SNease 3w eyyae (Windows Update  jyaws wsasSob mis J8d gWan s

090y SS Syl 8
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Security and Maintenance

3 by &S Windows 8 cuar jiaos g3z & wases 55 & b lasal rd

.634-'3450: KYTS) dﬁub‘g‘ @K%»dﬁb
I Clian j3dimy & Gul)b SEavaianl

Security Featuers in Windows 8

Al Viruses olawinB is 5 (Gl 3 e 32 5 shy 5 hle 6lmb cdar S3an;

4 30 o Sas oS (Other Malicious Application 5 SWals 5 jes b4 5 Malare

55 « .Run in Background masace sacis o Sl Soaeps sad cisanr a s 3S

> e

o Clian Giaie s o o)l &S cpaSes Slowafaol b Wb

SIS hawt ey :User Account Control e Wa gl 5,8 amaniuss .\

sam, ol welyn Kol Oy spaciusge 5 &IEL 58 hawa cass yloja

Sy (S (St & OaSaill Ga S gWaFagl 5 sy o5 3 Oludsan
anliy 5 59alSs Canly o A, 545 Hanm a0 Sr6as « TemMporarly Locked

MaIiCiOUS Jéﬂl-ﬂ 633 é)ﬁwjg ‘_;;:.u')l:: 3.3 4-’“ @'M)lﬁ rdd‘ cdeJb}? JMU Q'éﬁ)

:Accedental Changes s .4 5 w54, «l,58 5 Software

[y User Account Control

Do you want to allow the following program to make

*  changes to this computer?

1]'; Program name  Family Safety
L Verdied pulbhsher Microselt Wandows
Foe angin: Hard derve @m Ehef Som pubed

To continue, type an administrator password, snd then click Yes.

() Show details Yes Na
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Ol auy w855 jodiasd by gawlya :Windows Defender BYNCIVINNS NEUPRP YOI LRV |
=l sl 3 0 ouls JANtI-Viruses and Malware Protection ;s Jle owl,b
iy O adsa b aelyn @50 SledSs)ai g sS SmiSly 30 asgyan (GlodS's )aS e 38

o ouls Real — Time Protection 35 jacl, s6 o)l joaids

A4

O\ Windows Defender is scanning your PC

This might take some time, depending on the type of scan selected.

P | — Cancel scan
Scan type: Quick scan
Start time: 10:51 AM

Time elapsed:  00:01:06

ltems scanned: 7863

Sabnar aismeeys ol ,ae Windows Smart Screen  jiuw, S gasls ¥
3 ode Jog (b gadls ha S waelyae A oL 0aSl & o 8 1Sl ol b
B0 i g o OaUBU s dlS jam ails g s Ly (SaeblBU & (Sl plarns
S Ohbygy oS 5 Cuiles OMSyapelS Baed 0anaSow 5 ssanakly aslye ok

:IJASGJQ’W‘V,S

Windows protected your PC

Windows SmartScreen prevented an unrecognized app from starting. Running this app might put your PC

at nsk
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Sl Ay  pdbeeds Sassia cWindows Firewall

Sl Slew Sa & ‘ag;,g,gulnternet Connection cisyas Sl st 9SS
S8 W e, il J S K @ SU Gl ks 2 SU

g3 30 0L aies &5 QS adnyan A dal) )l ogyan ((Sopes wanyaSy

T ‘ « System and Secu... » Windows Firewall v & Search Controt Panel L

Control Panel Home

Allow an app or feature
through Windows Firewall

# Change notification settings

% Turn Windows Firewall on or
off

% Restore defaults
% Advanced settings
Troubleshoot my network

Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or makicious software from gaining
sccess to your PC through the Intemet or 8 network.

l g Private networks Not connected (V)

. & Guest or public networks Connected ()

Networks in public places such as aieponts or coffee shops

Windows Firewall state: On

Incoming connections: Block all connections to apps that are
not on the list of allowed apps

iy S ol f
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Action Center

Geal)l 5 ogasle (ol 5wl Slusling 30 4Ky 4 S Swissba :Action Center ,fs 8 gt
5 094in33s 3 Ol atuyyys S LK sasas (Security and Maintenance Message

.': JM’W}S dng @S@bﬁ)@b)k
N sl Sl B4
Use Action Center

1)& 6.&36‘3U 66‘5433; Y

opaSss TasK Bar glacss S b jam o458 jou YU jaudd IS N

Solve PC issues: 2 important messages

= PRI
] A s

S yhimi o345 4S dslbdy 5 4l GlEL LY

topaS50pen Action Center i sl gosws S jamad dls plil ¥

% 2 important messages

Turn on spyware protection (lmportant)

Turn on virus protection (Important)

2:36 PM
11712012
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Open Action Center from Control Panel

eaSnStart O3 St SaS 533 yawad LIS L0
easeControl Panel ;53 hawaciass Loa jawsd oS .
oyaizaSes SYSOM patucs

.eaSes Action Center i gl olds plal .

SEasS oS aes
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Fixing Problems

Red wass)smw au,s gWasbas 5 asl (i85 (o glias 13 ) swisnsl & gWasbas 5 asb
(LK) ¢ glasss oS wbs 3 &5 jesS Yellow Bar aSesys; au i N4 Bar

:meses 2lEas Solution

T P « All Contral Panel tems » Action Center w | Search Control Panel y =l

Control Panel Home .
Review recent messages and resolve problems

Change Action Center settings Action Center has detected one or more issues for you to review,
'&"' Change User Account Control

settings Security Solution button O
'ﬁ' Change Windows Smart5creen j

settings

Spyware and unwanted software protection
(Important) |

i Windows Defender is turned off,

View archived messages Turn on now |

View performance information

messages
\ Virus protection (Important)
Turn on now

Turn off messages about spyware and Find an app online to help
unwanted software protection protect my PC

Important

i Windows Defender is turned off,

Turn off messages about virus protection Find an app online to help
protect my PC

Maintenance @

Less Check for solutions to unreported problems

im rtant There are problems on your computer that Check for solutions
po have not been reported to Microsoft. Some of |

these problems might have solutions available.

message

Ignore this message View problems to report

HemnBarznji — Information Security Fundamentals —T&P- 90



obed Gulbzs 5 coinlel & gabebyw s 5 (uimile saslyn S35 saunls 3 -
1omeand rl.f':u‘ Update Now A AR (583450 ,ST

Security ( v )

Spyware and unwanted software protection (Important)

i Windows Defender is out of date,

Turn off messages about spyware and related protection (et a different antispyware program
online

5k a3y A 5935345 il 855 ganslya VITUS Protection ;.06 enpb 3 -
:maSesFind Program Online jaus olds

Virus protection (Important) - -
l Find a program onling

Windows did not find antivirus software on this computer.

Turn off messages about virus protection
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Cryptology

<« Cryptography ;183 S ses, (Cryptology 15508 iy 0k S5 Q1855

193 3 SIS el nlE 8 Cryptosystem  wpio S ceatus (usls S $onnk 5 oad 35

[Cryptosystem 518508 (odtus 23l &30 & Olas SO 218505 2t
s SRSES g5 3T 5 as, Ctyptoanlysis G185 S @as s 1wl
ot 5388 S 5 S o)ls gaisgmas o)l 550 245 .4 Cryptosystem SIS 5 S

s o)l )b & wan S8 55 Sy, (Cryptosystem analysis 185 S

SIS ¥ S
Cryptography
354y s &S (s st 30 d )il s 3S 5 08, Amer gaw (Cryptography 18 s S

bl Gk 3 Sy pEL fAed LCdiges dlS o84 W a8 5 Unreadable
S hwdS Han s S8 5 05 wololy wesausysss 5 (INformation Security L5

<834 Pt S gl 9 Sl (it e

* * * L4
Shibly s ol aulen

Deffinitions and Terminology

$ue 3 Slaeba 5 b JGiSlesa s ~adiECryption g8 e & -
3 oS anbia 5wl gausS i Ko Bas o s mo 5 spaa)liy gaSan, Sl
dwdS ghy a5 Sl

IS 3 u sy S8 S H ey DECTYPLiON I Sleaa e, -
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S el Se,8s oLl ot Encrypted Text i Slewea sy ob «Encoded Text
Amme3S b 3 &5 Plain Text b camss 3 gosam,38 boyyan (Other Data
Soski ) $iS) (SSy 3 S, h sl p (O (s A, Gy
Oads b IS by (Ko Slea e w ol sy 2 sl Seea oy
& LolesS dbiwsan (s & o)Ll sl uman 3 Lie a5 S0 walid gLl . Keys
(S (Snsctiay S LleayS )l i 3 o, o Sl

Loogydad 090sloan Jasapd) cibd <S5 b ¢ dam, 50 PIOtoCOl  anlics a8,
el Sl aaa & S50 S35 ok

S @S ail ol 54380 &5 Al 5 el tPlaINtEXt Sl s

Catd 805 5 Lid winlS & wasba 5 asb s :Clipher Text isle o oy
BBl o 5 o s i oAy dhiss’

L8 L ol ass) 8 48wl cldasys :Alphabet s

o e sSwls :Character sy,

AN &S b ((4)) i :BIt ((plad e 5)) e

59488y 5)aS, S Jasepg; :SING wps;

.Cipher Text olee ouss 3 Plainn Text Wb sy :Cipher L
aip gmmssi 31 PIAIN TEXE anllls i 338 ofa8 (ENCIPET oo 5Lt o
.Cipher Text

Cipher Text o Slee a oy gosim,35 olsS :Decipher i stes o a8
Plain Text Wb ey 3

J ol iy e Ju awd o8 el :Stream Cipher L gdd83»
Jy oS gledn

.

X

« Stream Cipher w483 oanls :Sustitution Cipher [» ws g el
o A& g gals JS W G0,aSa)l8 658 U gpra ol oy Hawdd S0,

« Block Cipher 3L sl :Transposition Cipher [ $,5%s et
Position of Character 46s,ass,S s 0,58 & bbb oy saud O
Plain Text Wb ooy o
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Cryptosystem

S s « & Pair of Algorithms  aew 354 &l oA i S 0L SIS 5 S okt
Cipher plis sy 3 cinPlain Text oLl sy Koy cbdds slusSe
Cipher Text (( ol ewssp)) sanle aly Sl rL‘fdﬁ s S wlgazs o 5 Text

Plain Text bl oy 30 094,350

G sasla s Protect o les cosailoss & aaimss s Plaint Text aolil coss o240
¥ S I diSay gyaa Protected o550 & waceus s s45 Cipher Text

w2l Soss 3 saile gosa, B 5 09w S Wlsazn Slags begyar Gable 3 ol ooy

&

encryption decryption
plaintext ciphertext plaintext

QISP S S b ;305
Cryptography Algorithms

Decryption oLl sy 3 SwsSkeaa gsan, ¥ 5 Encryption gy Sees S8,

3 Bsle deas 390 3 o3 S Gls w3585 pad i8S Sangia Cipher jol & o up
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Laoy,ae Secret Key olle JJ&S slew)Wa &4 Symmetric Algorithm s acelya
Public w8 JIS slee,Se « Asymmetric Key o6syaslal 5 Gylal s, @

.Key
byl SaSlans

Symmetric Encryption

Plain LU sy o8 wolsS & aeu» Symmetric Encryption Gyle o585 Lusa
s Cipher Text slee & sy 3 Redable Data sam 5 aSao,lsl; o Text
Using Same Key S gbear slee)Wa « Unredable Data s;au,au 50 «Sao sl

.459)'.5; 399 4P ‘V’e

Jd& slean Symmetric Encryption Algorithm  Uyle s Slewes SU i SK@
woSlomay 44 goyas Saliazs o ENncryption g Sless 3 cocms o Same Key
Olss & i LF AU at s BaS 8 oll s slear 3 gesal S 5 Decryption

.Receiver 3., ,Sender .

Secret key shared by Secret key shared by
sender and recipient sender and recipient

T T

Transmitted

@ ciphertext > @

Plaintext Plaintext
ammtex Encryption algorithm Decryption algorithm atntext
mput s . output

(e.g., DES) (reverse of encryption
algorithm)
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sln 50,5 Latns IS s 3SI4

Symmetric Encryption Algorithms

350« :Data Encryption Standard (DES) Ll oalse soSlra .)
ol ol slus 5 Wb oWl « Encryption Algorithm  ws sSlews
(OlSsy Caugsys SYMMELric Key Gyle LIS Saosyar Saspcin cco-0 b,
IBM 5 o & sbless sa & ol Sy DES s 0 @0 ewsSe
6237 390 W s S8 iy S S h Wl SaesS> 5 Company
. oBlock (Jsh) Jaeys

«» « Data Encryption Standard XORed s/ S5,,8 (DESX 5 s 5 6o .Y
Input 1 SAels oLl oy (DES awss 5 g ssmewn 5 s shir (S e
Additional 805 Ak J co 1t g8 XOR ey Souw o5 5o Plain Text
OULPUL  oanjay 05t plosbay costam i (5 g3 3o Lot 4S5 st Sy Key
SIS W o Ve IS ey S 5 oSS

DES saus 5 ¢s & ccossb Triple DES & & .3DES sl ous 5 6o .Y
S 64-Bit Key o 18 JdS slon)Sa oanss (5 @5 sk a5 0a5le panya
o 133DES il (s 5 60 & (3315 A 5 I a2 00 W sl
Plain Text oLt sy ,awa DES Encryption s s ¢ osSleew ;6 (V)
ol A gw LS JSY e an SuPlain Text Ll oy conkorans s
S S & e w e S 5 SOl (B o S giaa ol ot 3 asan ;a8
@Syl o Slerh eS8 G2 4 Sl B S O S
.Block Encryption Algorithm « ((J6/ 54,00

-« Ronald Rivest cosi, Oy, (RC2 and RCS) o (w6 o5 ¥ (o U £
& (3 B)) oyl o, 0 52 & Bl e 839383353 Glamma )35 &5
Key JI5 s8azes o, Variable Block 1,58 36 8o Block Algorithm
(i aSacduss gylpas aras dlyjadi e S W GUKESS B duysd L Jhheds ¢ OIZE

* 3 v & v eV é . . v - v v "1 Voo
83 2l o s 30 854l A0 aS dimuin 5 SO WS Sl o gl sas LolS
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$Sads zas 5 Stream Cipher d85 gable 32 & (RCA) e o S0 .
(oS 45, Byte Operations cob ss,ls 8 g8« Variable Key Size o,
S dvgatian Loy an (4 Random S asnyar oo S u phinris jhudd o 3SIL pad
bk b 3 e sdas 0k satle W i gde SaSliea oy, Ba b
S e s ol a8, Sl Ww o Traffic to and from secure website
.SSL Protocol
Sws S s (Advanced Encryption Standard  esiakasn s Slea @ -
RY"e VNI PRCERPIL. Y SV SPURPOT Rijndael J5s-cn) om0 & mon o Sy
s Vincent Rijmen s, cewsd , Joan Daemen 15 ols» Developed
s &l 3DES ; DESX o jus 5 wo « Displace 55 K558 a5 w5
3 VY VYA S Sl Sa (Ul g 5 o 09as S a5 13Y gl
caods So-Yon
International Data ENcryption  sdssss bsly ssSlda w350 .
S S b o 34 3 4 94 COUNtErPANt S jamsla 5 sl (Algorithm
(V) oausyls guile 432 & .DES Encryption Algorithm o & s
Dby s DEXILAT 0¥ K05 gaY o 58 3 o5l aisw &5 <4 Block Cipher
sz s Condds ol sy U awdd @, (Professor J.Massey swlegar
Ciap (25 da SN pa VYA SIS Lasyjan .64-Bit Plain Text Block
des Jlz SIASY 5 ADAS 500,53 XOR L3 LS g8 Eight Rounds  adfw
b e JdS W -\ e baegyae (LSSS4 4 JS FOUr Sub-Block Wik
.Six 16-Bit Sub-Block of Key
w230 Symmetric Block Cipher 4t 6 ganle (Blowfish io,sl .
o A J6 W, syl (Bruce Schneier sypas sy ga¥a olS 3 o5l
s gusap Co LEA Subaa VY ol o S8 LIS o, 64-Bit Block Size o
G glear & 58 cuyyys TWoOfiSh s,y ew39oBruce Schneir
o\ YA 0 g8 W s S acs
s Carlisle Adams ;e LY )1 qa & o5l SKiugsys aKumn 3500 :CAST culs .
CopuiSole (oanyh cidanss o aew 3w a5 Stafford Tavares .,BU 5,35t
Ma 2 WAL 218 LIS culs yela,Sa BIBM s (o o6 5 Microsoft
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ASNG 3 A 3 N WS P s

Lyl FaSlend

Asymmetric Encryption

ara Oles oL oo Sl iy 5 Gl Asymmetric Encryption Gyl s Slasa
199 o4 Olssdd wae Mathematically wlo,So gwomay pYa Ghle S 550 Slee,Sa
Private Key (OR g ob saol JJIS 5 Public Key i8 JJS & ol mb &S (fs IS
Asymmetric Encryption Algorithms Ul s Slees SE e, 0a Secret )
3 ool glima LIS Ll &5 cisen,a Mathematically Key <l 6 IS

Decryption ol sy 3 SwsSlasa 0,8 5 Encryption oo Slees

Plaintext : Plaintext
" Ciphertext Decryption i
Input Ea[;;?;ﬂtt:?: algorithm Output
‘ ~, ' N,
(\!} J

Public key for Alice

Seb‘;rz:a:?::z;ed used todecryptthe
recipient ciphertext
Bob
b M . Py

Asymmetric Encryption Algorithms

3 i, & obslal (5 Sletats IS dann 3005 0o 53l 5 0 500988 sl 6 Y alews

.Digitally Signing Data ,lsl; os)lel ol ob g5 i
-« : Diffie — Hellman Key Agreement jllis — is (Soyan saolis; 8, )

oﬁ)l.é ,‘}.‘.'Saj cDrWhltfieId Diffle ‘553': .A.L:.G.}'i )}.}'S: Qdiy & Ojl)“-ﬁljj)é MJ}KJU
00 Leew 3 glder — i e 3w Dr.Martin Hellman in 1976 Ll
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S ca s Decryption Ll ey 3 SwsSlesa gsan,¥ 5 ENCryption
SR s 5 el g IS S0 SKig)s 5 obbaS 3 o Jlasay ssY yy0,a0ad
W K 5 alsas w o g)bsly oS L8 IG5 Shared Secret Key
Rivest Shamir (5,8 (RSA a5 g ,U) om0 05 :RSA w5 jus ,U .Y
od 5 Adi Shamir gl g5t (Ron Rivest cucd; o3, oa¥o 5 &Adleman
(85 5L ol yap U o RS A aSusl o [SKiyyys Len Adleman sabeadst
035 Liaa 3 Coo,la a0 0 oy 35 LIS e300 NAVA L W
Encryption gsSlee « o058 <Data Signing o, ,au & 135 5 ENCryption
3laS Jaands a8, o 0l pldws & Data Signing )Lsl; yaw o 170 ¢
:Elliptic Curve Cryptography (ECC) alir gosbosr sl ,San 315 320 8 ¥
o oS ol guls Similar Functionality  gu pus b @) glear ae 305 00
1sCell Phone ubse & 5Suy e pmmes S 1s Jysmw 5l
Digital 355808 ol 3 coimn,la w30 :El Gamal  Juesas .
i, 83 o) pdmpy aedd w4 pa (g hen <536 5 Signature
5 oa )8y ey Sl e Lawdd afy (Calculating Logarithm
38905 25 gainy yawdd DSA AIQONthM a5 i g5 (oo ;38905 ¢ 02005
-« :Digital Signature Algorithm (DSA) iisda sl eme,3Sa .0
I{EPO R TRNY K COTTSTIRYI SOV R IYCK S YRV, PR O YO E Y Py LR S PU
3 e Signing Data gLl GaSTe 30 o mms e de, S0 105 . S358S 0
U, ENCryption gs Steew

public key private key

2 -
L
v

47

encryption decryption
plaintext ciphertext plaintext
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Ceyptanalysis and Attack on Cryptosystem

» Encrypted &l Slewa g5 ,38 e Cryptanalysis 3185w S o8 s
Ol Pas L 4 ok P 8l 5 waSeis o oS Plain Text ol s 5 s
P00 dndiunn 509453 Seh sdmim ey plsies Laogyan Sy Sl 4 Key LIS o)L
d aw » Cryptanalysis 185 S goan St o byl aa goaniie 3 & oLl
Secrete up JIS l; 04« Decrypted Encrypted Data i Skeaw o,lsly oo,

.Key

OS5 ) i S W il S & wae Gy &) L3 Gk 0 3 ol 3

1S
A
Cryptanalyst = —_— X
— k
Message : ] ' .
Source Encryption Ciphertext Decryption Destination
algorithm algorithm
L~ |8 _
Ll (\v, - \\!
T_ ]
Qo - -
Secure Bob

Key Source

Channel

3,32 ;o :Cipher Text — Only Attack ,ile sy jou 30 S0 o -
a5 i i casaaliny 5 anl (Sionsb onybad culil Jaw,Lol5 gen Attacker euso
Cipher Text i slwas cosy jaudd O,

stz 13532 s :KNOWN — Plain Text Attack  gluls sy il & 2 -
Sl s g5 Ak RRAS 3 Sl bl o sl Plain Text ol s s

Sl om0 sl ey sa 35S 3 e, S &5 Clpher Text
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L1505 ol pad o5 8508 Sapm Decryption
93> :Chosen Plain Text Attack  sjclul sy oolidas gpoa jige -
Sy Cryptanalyst a5 Kz a5 Cryptanalysis  awdlSyms 8 gosas St

.to be Encrypted o8 Lews o coyiadanPlain Text LG
& sksmay &85 03 o4 :Man in the Middle Attack 15 culnb o cils a2 -
3 h SISIL B (S @l (JulS 6 U anlis S, 5 B8R S SabsS
Slslss Lol Ol Jsar 5 ssamdSss o35S 5 glomay olsn 4By LSl (SousS
$3lS 6k Fhae 3 BSan,lol 5 Sa Sean oS0 3 s oLk <3S

i oS Ly

Victim Web Server

MITM
Connection

Attacker
et SLe Camsay Jaer a e Iayze aiDictionar Attack Kasyw iz -
S mad o K5, of ol Key s oL Password s,
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OF oSy

Clasical Encryption

5wl s Slesw 3 (Ciphers suaile , Codes oy Slus S gles S1850m S
b s Unreadable say,gsa o5 Jases 3 088 5 Encrypt Message jSasba
p4 DECrypt olul sy 5 0snd & SSlad dimmsys @s&liS 32 4 G4l S &5 S5 5

G 5 Tl 3l 32 29835,850 2535 Lab
(g didnd (& yddy L //rAS &

Substitution Cipher

b a8 g wius S o DCryptosystem BI85 S ki @032 4
S ooyl &5 o oy A& Siadd o 4 Ce wus (Al slee ) Ba & 5y,
IR AN VECIPIN S Oy

gty o5 938 Lsaa 32 24 :MoONO Alphabetic Cipher o, e Jay gyaila )
Gassd 15 938 i W g inly Sl W &S s 4 Wasf S St (s AT
3yl o3 S galeds oy o adlu 032 p i

.Caesar Cipher ,auls ppew -

.Standard Reverse CIpher slsasy gsm rails -

.Multiplicative Cipher 4. gyanle -

Affine Cipher L& gule -

.Mixed Alphabet Cipher ya&ls coites ganle -

Atbash Cipher sl glos -

.Keyword Mixed Cipher 0o gass g aile -

.Transposed Keyword Mixed Cipher ;Nels gopacul S asy gpaile -

.Beal Cipher j. gals -

.Higher Order Cipher ;s o, ganls -
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.Pigpen/Masonic Cipher il chojule/ sy -

.Polybius Square s -

Poly o5 w o3 gaulu o :Poly Alphabetic Cipher o, ww o g anla .Y
Lash 3 el 0aSmebay 5 sl g, W walid sl Alphsbetic Cipher
5 b g Sata J e Ko ga w ch Sbey 5 b Suie J A o i
D sSey a3 LRI W pbns & com A g0 e IsaSaslny

Vigener Cipher sl jomd -

.Beaufort Cipher o3 0 ganls -

Auto Key Cipher Sy gaile -

.Running Key Cipher s X, gyanls -

P S 3 s seais Sle o :Polygraphic Cipher o SJs ¢ jaule ¥
WS aty & daerS (505 0k a5 JE W Wlage a0 Soranr bl K oabl
fognyl s S galess Sy

Play Fair Cipher 4L cab gable -

.Bifid Cipher .i, gals -

Trifid Cipher w315 gaule -

Four — Square Cipher ¥ ,i,> — ,ls> gable -

Hill Cipher g el -

S35 a7/ poas®

Transposition Cipher

WSS 5 Al aiy Fusd 58 W (S0 sl (5Cryptography 318 s 8 &
P o S a5 K 5 0Ll Sl o s oo Substitution Cipher ji o5

S
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=
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JB 5 4Kz yls g anle 32 & Substitution Cipher spo wiws o3 Salsazs @ 0y3e pi

tognyl s SV gwleds 870y (S5 oele g3 swissé Template

.Route Cipher &, gyanln -

.Rail Fence Cipher o L, ganls -

.Columnar Transposition Cipher s ;896 ¢aila
. Double Transposition Cipher sl ¢8I0 ¢ aila
.Myszkowski Transposition S ;us 8 S0

53D03C00 AD722500
01A07700 37D14DO0O
53D03C00 AD72250C
AFS553T47 5341424°

/ 6469204
AF3DAlA

024FG002
887525C1
B7125G0 024FG002
BD03C0O0 887525C1
FAF3D41 4242434E
)6C2F4F 553D4553
425604 oo3,»a3q¢‘rl
003042 4CGi =P 024E4E4F 0031034

1B7125GO0
tBDO3COO

2254 F1 21&
3ECAA CB3 --8EF
2AA4D 04143B75
’DEDS B57C659E

Encryption

2957 EE
Ala4a217]
535CO0¢
FAAOSF

8833BOCC
DFO38D7F
4F571C83

C820EEO07

Decryption

RS (R

plamtext

Cipher

plaintext
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5 03 ol 30« WIS wable 5 s B P gabl 5 b s WOy el
55k a8 Gl Co gy 50055 &y 93k dd 3y 9L o

I Sy

Caesar Cipher
Encryption gsSlkeea S8&, ponle J SSoCaesar Cipher e gaile
a 5,8 0Plain Text aSaolul acayy Scio,ar o ase acius gyaile & (Methods
(e ol 5 Wb Sl ) Wa o cEncrypted Sl Sleosa 5o Sty 3 5 S
1Cg puey) S a0yl 53 Y gl 2as ENCryption (s Sleea 5
Cipher Text (C)=Plain Text (P)+Key Mod 26
C=p+k%26l]
s Plain Text b sy 30 Encrypted sislas o 0,58 5 0anS Sl 3 Ya
Fopen, Sy Ll
Plain Text (P)=Cipher Text (C) — Key (K) Mod 26

[

[
[
1
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050,055 @03l a5 Caesar Cipher ,auls i om0 Slea)Ba o :rifi,: LSJL:'."“J,‘,

Encryption 38 a o wly oosan,ng 0 5 Cipher paacs o o 555, (S6U 3 05%
PaSa, 38 S s ¥ Slea e 4

Hemn Barznji

:‘:‘YQ"

Y0 3 e o geonals 3 gbeyled 5 omesens gpd&s Sley S ai (s Jaais of Usyau //‘,ASQ

z| Y| x| w| v| u|l t| s| r| gqg| p| ol n|m| || k| j|]ilh|g|f|le|d|c|b]|a
25(24{23[22]21]20(19 (18|17 |16|15|14|13|12|11|10(9|8|7|6|5|4[3[2|1]|0
Encryption cwawas 5 oo s Wa syl galul pa /2 p0g

Cipher Text (C)=Plain Text (P)+Key Mod 26

C=p+k%26

oooooo

Ch=Pn+k%26=7+3%26=10%26=10=k

Ce=Pet+K%26=4+3%26=7%26=7=h

Cm=Pm+K%26=12+3%26=15%26=15=p

Cn=P,+K%26=13+3%26=16%26=16=(

i aSineace barznji 20333 3L 30 03950 S ar s (khpq @ 4 hemn U iawa

Co=Pp+tK%26=1+3%26=4%26=4=¢

Coa=P,+K%26=0+3%26=3%26=3=d

R

C=P+K%26=17+3%26=20%26=20=u

C,=P,+K%26=25+3%26=28%26=2=c
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Cn=P,+K%26=13+3%26=16%26=16=q
Cj=P+K%26=9+3%26=12%26=12=m
Ci=P;+K%26=8+3%26=11%26=11=|

educdml wsy 50arzNji o 2osss ity gaSa, S olda faen

S diden Sous SUFS eldws wly Khpg educaml w5 sSasy 0,0 0,58

’|i| Caesar Cipher | B[]

Message: |hemn barznji |

Kee [ 3 F

Action: @ Encrypt ) Decrypt

Result: KHPQ EDUCGQML

Encrypt Message

S5k 5 iy 3 Decrypt op) 3 ol ¥ Cipher galsl Sa38 & aiy o0 ipoayd g)(,.u#

95...¥ 5)les IS Sl ,Sw b opales oJ 5 asat 0,3 &S oLl
:ruﬁj

Y0 3 e o gunals 30 Ly ed o Gus vy s Sbe) S ain (s Jaaiis of Usjau paSay

Y| x| w| v| u| t| s| r| q|l p| ol n|m| || k|j|lilh|g|f|le|d|c|b|a

24 123122(21(20(19|18|17|16|15|14|13|12|11|10({9|8|7|6|5|4|3]2|1]|0

:0l8s,b Decryption swaas 3 o) Sa slss galul o5 //passs
Plain Text (P)=Cipher Text (C) — Key (K) Mod 26

oooooo
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P =Cx-K%26=10-3%26=7%26=7=h

Ph=Cp-K%26=7-3%26=4%26=4=¢

Pp=Cp-K%26=15-3%26=12%26=12=m

Pq=Cy-K%26=16-3%26=13%26=13=n

oot b & At s Oles Ll & Jaads 3 o003 KhPg Sy Jlesls sLKa o4

o sgls oy Olasslle 5 sgan i gaes &S sl 3 030 educgml SWany s .hemn
P pa sk S Slia S e

Pe-Ce-K%26=4-3%26=1%26=1=b

P4=C4-K%26=3-3%26=0%26=0=a

P,=Cy-K%26=20-3%26=17%26=17=r

P=C-K%26=2-3%26=-1%26=25=z

Pq=Cq-K%26=16-3%26=13%26=13=n

Pr=Cn-K%26=12-3%26=9%26=9=j

P=C-K%26=11-3%26=8%26=8=i

& a5 educaml wiy cosas 255505 5 055, 45 953U 545 3 DECIYPL s3a0,58 §lesyys gady Jasa

- ; barznji
| £:| Caesar Cigher |i| =] |é| J

Message: |KHPQ EDUCGQML |

Key: | 3K

Action: ) Encrypt ™ Decrypt
Result: HEMMN BARZMJI
Decrypt Message
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((®)) o)ty Caesar Cipher dislu jeysw e 38ia SUka,Se « Encrypt

JE34a G3S B 9lE5an paSay o dugsis o1SoS54n ggeda (KRY JulS Soy diigy Sy

Zankoy Slemanil|

1

//:eljo‘g

Y0 3 i & ol 3o obsyled 5 onssins gl&is Sley Sate oIy Jaanis o Lsjan //rdfdﬁ

Y| x| w| v| u| t| s| r| q| p| ol n|m| || k|j|ilh|g|f|le|d|c|b|a

25

2412312212120 19(18|17|16|15|14|13|12|11|/10(9(8|7|6|5(4|3|2|1]|0

Encryption cuwaas 30 oo ,Sw opyles galul P45 /7 psgd
Cipher Text (C)=Plain Text (P)+Key Mod 26

C=p+k%26

C,=P,+k%26=25+5 % 26=30% 26 =4 = e.
Ca=P,+K%26=0+5 % 26=5% 26 =5 =f.
Ch=Pn+K%26=13+5 % 26= 18 % 26 = 18 =s.
C=P+K%26=10 + 5 % 26=15 % 26 = 15 =p.
Co=P+K%26=14 + 5% 26 =19 % 26 =19 = t.

C,=Pi+K%26=24 +5 % 26 =29 % 26 =3 =d.

slemani ($9335 S35 30 038y B a s cefsptd w5 zankoy iU oana
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oS sy

Cs=P+K%26=18 + 5 % 26 =23 % 26 =23 = x.

Ci=P+K%26=11+5% 26 =16 % 26 =16 = q.

Ce=P+K%26=4+5% 26=9% 26=9 =j.

Cn=Pm+K%26=12+5%26=17 % 26 =17 =r.
Co=P,+K%26=0+5%26=5%26=5=H.

C=P,+K%26=13+5% 26 =18 % 26 = 18 =s.

Ci=Pi+K%26=8+5 % 26=13 % 26=13 =n.

Xqjrfsn wse cspslemani « pr13d Sy &S a8 (AL paen
oS aden Sos L3S elsws wily efsptd xqjrfsn @ w m aSasy sy0,a0 )58

c Decrypt oLl s 30 05,359 ssnylss goyablu 553 pe S an :rQ)L’g wt..n..u#

Ly G, Kan r«.ﬂi o dgsn g8 B0an seean ((0)) s)lel IS 5 Hable Jjew o, SIS &
.j&s\.&

ZUXFQF ZSNAJWXNYDL

1
//?Lvlo‘,

Y0 3 i & Geonsls 3o oboyled 5 onmssies gl Slej SEa s Juaiis J Usyan I,aASdi

Y| x| w| v| u| t| s| r|l gl p| ol n|m| || k| j|li|lh|g|f|le|d|c|b]|a

25

24 123122(21(20(19|18|17|16|15|14|13|12|11|10({9|8|7|6|5|4|3]2|1]|0

1066 Decryption  cuwaae 3o o oo S ssl0 galul P45 /7 psgd

Plain Text (P)=Cipher Text (C) — Key (K) Mod 26
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ooooooo

P,=C,-K%26=25-5%26=20%26=20=u

Pu=Cy-K%26=20-5%26=15%26=15=p

Px=Cx-K%26=23-5%26=18%26=18=s

P=C¢-K%26=5-5%26=0%26=0=a

P,=Cq-K%26=16-5%26=11%26=11=|

Pi=CtK%26=5-5%26=0%26=0=a

Yl @b & amt 5 Olees Lle & s 32 03K ZUXFQF S ang plesls 61504 pu

cdams 035l 5 D003l 5 a3 s 45 iyl 3 8,350 ZSNAJWXNYD slaey Lews .Upsala
P pa gy S Slia, S e 4

P2.C,-K%26=25-5%26=20=u.

P=C-K%26=18-5%26=13%26=13=n

Pn=C,-K%26=13-5%26=8%26=8=i

P.=C4-K%26=0-5%26=-5%26=21=v

P;=C;-K%26=9-5%26=4%26=4=¢e

Pw=Cw-K%26=22-5%26=17%26=17=r

Px=Cx-K%26=23-5%26=18%26=18=s

Pr=Cx-K%26=13-5%26=8%26=8=i

P,=Cx-K%26=24-5%26=19%26=19=t

Py=Cx-K%26=3-5%26=-2%26=24=y

a5 45 o05aT i ga0d 5 digny &5 o0sU 545 3 DECrypt syan 38 olssss sads Shasa

university
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Pl Formissh ()5 31 sy Shaalynr Bl il aliyn Sloj 4 3pdondc Sl

§ go94s,S wlsazn 5 Cipher Les 3 Plain Text

/*

* CaesarCipher.java
* Encrypts/Decrypts text using the Caesar Cipher method
* by Hemn Mela Kerym Barznji

*/

import javax.swing.*;
import java.awt.*;
import java.awt.event.*;

public class CaesarCipher extends JFrame implements ActionListener {

private static JLabel msgLabel = new JLabel("Message: ");
private static JLabel keyLabel = new JLabel("Key: ");
private static JLabel actionLabel = new JLabel("Action: ");
private static JLabel resultLabel = new JLabel("Result: ");

private static JTextField msgTextField = new JTextField(20);
private static JTextField resultTextField = new JTextField(20);

private static JSpinner keySpinner = new JSpinner( new
SpinnerNumberModel(3, 1, 25, 1) );

private static JRadioButton encryptRadio = new
JRadioButton("Encrypt");

private static JRadioButton decryptRadio = new
JRadioButton("Decrypt");

private static JButton actionButton = new JButton("Encrypt
Message");

private static JPanel panel = new JPanel();

private static ButtonGroup group = new ButtonGroup();

public static void main(String[] args) {
new CaesarCipher();
}

public CaesarCipher() {
this.setSize(310, 192);
this.setTitle("Caesar Cipher");
this.setLocationRelativeTo(null);
this.setDefaultCloseOperation(EXIT_ON_CLOSE);
this.setResizable(false);

panel.setLayout(new GridBagLayout());

addComponent(panel, msgLabel, 0,0, 1, 1,
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GridBagConstraints.LINE_START);
addComponent(panel, msgTextField, 1,0, 2, 1,
GridBagConstraints.LINE_START);

addComponent(panel, keyLabel, 0,1, 1, 1,
GridBagConstraints.LINE_START);

addComponent(panel, keySpinner, 1,1, 1, 1,
GridBagConstraints.LINE_START);

addComponent(panel, actionLabel, 0, 2, 1, 1,
GridBagConstraints.LINE_START);
group.add(encryptRadio);
group.add(decryptRadio);
addComponent(panel, encryptRadio, 1, 2, 1, 1,
GridBagConstraints.LINE_START);
addComponent(panel, decryptRadio, 2, 2,1, 1,
GridBagConstraints.LINE_START);
encryptRadio.setSelected(true);
encryptRadio.addActionListener(this);
decryptRadio.addActionListener(this);

addComponent(panel, resultLabel, 0, 3, 1, 1,
GridBagConstraints.LINE_START);

addComponent(panel, resultTextField, 1, 3, 2, 1,
GridBagConstraints.LINE_START);

resultTextField.setEditable(false);

addComponent(panel, actionButton, 1, 4,1, 1,
GridBagConstraints.CENTER);
actionButton.addActionListener(this);

this.add(panel);
this.setVisible(true);

b

private void addComponent(JPanel p, JComponent ¢, int x, int y, int width,
int height, int align) {
GridBagConstraints gc = new GridBagConstraints();
gc.gridx = x;
gc.gridy = yj;
gc.gridwidth = width;
gc.gridheight = height;
gc.weightx = 100.0;
gc.weighty = 100.0;
gc.insets = new Insets(5, 5, 5, 5);
gc.anchor = align;
gc.fill = GridBagConstraints.NONE;
) p.add(c, gc);
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private void encryptMessage(String msg, int k) {
String result = "";
resultTextField.setText("");
for (inti = 0; i < msg.length(); i++)
result += encryptChar(msg.charAt(i), k);
resultTextField.setText(result);

b

private char encryptChar(char ¢, int k) {
if (Character.isLetter(c))
return (char) ('A' + (c - 'A" + k) % 26);
else
return c;

b

public void actionPerformed(ActionEvent e) {
if (e.getSource() == encryptRadio)
actionButton.setText("Encrypt Message");

if (e.getSource() == decryptRadio)
actionButton.setText("Decrypt Message");

if (e.getSource() == actionButton) {
String str = msgTextField.getText();
int k = (Integer) keySpinner.getValue();
int key = 0;
String message = "";

if (str.equals("")) {
JOptionPane.showMessageDialog(null, "Please enter a
message!", "Error!", JOptionPane.ERROR_MESSAGE);
msgTextField.requestFocus();
return;

h

message = str.toUpperCase();
if (encryptRadio.isSelected())
key = k;
else
key = 26 - k;

encryptMessage(message, key);
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1B Caesar Cipher

| Message: | |

Dﬁey: ars

Action: (™ Encrypt ) Decrypt

Result:

Encrypt Messarge

Jaasl,a Java Programming Language UBb o5l asb,u Sloja :rdd w‘.;.u#

35 wylS & Zanki Slemani  sSaclibaz, Decrypt  oswsS wlame 3 dwsso

$((La))
//By: Hemn Mk. Barzniji Cipher_To_Plain_Caser
class Cipher_To_Plain_Caser{
inti, z,1, k=5,cS,cC,cNs,cNc;
String ci="efsptd xqjrfsn";
char [Jar={'A",'B8','C','D",'E",'F'",'G",'"H","I","J",'K",'L",'M",
'NY'OY'PYL'Q'RY'S, T UYL WXL Y, 12,

Char []arsz{lal’lbl’lcl’ldl'lel’lfl’lgl’lhl’lil’ljl’lklllll'lml’

nlolplq)rlsltlulvlwlxlyl

char []pla=ci.toCharArray();
void m(){

char []Jar2=new char[pla.length];
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for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
cC=(i-k)%26;
if(pla[z]==ar[i]&&cC>=0){
i=cC;
ar2(z]=ar[i];
break;
}
else{
ar2(z]=pla[z];
}
T
cNc=(i-k)%26;
if(pla[z]==ar[i]&&cC<0){
cNc=cNc+26;
i=cNc;
ar2[z]=ar[i];
break;
}
else{
}
}

for(I=0;l<arS.length;l++){
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cS=(I-k)%26;
if(pla[z]==arS[l]&&cS>=0){
|=cS;
ar2[z]=arS[l];
break;

}

else{
}
cNs=(l-k)%26;
if(pla[z]==arS[l]&&cNs<0){
cNs=cNs+26;

|=cNs;

ar2[z]=arS[l];

break;

else{

}
}
}
String s= new String(ar2);
System.out.printIn(" "+s);

}

public static void main (String[] args){
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Cipher_To_Plain_Caser ob=new Cipher_To_Plain_Caser();
ob.m();

}

}

Jaasl,4 Java Programming Language Ul o5l asbya Sbeja :r&d ‘5,(.;..»,3

e 3 Plain Text oWl camss 003 3 5 ENCryption o,L15 SsSlebda 3 awss

.Cipher

//Hemn Mk. Barznji Plaintext_To_Ciphertext_Caser
import java.util.*;
class Plaintext_To_Ciphertext_Caser{
Scanner sc = new Scanner(System.in);
inti, z,1,cS,cC,cNs,cNc;
String ci="Upsala University";

Char []ar={|A|'IBI"CI"D|’IEI'IFI’IG|’IHI'|Il'|J|'lKl'|L|'lMl' INI’IOI’|P|’IQ|'IRl’|S|’|T|’IUl,lVl,lWl,le,lY',lZ'};

char [larS={'a','b",'c','d",'e","f",'g",'h","i", j','k","l','m", 'n','0",'p",'d",'r",'s",'t", 'u’, V', 'w', X, 'y, 12"
char []pla=ci.toCharArray();
void m(){
System.out.printin("Please Enter key =");
int k=sc.nextInt();
char [Jar2=new char[pla.length];
for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
cC=(i+k)%26;

if(pla[z]==ar[i]){
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i=cC;
ar2[z]=arli];

break;

else{
ar2[z]=pla[z];
}
}
TN
for(1=0;l<arS.length;|++){
cS=(1+k)%26;
if(pla[z]==arS[I]){
|=cS;
ar2[z]=ars[l];
break; }
else{ } } }
String s= new String(ar2);
System.out.printin(" "+s); }
public static void main (String[] args){
Plaintext_To_Ciphertext_Caser ob=new Plaintext_To_Ciphertext_Caser();

ob.m();

}
}
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Ol gdads (g ,a.gu,ﬂ

R

Reverse CipherD

Alphabetic Letters s o 5 4 SISAL 4S OLIES, ja) 4SISL 4l gdads (5 ddsbw

Z &3y 3 SWapped o5 38516 A (a5 @iy aglySin A 48 5 7 od) o g il saady

agogad gas 9 Y (519 3s 0998 J3S0sIBB (1 ¢4

\ Y Y ¢ ° 1 \4 A 4 Ve A} \Y Y Ve \o AR} A4 A \4 Yo A} Yy Yy \$

Yo

A B C D E F G H | J K L| M N (0] P Q R S T u VI W Q Y

z

25 (24|23 (22(21(20(19| 18|17 | 16| 15| 14| 13 | 12 | 11| 10 9 8 7 6 5 4 3 2 1

0

z Y Q| w Vv U T S R Q P (0] N M L K J | H G F E D C B

A

aas Cipher Text jaslw 3 Plain Text  olwl Siawgs u,58 Sleelauds 3

Hndaasd ) IS4 090,195 5¥ (2Ll

Cipher Text (CT) = (25 — Plain Text (M) + Key) Mod 26=(25-M+k)Mod26

Plain ol (Shiawgss (3,38 33 «((*)) s 4 SdailuSa Key aSalalS 1484 «pal s

Wl 5E3dn adh 630 duw saSLwls AL, IS4 4 1yas (University o aais s «s Text

paSouiaduia

Cu=(25-P +Key)Mod26=(25-20+0)%26=5%26=5=F.
C=(25-P,+Key)Mod26=(25-13+0)%26=12%26=12=M.
Ci=(25-Pi+Key)Mod26=(25-8+0)%26=17%26=17=R.
C.,=(25-P,+Key)Mod26=(25-21+0)%26=4%26=4=E.
Ce=(25-Pe+Key)Mod26=(25-4+0)%26=21%26=21=V.

C,=(25-P,+Key)Mod26=(25-17+0)%26=8%26=8=I.
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C.=(25-P+Key)Mod26=(25-18+0)%26=7%26=7=H.
Ci=(25-Pi+Key)Mod26=(25-8+0)%26=17%26=17=R.
Ci=(25-P+Key)Mod26=(25-19+0)%26=6%26=6=G.
C,=(25-P,+Key)Mod26=(25-24+0)%26=1%26=1=B

10.90)1 93 (Shodd Ay ys 0993 Ciuwg gy (SO ML 548 ¢ 4S8 (polalus

Cipher Text= FMREVIHRGB

iterd s J1 bl s.38

Decryption of Standard Reverse

19 Plain text slwl ouwges s 03,55 Cipher Text jddsluw (Saiaw g 0945 3

P iniased IS4 wlwly pdd
Plain Text (i) = (25-Cipher Text (i)) Mod26
Pi= (25-C|) Mod26

Wi 993 53 0,953,558 g9ty (SaSaialivlh it 999 (33,38 (ol o gelay H4SS g gals Gy

:Plain Text aSaustwts

Cipher Text= FMREVIHRGBL

[

:(&450..\;\‘;4.)* og0,l9a ¥ ‘sﬁl‘,lg.'au pdd

Popasoul JuSasdida o (oHulSad JSlo) SIS L)
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Y

\I3

A4

A

\4

. Y\

AAS

Yy

At

R

S

T

\

w

Q

25

24

23

22

21

20

19

18

17

16

15

13

11

10

8

7

6

4

3

2

H

G

E

D

c

Plain Text (i) = (25-Cipher Text (i)) Mod26

Pi= (25-C|) Mod26

Cipher Text= FMREVIHRGB/

Pe= (25-C¢) Mod26= (25-5) Mod26=20Mode26=20=U

Pum= (25-Cy) Mod26= (25-12) Mod 26= 13 Mod 26=13=N

Fdasd IS4 Gl pdd

P paSemadaaa ISy 4 Sy j4s 5 aSlwls Y

Pr= (25-Cg) Mod26= (25-17)Mod26= 8 Mod 26=8= |

Pe= (25-C;) Mod26=(25-4)mod26=21mod26=21=V

Py=(25-C;) Mod26=(25-21)mod26=4mod26=4=E

P=(25-C;)) Mod26=(25-8)mod26=17mod26=17=R

Py= (25-C;) Mod26=(25-7)mod26=18mod26=18=S

Pr=(25-Cj) Mod26=(25-17)mod26=8mod26=8-=I

Pe=(25-Ci) M0d26=(25-6)m0d26=19mo0d26=19=T

Pg= (25-C;) M0d26=(25-1)mod26=24mod26=24=Y

Plain Text = University
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ek 32 (rabiotls (spansh (36 3p s egealyial
143l gaads s 4dulw ¢ ENcryption uys

//By: Hemn MKk. Barznji Cipher_Stander_revers
class Stander_revers{
inti, z,1, k=0,cS,cC,cNs,cNc;
String ci="university";

char [lar={'A",'B','C','D",'E",'F",'G",'H","I",')",'K",'L",'M",
'NY'OY'PL'Q'RY'S, T UL VLW XYY,
char [JarS={'a','b",'c','d",'e",'f",'g",'h","i","}",'k","l','m",
'n','o",'p",'q",'r'",'s",'"t",'u’,'v",'w",'x",'y",'2'};
char []pla=ci.toCharArray();
void m(){
char [Jar2=new char|[pla.length];
for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
cC=(25-i+k)%26;
if(pla[z]==ar][i]&&cC>=0){
i=cC;
ar2[z]=arl[i];
break;}

else{

ar2[z]=pla[z];
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T
cNc=(25-i+k)%26;
if(pla[z]==ar[i]&&cC<0){
cNc=cNc+26;
i=cNc;
ar2(z]=ar[i];
break;
}
elsef
}
}
for(I=0;l<arS.length;|++){
cS=(25-1+k)%26;
if(pla[z]==arS[I]&&cS>=0){
|=cS;
ar2[z]=arS[l];
break;

}

elsef

}

cNs=(25-1+k)%26;
if(pla[z]==arS[1]&&cNs<0){

cNs=cNs+26;
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|=cNs;
ar2[z]=arS|[l];
break; }
else{ } } }
String s= new String(ar2);
System.out.printin(" "+s);
}
public static void main (String[] args){
Stander_revers ob=new Stander_revers();

ob.m();

}

—
[

J =2 = =93 =9 4939 493a /43 4
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SIS gpadl]

Multiplicative Cipher|:|

Each Character o,«ss,l8 ,ae MUltiply  S1aS o comuans ey J18550 8 s032 10

g sl S o)k (S5 S Key dldds

el E(M) = (Plain Text (P) * Key) Mod 26c4,sss L So)ls wlub pw Slae Su &
4 «an Relatively Prime  pass go,le) &4 ©anl gaoy Saulopa 5 26 ; Key JIS
Wasgyad L omes iauls 13 (V) iy iy 8948y s masl (BCD(K, 26) = 1) w ey 15 olol s

WY)W cww plSay o Odd Number Wb (Sanlel a cisluS sy aSaldS w50

Cipher Strip
alblc|d|e|flg|h|i|jl k| /|m|n|o|p|lg|r|s|t ulviw|x|y|z
O 1|1 2| 3|4 5| 6| 78| 9|11111415141518111819202424252425

AT

sy gai; Multiplicative Cipher Algorithm  olusd e 3596 Slow )W«

The &dls s Encryption 38 « a8 ;5 spay,u s & Jauad; 3 5,55 Computer

‘“JJ%JJ Key

:rm,
oy oy Juazis o s Slej S as Lojaw N
alblc|d\e|flg|lh|i|jl k| /\m|nlo|p|lg|r|s|t ulviw|x|y|z
0 1| 2| 3| 4| 5| 6| 7] 8| 9|101114131419161/1819202424252425
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E(M)=P*K Mod 26 & «. . « Multiplicative Cipher & ¢ anls glul ¥
e ) S e
2 UST e (pdSinsass JsCoOmputer gaz, SCae J diSuee jawn SLL LY
g8yl o>
e E (c) =P*k Mod 26 = 2*3%26=6%26=6 (g).
e E (0) =P*k Mod 26 =14*3%26=42%26=16 (q).
e E (m)=P*k Mod 26 =12*3%26=36%26=10 (k).
e E (p) =P*k Mod 26 =15*3%26=45%26=19 (t).
e E (u) =P*k Mod 26 =20*3%26=60%26=8 (i).
e E (t) =P*k Mod 26 =19*3%26=57%26=5 (f).
e E (e) =P*k Mod 26 =4*3%26=12%26=12 (m).
e E (r) =P*k Mod 26 =17*3%26=51%26=25 (2).

tazs5 COMPUIET a5 pma3s iy 5 o dpaasicd pty (2L oldws £

Cipher (c) = ggktifmz

GCD (k, 26)=1 wly\ wlsSls Y1 8 5 i X &S o yipatan dddS (baw o suf j8w
(£) 8, IS 805 Wof 3 ol Camggyd JloaSsylS (5 clons yadap sSanldss 1945 «Covaisr dmr

:COMPULEr jaspome3S gty dly ¢ Sy AT (o Sasdis 54 & pd Glods o5 o 3 5d a0 Key

e E (C) =P*k Mod 26 = 2*£%26=A%26=A (i).

e E (0) =P*k Mod 26 =14*:%26=56%26=4 (e).

e E (M) =P*k Mod 26 =12*:%26=48%26=22 (W).
e E (p) =P*k Mod 26 =15*:%26=60%26=8 (i).

e E (u) =P*k Mod 26 =20*:%26=80%26=2 (C).

o E (t) =P*k Mod 26 =19*:%26=76%26=24 (y).
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o E (e) =P*k Mod 26 =4*£%26=16%26=16 (q).
o E () =P*k Mod 26 =17*:%26=68%26=16 (q).

o ploan 3 031335 ¢ 1388 iy & sk sio Janty Lol 1545 eimosd o oS L8 s> ,..U
Z .. . Z v . .

LS pio pilids gyls S o CiE S0 s wddan Gands laaSipiias o

*

4 1 LTy

Plain WU wys Multiplicative glasd gAlgorithm e, i 00 Slee,Ba o

Encrypted sas,us s 5 e 038 Jaasy 3,50 University 5015 gasy ¢ Text
LSS (52 Camitd Index = 0 s on s P (e

:,QUQJ
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5 4l r‘u‘MuItipIicative IS GAlgorithm e i V0 Sl ,Ba o ¥ LT

V= S5 Cipher Text e 3 0,355 oyl il asba

Plain Text t h e S kK |y i S b I u e
\VValue

X 7

mod 26
Cipher Text

JIArray o585, o Lo Ha G350, 3 aSiass INAEX = 1 58 s o 2 s

HemnBarznji — Information Security Fundamentals —T&P-

130



*

£ Shiys
S 8w

*
*

.

o

ol a &S

2 54

M

M

3 o 9 gt bjb)l‘,& 6AJL°L$43 rb‘ @Uoj&u I,‘GKey
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Decryption in Multiplicative Cipher

sicw o Joy Encrypted sppiias g8 sa & cldinS cuns sl s (Ksba 5 asl ja8w
&8 5 s5pm dy 585 cils s pleaSyyls S Key =5 iy S & 80 wypf 308 ol
o aSugy aobiay 5 aol oy 0anas Lliaz aSyla S el INverse Key  salyams oS
o098yl 9> g diii rdJ Plain Text «'1,8s0 5 i, a5 anl ay 0yaiaS s oJ 5wl

dnverse Key syainl S5y, oS 6l dlds

B d ol S eSS, pa & lesly s am Cans Ll olelS 3 4 (Kb 5wl 8w
e g 53,5 DECOAE 5355 3 1w (Key = 7 oy SIS Sl e & (Encoded
((V0)) 4yl & (Multiply e Inverse Key aSwlyasey ddS & lasy J diSa a0
This may not be aws sl itan wews Ua (MOd 26 a5 oy g330 sesainiss Lasgyan

. intuitive
o . - M S Y ~
OLOISAl gdads 9 Glusd u.\lSd.l‘.e.ISD

Multiplicative Keys and Inverses
Plaintext e is [Encode Key | Decode Key

0 3 9
Y 5 21
| 7 15
S 9 3
C 11 19
W 15 7
G 17 23
Q 19 11
A 21 5
K 23 17

HemnBarznji — Information Security Fundamentals —T&P- 132



Y

MGG wldw o 3 dhiobay o8 3 \Y Gl Encrypted Key clisbag (2,58 JolS ;80
Plain ‘_gl...;b‘ 30990 ‘;i.ctﬂdﬁ 4 4ol RY b)bj‘}{g dolgas rb‘ L“a-uf; . BMG QBB FGH GQY F
- wlgars S slea Wa wText

JSArTay sl Sy o 1o W G880, 3 aSaies INdEX = 1 sjuS'ay sals o e
Y¢
:rUO"

Multiplicative Decryption

Cipher M G G B MG Q BB F G H G QY F
Text

valee 13 7 7 2 13 7 17 2 2 6 7 8 7 17 25 6
X 23 299 161 161 46 299 161 391 46 46 138 161 184 161 391 575 138
mod26 13 5 5 2013 5 1 20208 5 2 5 1 3 8

PlaBin m e e t m e a t t h e b e a ¢ | h
Text

Meet me at the beachl]

el
> e Oeeed g ledey Gl ety 1945 calsly pleas 5 wlysasaSalds’ clsogyam gaa o8 f‘d 8%
s'ééjb)d.u Sais o <> ‘;’J.'* €9 Abgdd s gl O)k{j}é NNV AR (?)B) < (o™ thj)nt.h cdodd (SG)

S VY ags S gaSa S wlyamw 5 Decryption 3 Encryption 3 ((VY)) sidas wlsss

.4 VY s Inverse Key wlyary JJS

s Inverse Key wlyany JudS s Koy Sl 555 0l 3 opgr S0 faa, pa8 olsins a3

e phias 5 0anb aemny 38 o Decryption  Slelds o glslay So8 K
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Plain Text y&1,Kab 5 o35, s 3 ENncrypted

S TP

S Plain Text oLl cuwss s 3 090250 Cipher ol ool Sleie & asbay 5 sl (w0
PO 3 s o SO 5 s R

Multiplicative Decryption: You intercept this message from

the enemy and think it uses an multiplicative cipher.

Cipher |[B|C|K|H[C|L|J|Cc|A]J]|c|c|L|J]|c]|P]C
Text
\VValue

X inverse
mod 26
Plain Text

JSATTaY sl Sy o o W S8 5, 3 aSaies INEX = 1 sjaS'ay sals o 2 e

:‘.Lf’u

41 = = s 3 == @ 4

HemnBarznji — Information Security Fundamentals —T&P- 134



OIS @yds b 3y dng gy S dalyiy

Write Program to Multiplicative Cipher

//Hemn Barznji __ Multiplicative_Cipher
class Multiplicative_Cipher{
int key[]={1,3,5,7,9,11,15,17,19,21,23,25};
inti, z,l, ke=9, k,cS,cC,cNs,cNc;

String ci="HemnBarznji 1982 / dr.hemn@yahoo.com";

char [Jar={'A','8','C','D",'E",'F",'G",'H","l',')",'K",'L",'"M",
'NY'OY'PL'Q,'RY'S, T UL VLWL IXG, Y2
char [JarS={'a','b','c','d",'e",'f','g",'n","i","j",'k","l','m",
'"n','o",'p",'q",'r",'s",'t",'u’,"v','w",'x","y",'2'};
char [Jpla=ci.toCharArray();
void m(){
char [Jar2=new char[pla.length];
for(int m=0; m<key.length; m++){
if(ke%26==key[m]){
k=ke;
for( z=0;z<pla.length;z++){

for(i=0;i<ar.length;i++){

if(pla[z]==ar[i]){
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cC=(i*k)%26;
i=cC;
ar2[z]=arlil;
break; }
else{

ar2[z]=pla[z]; } }

for(I=0;l<arS.length;l++){
if(pla[z]==arS[I]){
cS=(1*k)%26;
|=cS;
ar2[z]=arS[l];
break; }

else{ }

}
}

String s= new String(ar2);

System.out.printin(" "+s);
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}

public static void main (String[] args){
Multiplicative_Cipher ob=new Multiplicative_Cipher ();
ob.m();

}

}

OMSS 5 S5 31 Ay gy dgub,q[l

Write Program to Caesar and Muliplicative

//caser & multiplicative
class Mix_cipher{
String s;
int key[]={1,3,5,7,9,11,15,17,19,21,23,25};
inti, z,I, ke=9, k1,cS,cC,cNs,cNc;
int k=389756;
String ci="HemnBarznji 1982 / dr.hemn@yahoo.com";
char [Jar={'A,'B",'C','D",'E",'F",'G",'"H",'I",'J",'K",'L",'M",
'N'OY'P,'Q,'RY'S, T UL 'V 'W XY, 2
char [Jars={"a','b’,'c','d",'e",'f",'g",'n","i",'j','k",'l','m’,

Illllllllllllllllllllllllzl};

nlolplqlrlsltlulvlwlxlyl
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char []pla=ci.toCharArray();
void m(){
char [lar2=new char[pla.length];
for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
cC=(i+k)%26;
if(pla[z]==ar[i]){

i=cC;

ar2[z]=arli];

break; }

elsef
ar2[z]=plalz]; } }
/11111111
for(1=0;l<arS.length;l++){
cS=(1+k)%26;
if(pla[z]==arS[I]{
|=cS;
ar2[z]=arS[l];

break;
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else{

}
}
}

s= new String(ar2);

System.out.printin(" caser cipheris = "+s);

}
void mm(){
char []Jpla=s.toCharArray();
char [lar2=new char[pla.length];
for(int m=0; m<key.length; m++){
if(ke%26==key[m]){
kl=ke;
for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
if(pla[z]==ar[i]){
cC=(i*k1)%26;
i=cC;
ar2[z]=arlil;

break; }
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else{ ar2[z]=plalz]; }
}
for(1=0;l<arS.length; ++){
if(pla[z]==arS[I]{
cS=(1*k1)%26;
|=cS;

ar2[z]=arS[l];

break; }
else{ }
| }

String s= new String(ar2);

System.out.printIn(" multi cipheris = "+s);
public static void main (String[] args){
Mix_cipher ob=new Mix_cipher();

ob.m();

ob.mm();

}
}

}
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L g adla

Affine Cipher

«Multiplication ylas ,Shifting wls Adding o5 sbs syl ssa,ae saile go)32 &0

Doglsr gall pu Sloe,Ba & eSS B K158 LS 0,0 5 S Ses 35

Ex, k2 (M) = (plain Text * Key 1+Key 2) Mod 26
el SIS ale JuS W as pleas Key 1 caS' SIS aa i oY
gcd(s, 26) must be 1

taSanbay 5 ael Slay o S5 b 3 i B e gl ey saalis a0

glhl il jl k| /Im|nlo|p|lg|r|s|t| u|v|w|x|y|z
6|7]8| 9|101114131419161/1819202424252425

f
g 1{2| 3|45

AR Y

» u5w College 3038 cass & coeu » Plain Text yleaS | Sab 5 gagy dimwsy H8 &

Key rbj)égg:;bjjl‘g b)l—ﬂj ) Key 1 = 7 rdh“gwdbj QJA’ @b%h)gdede ‘o‘a‘udj d)“ﬁl—u

2=4

:rou
Hopspitd oo Japais o oSS Sl S Ay byjau N
a|b|c|d|e| Flglh| i|J| k| /[m|n|o|plg|r|s|tu|viw|x|y|z
O 1|1 2| 3| 4| 5| 6| 7| 8| 9|101114131419161/1819202424252425
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ot S s 098yl o> g dls r.AJ a8 Affine Cipher bw ganle Ll .Y
Ex1, k2 (M) = (plain Text * Key 1+Key 2) Mod 26

tog)les Y $032 ph paSsdrac (15CONIRQE gasy SWaiy o S jae jeun SLL LY

e Ex 12 (C) = (p* K1+K2) Mod26 = (2*7+4) %26=18%26=18 (S).

o Ex 12 (0) = (p* K1+K2) Mod26 = (14*7+4) %26= 102%26=24
().

o Ex o (l) = (p* K1+K2) Mod26 = (11*7+4) %26=81 %26=3 (d).

o Ex o (l) = (p* K1+K2) Mod26 = (11*7+4) %26=81 %26=3 (d).

e Ei o (e) = (p* K1+K2) M0od26 = (4*7+4) %26 =32 %26= 6 (Q).

e Ew 12 (9) = (p* K1+K2) M0od26 = (6*7+4) % 26 = 46 %26 = 20

(u).
o Ei 1o (€) = (p* K1+K2) M0d26 = (4*7+4) %26 =32 %26= 6 (g).

tas COllEge 538 aty 5o manpid pi 23S lBa £
Cipher (c) = syddgug
) BPTLIPY
ameldas ENCryption o8 o58 & nba rable 4 ey oyl oY galo, ol p& Sas &
JSATTaY sl Sy o o W S8, 3 e aSeies INEX = 1 sjaS'ay sals o 2 e

Plain Text = HERE BE DRAGONS.
Key 1=>5.

Key 2 = 8.
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tasddan OuS)S wilsaS 5k agnylsr Y shods aS aoVyy HaS 45 ‘_,.......JD

ciphertext: rcpc nc xpimavu.
1045 guisl gl

Deciphering (Decryption) Affinel]

Hisg of ey (Encrypted sppiias g8 oo & cosiaS cass gl Sembiay 5wl LS w
o 58505 dasm & 19a5 cSls pleas abeaSsyls S Key = 7 wjae LIS & ,880 66 3038 gl
oS (iSagy aebay 5 ael oy ey Wliazan aSols S el INverse Key  galyamy IS
cosg0,l o3 oo i f‘d .Plain Text «'1,8:06 4 g4, aobas 5 asl & b 5 ASG wdfbéé"yj 33,0

dnverse Key syainyl S5, ol slsazs s

B w ol el pa & Slesly s g Cens Hadd GleslS a3 0 (Sebay 5 b 8w
P d g o35 Decode 5355 5 1w Key = 5 py IS Slee Sa 4 Encoded
oo INverse Key  aSwlyams dlds' o Glal 5 cpaSopnad onsps S pWas o Sy jan
dnds rUQ (MOd 26 pas 5 Comn o3 $osawiys Wagyan ((YV)) appl & «Multiply

. This may not be intuitive s ol xdan

S Blsiny 5 (b SIS

Affine Keys and Inverses
Plaintext e is |[Encode Key  Decode Key

@) 3 9
Y 5 21

I 7 15
S 9 3
C 11 19
W 15 7
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17
19
21
23
25

cC X >» 00

Plain Text = Key Invers * (Cipher — Key2) Mod 26

P=K1™*(C-K2)%26

23
11

17
25

bl pa Lo &

PP

¢V ‘_A?lScJ 5 ‘_A?‘S@LJ.E&)KQ Qc&)ﬁ Qﬁbd&‘ J)QLA Af Ojb)l‘,‘? &Y ‘54’.:4:-&) rds CsZJAJLQ )4?45

Defend the east wall of the castle

—Z
PS80 0,32 phy (38 03 D ¢ (s kslSlya

E i (d) = (p* K1+K2) M0od26 = (3*5+7) %26=22%26=22 (w)

OleaS aalgas s58)l 53 oY o5t pay (ENCIYPT jable aiss Sosban SRIFS 83 Sagedd dyssed e

1CT 548 ) St

wbgbuwygbbhtynhkkzgygbrhtykb

aSaolul sy 3 o030l 28 ¢y Sanldas « g3 S Decryption «i; Decode 3563 3 L

$5S & ey 4 ey o Boaps paS ey SIS 3 Key Invers wisass JJS Plain Text

TogacuaSsy gHablu g8 alul pé Olal (YY) wlees (0) pio (oaliagen (S ¢ ognyam oS atis

D (P) = K1™*(c-K2) Mod 26

D (w) =21*(c-7) Mod26

S S 3
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D (w) = 21 *(22 — 7) %26 = 21 * (15) %26= 315%26=3 (d).

oo a5 S a5 )18 QL@MD

SO0 a3y dug gy g ialiyiy

Write Program to Affine Cipher

//Hemn Barznji ------ Affine_Cipher
class Affine_Cipher{
int key[]={(1,3,5,7,9,11,15,17,19,21,23,25};
int k2=3, ke=9, k1,i,z,1,cS,cC,cNs,cNc;
String ci="Hemn Barznji / dr.hemn@yahoo.com";
char [Jar={'A','8','C','D",'E",'F",'G",'H","l',')",'K",'L",'"M",
'NY'OY'PYL'Q'RY'S, T UL VLWL XYY, 2
char [larS={'a','b’,'c’,'d",'e",'f",'g",'h","i",'j','k",'l','m’,

nlolplqlrlsltlulvlwlxlyl

char []pla=ci.toCharArray();

void m(){

char [Jar2=new char[pla.length];

for(int m=0; m<key.length; m++){
if(ke%26==key[m]){

kl=ke;
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for( z=0;z<pla.length;z++){
for(i=0;i<ar.length;i++){
if(pla[z]==ar[i]{
cC=(i*k1+k2)%26;
i=cC;
ar2[z]=arli];

break; }

else{ ar2[z]=pla[z]; }
}
for(1=0;l<arS.length;l++){
if(pla[z]==arS[I]{
cS=(*k1+k2)%26;
|=cS;

ar2[z]=arS[l];

break;
}
else{ }
}
}
}
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}

String s= new String(ar2);
System.out.printIn(" "+s);

}

public static void main (String[] args){
Affine_Cipher ob=new Affine_Cipher();
ob.m();

}
W
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IS4 SIS aa

Keyword Mix
Mathematics sy ass 3 aan Keyword  Ssyaw SIS aiy a pletiu s 134485, rod
S it Sy aigsd 3 Key Letter o SdS J8u .
2oyl Y sl e s OIS ¢« gL
g 5aS'ss Canns 9l Matheics sasa (mans¥ Keyword aSalds asy U0 590 ano .
Key Letter fsaSay alds 55 o cagso¥ Lo gils,La50 gaSa 55 dudSaty o peSa Y

A5 lasd a o 5 S dw g cutal

du% JAJ Ag." ] @l‘% & ;,iASa.s Jljﬁcdil.\%ﬁ @‘S% iy Array ASGJIJSJ'OJJ QL:;Q v

G 309490 ,8 830050 (o ¢ g 13485518 g, Siwes AdS 4y L

alblc|dje|flg|h|i|jlkllIm[n|jo|p|q|rfs|/tiulviw|x|y]|z

bid|{flg|jlk|I|njo|p|lg|r|ulv|w|x|y|lz|lm| a|t|h|e|i|lc]|s

&S ‘COHege &&J ij.é Y cw J@.Lu A Oi)}giéé QLAM 6‘-:*'&::3 Qﬁé\lg 949 L:.«.:J 3
3 il aile aloe Al 34 o aap el.:.:.x w5 o ‘College adig w<-:-7-:ﬂ By
snyls> o 5 sailsancs & Decryption 3« o Ses s 038)l55 3 esyamad ENcryption

ijé)é.uj.}
Plain Text= College

Cipher Text=fwrrijlj
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& 034055,8 Llgdons 3 93 Slenddy @yfs 8 laldl 32 dung sy Jadal i

Gl

Write Programe to Keyword Mix Encryption and

Decryption

import java.awt.*;

import java.awt.event.*;

import javax.swing.*;

import javax.swing.Grouplayout;
import javax.swing.LayoutStyle;
import javax.swing.border.*;

/¥

* Created by JFormDesigner */
/** * @author Hemn Barznji */

public class Keywordmixed extends JFrame {

static char
[]array={lAl'lBI,ICI,IDI'IEI'IFI,IGI,IHI'III,IJI,IKI,ILI,IMI'INI'IOI'IPI’IQI'IRI'ISI'ITI'IUI'IVI'IWI'IXI'IYI’IZI};
IIllllllIlIlllllllllIIIIIIZI}'_

char [Jarray2={'a','b','c','d",'e",'f",'g",'h","i","j','k",'l','m",'n",'0",'p",'q",'r",'s",'t",'u",'v",'w",'x",'y",

static char
[]array]-:{lAl,lBl’ICI’lDI’IEI,IFI’IGI’IHI,III,IJI’IKI,ILI’IMI,INI,IOI,IPl’IQI’IRI’ISI’ITI’IUI,IVI,IWI,IXI,IYl,IZl};

int number(]={1,3,5,7,9,11,15,17,19,21,23,25};

static char [JencryptArray=new char[26];
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static char [][]array3;
static char [lencryptArrayl;
static String print;
public Keywordmixed() {
initComponents();
setVisible(true);
}
private void button7ActionPerformed(ActionEvent e) {
// TODO add your code here

//textArea7.setText("");

key();

private void button8ActionPerformed(ActionEvent e) {
// TODO add your code here
String Cipher=textArea7.getText();

textArea8.append(mixDecryption(Cipher));

private void initComponents() {

// JFormDesigner - Component initialization - DO NOT MODIFY //GEN-
BEGIN:initComponents

panel7 = new JPanel();
label10 = new JLabel();

textField1 = new JTextField();
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label1ll = new JLabel();
comboBox1 = new JComboBox();
scrollPane? = new JScrollPane();
panell0 = new JPanel();
scrollPane8 = new JScrollPane();
textArea7 = new JTextArea();
scrollPane9 = new JScrollPane();
panelll = new JPanel();
scrollPane10 = new JScrollPane();
textArea8 = new JTextArea();
button?7 = new JButton();

button8 = new JButton();

setBackground(new Color(255, 153, 153));
setTitle("KeyWord Mixed");

Container contentPane = getContentPane();

panel7.setBackground(Color.lightGray);

panel7.setBorder(LineBorder.createBlackLineBorder());

//---- label10 ----
label10.setText("KeyWord");

label10.setFont(label10.getFont().deriveFont(label10.getFont().getStyle() |
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Font.BOLD, label10.getFont().getSize() + 1f));

//----labelll ----

labelll.setText("Letter");

labell1.setFont(labelll.getFont().deriveFont(labell1l.getFont().getStyle() |
Font.BOLD, labell1.getFont().getSize() + 1f));

//---- comboBox1 ----

comboBox1.setFont(comboBox1.getFont().deriveFont(comboBox1.getFont().getStyle() |

Font.BOLD));

comboBox1.setMaximumRowCount(9);

comboBox1.setModel(new DefaultComboBoxModel(new String][] {

"
ge
o,
o
-
-
-
-
i
-
"
i
o,

IINII’
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o
pr
Q"
"R
~
o
n
N3
W
e
™
w7

N);

comboBox1.setBackground(Color.pink);

panell10.setBorder(new
TitledBorder(UIManager.getBorder("CheckBox.border"), "Input File", TitledBorder.CENTER,
TitledBorder.TOP));

panell0.setForeground(Color.red);
panell10.setBackground(new Color(204, 204, 204));

panell10.setLayout(new BorderLayout(2, 2));
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scrollPane8.setViewportView(textArea7);

}

panell0.add(scrollPane8, BorderLayout.CENTER);

}

scrollPane7.setViewportView(panell10);

panelll.setBorder(new
TitledBorder(UIManager.getBorder("CheckBox.border"), "Output File", TitledBorder.CENTER,
TitledBorder.TOP));

panelll.setBackground(new Color(204, 204, 204));

panelll.setLayout(new BorderlLayout(2, 2));

scrollPanel0.setViewportView(textArea8);

}

panelll.add(scrollPanel0, BorderLayout.CENTER);

}

scrollPane9.setViewportView(panelll);
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//---- button7 ----
button7.setText("Encrypt File");
button7.setFont(new Font("Tahoma", Font.BOLD, 14));
//button7.setBackground(Color.black);
button7.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {

button7ActionPerformed(e);

;

//---- button8 ----
button8.setText("Decrypt File");
button8.setFont(new Font("Tahoma", Font.BOLD, 14));
//button8.setBackground(Color.black);
button8.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {

button8ActionPerformed(e);

hE

Grouplayout panel7Layout = new Grouplayout(panel7);

panel7.setLayout(panel7Layout);
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panel7Layout.setHorizontalGroup(
panel7Layout.createParallelGroup()
.addGroup(panel7Layout.createSequentialGroup()
.addContainerGap()

.addGroup(panel7Layout.createParallelGroup()

.addGroup(panel7Layout.createParallelGroup(GroupLayout.Alignment.LEADING, false)

.addComponent(scrollPane7,
Grouplayout.DEFAULT_SIZE, 282, Short. MAX_VALUE)

.addGroup(panel7Layout.createSequentialGroup()

.addGroup(panel7Layout.createParallelGroup()

.addComponent(labell0,
Grouplayout.PREFERRED_SIZE, 84, GroupLayout.PREFERRED_SIZE)

.addComponent(labelll,

Grouplayout.PREFERRED_SIZE, 61, GroupLayout.PREFERRED_SIZE))

.addPreferredGap(LayoutStyle.ComponentPlacement.RELATED)

.addGroup(panel7Layout.createParallelGroup(GroupLayout.Alignment.LEADING, false)

.addComponent(comboBox1, 0, GroupLayout.DEFAULT_SIZE, Short. MAX_VALUE)

.addComponent(textField1, GroupLayout.DEFAULT_SIZE, 194, Short. MAX_VALUE)))

.addComponent(scrollPane9))

.addGroup(panel7Layout.createSequentialGroup()

.addComponent(button7,
GroupLayout.DEFAULT_SIZE, GroupLayout.DEFAULT_SIZE, Short.MAX_VALUE)

HemnBarznji — Information Security Fundamentals —T&P- 156



.addGap(39, 39, 39)
.addComponent(button8)
.addGap(475, 475, 475))))
);
panel7Layout.setVerticalGroup(
panel7Layout.createParallelGroup()
.addGroup(panel7Layout.createSequentialGroup()

.addContainerGap()

.addGroup(panel7Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)

.addComponent(labell0,
Grouplayout.PREFERRED_SIZE, 28, GroupLayout.PREFERRED_SIZE)

.addComponent(textField1,
Grouplayout.PREFERRED_SIZE, GrouplLayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE))

.addPreferredGap(LayoutStyle.ComponentPlacement.RELATED)

.addGroup(panel7Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)

.addComponent(labelll,
GrouplLayout.PREFERRED_SIZE, 24, GroupLayout.PREFERRED_SIZE)

.addComponent(comboBox1,
Grouplayout.PREFERRED_SIZE, 21, GroupLayout.PREFERRED_SIZE))

.addGap(18, 18, 18)

.addComponent(scrollPane?,
Grouplayout.PREFERRED_SIZE, 80, GroupLayout.PREFERRED_SIZE)

.addPreferredGap(LayoutStyle.ComponentPlacement.UNRELATED)

.addComponent(scrollPane9,
Grouplayout.PREFERRED_SIZE, 72, GrouplLayout.PREFERRED_SIZE)

.addGap(18, 18, 18)
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.addGroup(panel7Layout.createParallelGroup()
.addComponent(button?7)
.addComponent(button8))

.addContainerGap(24, Short. MAX_VALUE))

Grouplayout contentPanelayout = new GrouplLayout(contentPane);
contentPane.setLayout(contentPanelayout);
contentPanelayout.setHorizontalGroup(
contentPanelayout.createParallelGroup()
.addGroup(contentPanelayout.createSequentialGroup()
.addContainerGap()

.addComponent(panel7, GroupLayout.PREFERRED_SIZE, 318,
Grouplayout.PREFERRED_SIZE)

.addContainerGap(GroupLayout.DEFAULT _SIZE,
Short.MAX_VALUE))

);
contentPanelayout.setVerticalGroup(
contentPanelayout.createParallelGroup()
.addGroup(contentPanelayout.createSequentialGroup()
.addContainerGap()

.addComponent(panel7, GroupLayout.PREFERRED_SIZE,
Grouplayout.DEFAULT_SIZE, GroupLayout.PREFERRED_SIZE)

.addContainerGap(GrouplLayout.DEFAULT_SIZE,
Short.MAX_VALUE))

);
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pack();

setLocationRelativeTo(getOwner());

// JFormDesigner - End of component initialization //GEN-END:initComponents

// KeywordMix

public static String keyWord(String word)
{

String s=word.toUpperCase();

char [] norepeat=s.toCharArray();
for(int i=0; i<norepeat.length;i++)

{

for(int j=i+1; j<norepeat.length;j++)
{

if(norepeat[i]==norepeat[j])
norepeat[j]="'";

}

}

String ss="";

int k=0;

int 1=0;
while(k<norepeat.length)

{
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if(norepeat[k]!="")
ss+=norepeat[k];

k++;

’

}

norepeat=ss.toCharArray();

return new String (norepeat);

}

public static int keyLetter(String keyletter)
{

char ar=keyletter.charAt(0);

char c=Character.toUpperCase(ar);
for(int i=0;i<array.length;i++)

{

if(array[i]==c)

{

return i;

}

}

return 0;

}

public static String newArray(String keyWord,String keyletter)

{

//char b=keyletter.charAt(0);
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int index=keyLetter(keyletter);
int indexC=index;

char [Jword=keyWord(keyWord).toCharArray();
String ss="";

for(int i=0; i<word.length;i++)

{
encryptArray[index%26]=word[i];
index++;

}

for(int i=0; i<word.length;i++)

{

for(int j=0; j<array.length;j++)

{

if(array[j]==word[i])

array[j]="";
}

}

int x=index;
int y=0;

while(x%26!=indexC && y<array.length)
{

if(array[y]!="")

{

encryptArray[x%26]=array[y];

X++;
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y++;
}
System.out.printin(new String(encryptArray));

return new String(encryptArray);

}

public static String mixEncryption(String keyword,String keyletter,String plaintext)
{

newArray(keyword, keyletter);
String p=plaintext.toUpperCase();
char []plain=p.toCharArray();
for(int i=0;i<plain.length;i++)

{

for(int j=0;j<arrayl.length;j++)

{

if(plain[i]==array1[j])

{

plain[i]=encryptArray[j];

break;

}

}

}

return new String(plain);

}

public static String mixDecryption(String ciphertext)
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{

String c=ciphertext.toUpperCase();
char []cipher=c.toCharArray();
for(int i=0;i<cipher.length;i++)
{

for(int j=0;j<arrayl.length;j++)
{

if(cipher[i]==encryptArrayl[j])

{

cipherl[i]=array1[j];

break;

}

}

}

return new String(cipher);

// JFormDesigner - Variables declaration - DO NOT MODIFY //GEN-BEGIN:variables
private JPanel panel7;

private JLabel label10;

private JTextField textFieldl;

private JLabel labell1;

private JComboBox comboBox1;

private JScrollPane scrollPane7;

private JPanel panell0;
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private JScrollPane scrollPane8;
private JTextArea textArea7;
private JScrollPane scrollPane9;
private JPanel panelll;

private JScrollPane scrollPanel0;
private JTextArea textArea8;
private JButton button7;

private JButton buttons;

public void key(){
String plain=textArea7.getText();
String b=textField1.getText();
Object o=comboBox1.getSelectedltem();
String c=o0.toString();
// label12.setText(keyWord(b));
// textArea8.append();

textArea8.append(mixEncryption(b,c,plain));

}

// JFormDesigner - End of variables declaration //GEN-END:variables

public static void main(String[]args)

{

new Keywordmixed();
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bl 8 sl SIS S 4y
Transposed Keyword Mixed

9 SSo Transposed Keyword Mixed — sfliulS o) ,SOs JdSad,
by 4SS l S PoSRusnys s Keyword (Soaw JulSady SluaSa & & gailewy 3504
A:JGN rg“

e YL 045 kg sl ()10 S (3 Si s 31 Gy 53 W3t 3 GG 045
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.Remove Repeated Letter gans¥ Sudsady U S600ass dim 0945 glsss .Y
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B D F G J K L N
o) P Q R U Vv w X
Y Z

SheS oy AbdS 42y 345 G304 091 Shngl S0y S0 &S 4 SedSS @ San Sy St

p0035 Gl Bl 2 sy 3 S0 @bl sy hy uk3ah 5 Ly s &S

HemnBarznji — Information Security Fundamentals —T&P- 166



o AS S dor

080188 31 g Ssnys GMALFIX ol S5, Jlsn) 64y /7 paggs

gty ROW 1655, & it Plain Text ol iy )

s e S gdS (angins Ihenggs gy o gl ¢ Cipher TXU il gy .Y

Sas (390 U dopgid

| Plain Text Alphabet

AlB|lc|D|E| FIGIH| 1]J |[K[LIM|N]o|[P|aQ|R[S|T [u|v|w[Xx |Y |z

Cipher Text Alphabet

M| B|o|lY|[A|D|P|z|T] FlaH|G| R|E[] J] U] 1]k|] V] c|L] w[s| N]| x

Cipher Text glew sy 3Plain Text oLl sy 20 @S b /7 pagiu
ST rl.f'u\:
Lagns Plain Text aglub wyy .Y
2 N0 @bl pamassh shy /7 Linsdyy
Plain Text:
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Cipher de glod puss @ & Oly s & oy syam ¢ 1 EXE Alphabet
(C i s B U ey G998 30 s siund 5 cudSos @lus gaSaw < TEXTE Alphabet

032 sk o s T s & 16U (2o coslmusy R (i s & N (2o c5 i
P dplend sy ) S dnlull sy (o U3 U b plyrasiy
Plaintext :UNIVERS I TY

Cipher text: CRTLAI KTV N[

Cipher Text il sy 3 Plain Text oLl sy 338 @ilasS 30 Ol ¢ o

oS85 Gty 3 maSe el syl es 30 b9b e
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\ Plain Text Alphabet

AlB|lc|D|E| FIGIH| 1]J [K[LIM|N]o[P|aQ|R[S|T |u|v|w[Xx |Y |z

Cipher Text Alphabet

| Blojv/a|pjpfz|T| FlaH|G|RIE[J[ U IK|V]ClL] WIS|N|

Plain Text ol sy 3 Cipher Text juble sy 38 7 poolasy

2 Wagf 3 omuggins Cipher Text aSoyaile sy )

3 osaigiyes CIpher Text ,ole mss i & 1 mSon Soable fy & o .Y
i hSnhalily (C g higpiy PlAIN TEXU o505 & a5ty aShyhmeliiy
s Qb sy A N gaSipamaliny s sabsle fomss & R 2y (U 15 il s
2S00 GAS ydalydy g d9air3ya0s S 3 (S i gpedd 53 pladany

sy 30 Cipher Text jabls sy (a8 oS 3¢ 8l 3 (furnd
oS85 Gby 9 dShyledds sgnyaw 3o 8ayle> & Plain Text LG

Cipher text: CRTLAI KTV N[

Plaintext :UNIVERSITY

Plain Text Alphabet

AlB|l c|D|E| FIGIH| 1]J |[K[LIM|N]o [P |a|R][sS|T [u|v|w[Xx |Y |z

Cipher Text Alphabet

[ Blojv/a|ppfz|T| FlaH|G[RIE[J[ U IK|V]ClL] WIS|N] X

Lip 3 bl (Famis g 3 3 dangpiy iyl yuy Bl  Slojay

Write Program to Convert Plain Text — Cipher Text

Using Java

import java.awt.*;
import java.awt.event.*;

import javax.swing.*;
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import javax.swing.Grouplayout;
import javax.swing.LayoutStyle;
import javax.swing.border.*;
7+
* Created by JFormDesigner
[
/** * @author Hemn Barznji */D
public class Transposition extends JFrame {

static char

[]array={lAl’lBl’lcl’lDl’lEl’lFl’lGl’lHI’III’IJI’IKI'ILI’IMI’INI’lol’IPI’IQI’IRl'lsl'lTl'lUl’lvl’lwl’lxl’IYI’lzl};

char []arrayz:{'a'llblr'clr'dIr'eIr'flrIglr'hlrlillljli'klrlllllm ,n,o0,p,q,r,s, t ’

static char

u,v,w,Xx,

v,'?'};

[]array1={lAl’lBI’lcl’lDl’lEI’IFI’IGI’IHI’III’IJI'lKl’ILI'IMI’INI’lol’lPl’IQI'lRl’lsl’lTl’lUl’lvl’lwl’lxl’lYl’lzl};

int number[]={1,3,5,7,9,11,15,17,19,21,23,25};
static char [JencryptArray=new char[26];
static char [][]array3;

static char []JencryptArrayl;

static String print;

0
public Transposition() {
initComponents();
setVisible(true);
1
0

private void button9ActionPerformed(ActionEvent e) {
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// TODO add your code here

Transposition();

)
1
private void button10ActionPerformed(ActionEvent e) {
// TODO add your code here
setVisible(false);
1
0

private void initComponents() {

// JFormDesigner - Component initialization - DO NOT MODIFY //GEN-
BEGIN:initComponents

panell2 = new JPanel();
scrollPanel2 = new JScrollPane();
textArealO = new JTextArea();
scrollPanel3 = new JScrollPane();
textAreall = new JTextArea();
labell14 = new JLabel();

button9 = new JButton();
button10 = new JButton();

textField2 = new JTextField();

0

// this

setTitle("Transposition");

Container contentPane = getContentPane();
1
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panell2.setBorder(LineBorder.createBlackLineBorder());

panell2.setBackground(Color.lightGray);

scrollPanel2.setBorder(new
TitledBorder(UlManager.getBorder("CheckBox.border"), "Input File ", TitledBorder.CENTER,
TitledBorder.TOP));

scrollPanel2.setViewportView(textAreal0);

1l

scrollPanel3.setBorder(new
TitledBorder(UlManager.getBorder("CheckBox.border"), "Output File", TitledBorder.CENTER,
TitledBorder.TOP));

1
//-—-- textAreall ----
textAreall.setBorder(null);
scrollPanel3.setViewportView(textAreall);
)
1
//---- label14 ----

labell4.setText("keyWord");

labell4.setFont(label14.getFont().deriveFont(Font.BOLD,

HemnBarznji — Information Security Fundamentals —T&P- 171



labell4.getFont().getSize() + 2f));

[

//---- button9 ----
button9.setText("Encryption");
button9.setFont(new Font("Tahoma", Font.BOLD, 12));
//button9.setBackground(Color.black);
button9.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {
button9ActionPerformed(e);
)
il

//---- button10 ----
buttonl10.setText("Exit");
button10.setFont(new Font("Tahoma", Font.BOLD, 12));
//button10.setBackground(Color.black);
button10.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {
button10ActionPerformed(e);
1
pAl

Grouplayout panell2Layout = new GrouplLayout(panell2);

panell2.setLayout(panell2Layout);
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panell2Layout.setHorizontalGroup(
panell2Layout.createParallelGroup()
.addGroup(panell2Layout.createSequentialGroup()
.addContainerGap()

.addGroup(panell2Layout.createParallelGroup()

.addGroup(panell2Layout.createParallelGroup(GroupLayout.Alignment.LEADING, false)

.addGroup(panell2Layout.createSequentialGroup()

.addComponent(label14,
Grouplayout.PREFERRED_SIZE, 69, GroupLayout.PREFERRED_SIZE)

.addPreferredGap(LayoutStyle.ComponentPlacement.RELATED)

.addComponent(textField2,
Grouplayout.PREFERRED_SIZE, 108, GroupLayout.PREFERRED_SIZE))

.addComponent(scrollPanel2,
Grouplayout.DEFAULT_SIZE, 273, Short.MAX_VALUE)

.addComponent(scrollPane13))

.addGroup(panell2Layout.createSequentialGroup()
.addGap(15, 15, 15)
.addComponent(button9)
.addGap(29, 29, 29)
.addComponent(button10)))
.addContainerGap(21, Short. MAX_VALUE))
)il
panell2Layout.setVerticalGroup(
panell2Layout.createParallelGroup()

.addGroup(GroupLayout.Alignment.TRAILING,

HemnBarznji — Information Security Fundamentals —T&P- 173



panell2Layout.createSequentialGroup()

.addContainerGap()

.addGroup(panell2Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)
.addComponent(label14)

.addComponent(textField2,
Grouplayout.PREFERRED_SIZE, GroupLayout.DEFAULT_SIZE, GroupLayout.PREFERRED_SIZE))

.addGap(13, 13, 13)

.addComponent(scrollPanel2,
Grouplayout.PREFERRED_SIZE, 76, GroupLayout.PREFERRED_SIZE)

.addGap(17, 17, 17)

.addComponent(scrollPanel3,
Grouplayout.PREFERRED_SIZE, 76, GroupLayout.PREFERRED_SIZE)

.addGap(18, 18, 18)

.addGroup(panell2Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)

.addComponent(button10,
Grouplayout.PREFERRED_SIZE, 44, GroupLayout.PREFERRED_SIZE)

.addComponent(button9,
Grouplayout.PREFERRED_SIZE, 44, GroupLayout.PREFERRED_SIZE))

.addGap(85, 85, 85))
il
1

Grouplayout contentPanelayout = new GrouplLayout(contentPane);
contentPane.setLayout(contentPanelLayout);
contentPanelayout.setHorizontalGroup(

contentPanelayout.createParallelGroup()
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.addGroup(contentPanelLayout.createParallelGroup()
.addGroup(contentPanelayout.createSequentialGroup()
.addContainerGap()

.addComponent(panell2,
Grouplayout.PREFERRED_SIZE, GrouplLayout.DEFAULT_SIZE, GroupLayout.PREFERRED_SIZE)

.addContainerGap(GrouplLayout.DEFAULT_SIZE,
Short.MAX_VALUE)))

.addGap(0, 329, Short. MAX_VALUE)
El
contentPanelayout.setVerticalGroup(
contentPanelayout.createParallelGroup()
.addGroup(contentPanelayout.createParallelGroup()
.addGroup(contentPanelayout.createSequentialGroup()
.addContainerGap()

.addComponent(panell2,
Grouplayout.DEFAULT_SIZE, 287, Short. MAX_VALUE)

.addContainerGap()))
.addGap(0, 309, Short.MAX_VALUE)
El
pack();
setLocationRelativeTo(getOwner());

// JFormDesigner - End of component initialization //GEN-END:initComponents

1
[

[HTTTHTTTTTTTTTTTTTT 7T [ Transposition
[

public static String keyWord(String word)
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{

String s=word.toUpperCase();
char [] norepeat=s.toCharArray();
for(int i=0; i<norepeat.length;i++)
{1

for(int j=i+1; j<norepeat.length;j++)
{1

if(norepeat[i]==norepeat[j])
norepeat[jl='";

1

1

String ss="";

int k=0;

int 1=0;

while(k<norepeat.length)

{

if(norepeat[k]!="")
ss+=norepeat[k];

k++;

1

norepeat=ss.toCharArray();

return new String (norepeat);

[
y
[

public static char[] newAlpha(char[]Jword)
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{

for(int i=0; i<word.length;i++)

{
for(int j=0; j<array.length;j++)
{
if(array[jl==word[i])
array[jl="";
1
1

String s3=new String(array);

s3=s3.replace(" ","");

System.out.printin(s3);

char [JremoveRepeatAlpha=s3.toCharArray();

return removeRepeatAlpha;

W

public static String newArray(String keyWord)
{1

char [Jword=keyWord(keyWord).toCharArray();
char [Jalph=newAlpha(word);
double x= Math.ceil(26.0d/word.length);
int row =(int)x;
System.out.printin(row);
System.out.printin(word.length);

array3=new char[row][word.length];

T ffiest row
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int k=0;
for(int i=0; i<word.length;i++)
{
array3[k][i]=word[i];
)
N1 second row ---->end
k=-1;

for(int i=1; i<row;i++)

{
for(int j=0;j<word.length;j++)
{
k++;
if(k<alph.length)
array3[i][j]=alph[k];
else
array3[i][j]='&’;
1
1
1
I
for(int i=0; i<row;i++)
{
for(int j=0; j<word.length;j++)
{
// System.out.print(array[il[j]);
[
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String output=""+array3[i][jl;
// System.out.print(output);
// System.out.print(a);
1
System.out.printin();
)
I D
encryptArray=new char[row*word.length];
k=-1;

for(int i=0; i<word.length;i++)

{
for(int j=0;j<row;j++)
{
if(array3[j][i]=="&')
break;
k++;
encryptArray[k]=array3[jl[i];
1
1
)

String ss=new String (encryptArray);
// System.out.printin(ss);

I

return ss;
W

static char [Jalphal
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={'A','B','C','D','E','F','G','H','I','J','K','L','M','N','O','P','Q','R','S','T','U','V','W','X','Y','Z'};D
public static String TranspositionEncryption(String keyword,String plaintext)
{
newArray(keyword);
String p=plaintext.toUpperCase();
char []plain=p.toCharArray();
for(int i=0;i<plain.length;i++)
{
for(int j=0;j<alphal.length;j++)
{
if(plain[i]==alpha1llj])
{
plain[i]=encryptArray[j];
break;
1
1
1
String s=new String(plain);
return s;
1
public void Transposition(){
String a=textField2.getText();
String p=textAreal0.getText();
// label15.setText(newArray(a));

// labell6.setText(keyWord(a));

[
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textAreall.append (TranspositionEncryption(a,p));
1
// JFormDesigner - Variables declaration - DO NOT MODIFY //GEN-BEGIN:variables
private JPanel panell2;
private JScrollPane scrollPanel2;
private JTextArea textArealO;
private JScrollPane scrollPanel3;
private JTextArea textAreall;
private JLabel label14;
private JButton button9;
private JButton button10;
private JTextField textField2;
// JFormDesigner - End of variables declaration //GEN-END:variables
public static void main(String[]args)
{
new Transposition();

W
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Write Program to Encryption in Beal Cipher

class Beale_Cipher

{

String cipher="";

String plain="";

int[]cipher_array;

char[]key_array;

char[] generateKey(String pragraph)

{

String key="";
char[]pragraph_array=pragraph.toCharArray();
key+=pragraph_array|[0];

for(int i=0;i<pragraph_array.length;i++)

{

if(Character.isWhitespace(pragraph_arrayli]))// DONT PUT
SEMICOLONE HERE, in jdk 7 not giving error but exception

{

key+=pragraph_array[i+1];

}

System.out.print("The Key is : "+key);//just for display
key_array=key.toCharArray();
System.out.printin();

return key_array;
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}
/l

int[]encryption(String plain)

{
char[]key_array=generateKey("seven crazy termites eat rotten elderberries");
char[]plain_array=plain.toCharArray();
cipher_array=new int[plain_array.length];
for(int k=0;k<plain_array.length;k++)
{
for(int j=0;j<key_array.length;j++)
{
if(plain_array[k]==key_array[j])
{
cipher_array[k]=(j+1);
cipher+=(j+1);//just for the print(display)
break;
}
}
}
System.out.printIn("The Cipher Text = "+cipher);//just for the print(display)
return cipher_array;
}
//
String decryption()
{
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for(int k=0;k<cipher_array.length;k++)

{
for(int j=0;j<key_array.length;j++)
{
if(cipher_array[k]==j)
{
plain+=key_array[(j-1)];
break;
}
}
}

//System.out.printIn("The Plain Text = "+plain);

return plain;

}

public static void main(String[]args)

{
Beale_Cipher ob=new Beale_Cipher();

// ob.generateKey("seven crazy termites eat rotten elderberries");
ob.encryption("secret");
System.out.printIn("The Plain Text Is : "+ob.decryption());

}
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Playfair Cipher

Keyword aSucSs,aw aiy cams s Keyword wae glaSsyan (Swads s jaile g0,32 o4

395 5ob Coons Wasgyan 15 (030) i & g (MALFiX — (G 5Le) (Saasl S5y sUed G s

.&4.‘.;')! uﬁ,;lfejla.‘,‘,a A.?.g Ceatd ¢ 9 One Ce” 5‘54}& ﬁ.‘JAi A.ng.‘.] L) I éU ‘;}'.g:

Nz 3 waSss Sials Plain Text aSaolul ammss ooy a5 a0 i laalda s
IJAS ¢‘5‘,€|‘3 dJAi ‘,Sbj ASGJI;L:? %‘5‘53 |.\é‘,SAJ %) 0_54.20304543 Qla“l.;.’ 999 999 43') “;}’.‘g 399 :&4‘.
o I s s bgS S8 & Sy J LS8 begyas ogailolsn anades X S0

(1093 A 40985 32 eS80 3L 3 6 X RS g i Lok ol

A P
4 P393 dss S 2k Gyhmalih (o 553 5 (B e0sns S lsz Sy (Slass sl Sl (S 55040

.45% 399 “éd)uﬁt-u 4.'.’.}30:

OAE T

IJA’.:LT, d&b’: MJ}QAS Q‘&)&.ﬁ.ﬁ: 456)%&&&0)0)‘}5 @ijl)é‘s}z 4

Keyword: MANCHESTER

Plain Text: THIS SECRET MESSAGE IS ENCRYPTEDL

:r':lo,l:l

:o8,0as0 S lass cmaeals fs (050) Saesl S5, o Keyword aSa Ssyaw ady paSay

M| A ] N| C|H
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D F G | I/J] K

L, O P | Q]| U

V |W/| X Y Z

Iudp é)b‘jjé ﬁ)gh‘ %) ay.‘.“»éSu L“.'» S99 999 @Jjj} Plain Text 454.3‘@‘5 A 3 9o :‘géjjﬁ
6‘4% |M’9‘U‘}S 4.‘)345 %) UH&L? ddﬁdj QGBJLJJ: ‘,SBJUM Q‘a‘dsu :l,u Wﬁﬁ; &QKMJ};}
tomaS b5 X 0 o cagd plodnds syale Cooy

Plain Text: TH IS SE CR ET ME SX SA GE IS EN CR YP TE DX
(dSes )by saSoailu 58 glatuygys gaSais sow o 325 83,585 (S 339 ‘;%:JJ; I p
sy aSagyy 8 Siie jhoslyiy G ya o5 Oss Canygys S lp2 st oy S o sy0,a0 &S

andSay (2958 &S o Ses TH TR TL T R ETPCIR YR PTV oW

M| A | N C H

E S T R B

B oim o H aowaile aton N (0 o Baeds o5 (naSes 5)bs gssamli (o3l )b &

(e aSe3 9k A Slass 4008 seeas yable Sosban dus pliayh 32 sa . T (5 soakle aies
Plain Text: TH IS SE CR ET ME SX SA GE IS EN CR YP TE DX

CipherText:BN FR TS RI SR ED TW FS DT FR TM RI XQ RS GV
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Receiver 3, s Sender i o Keyword was Soyaw Saoads o

:JASSOJG PL thj)d.h ‘ylj.ﬁ

Jow <o S Message (Plain Text)

Sasbas 5 sl

seee

33 Keyword sSacsSsyaw aiy Ss,a8,8 g8 Combine

33

o,
s

.Cipher Text sl g

ABCDEFGHIJKLMNOPQRSTUVWXY Z

ABCDEFGHIJKLMNOPQRSTUVWXY Z
BCDEFGHIJEKLMNOPQRSTUVWXYZA

A
B
C

CDEFGHIJKLMNOPQRSTUVWXYZAB
DEFGHIJKLMNOPQRSTUVWXYZAZBZC
EFGHIJKLMNOPQRSTUVWXYZADBCD

D
E

FGHIJKLMNOPQRSTUVWXYZADBTCDE

F
G
H

GHIJKLMNOPQRSTUVWXYZABCDEF
HIJKLMNOPOQRSTUVWXYZABCDEFG

I JKLMNOPQRSTUVWXYZABCDEZEFGH
JKLMNOPQRSTUVWXYZABCDEZEFGHTI
KLMNOPQRSTUVWXYZABCDEVFGHTIUJ

J
K
L
M
N
O
P
Q

LMNOPQRSTUVWXYZABCDEVFGHTIUJHK
MNOPQRSTUVWXYZABCDEVFGHTIUJIZKTL

NOPQRSTUVWXYZABCDEVFGHTIJKTLM

OPQRSTUVWXYZABCDEVZFGHTIJZKILDMN

PORSTUVWXYZABCDEVFGHTIJEKTLMNDO
QRSTUVWXYZABCDEPFGHTIJKILMNOP

RSTUVWXYZABCDEVFGHTIJKLMNOTPDQOQ

R

STUVWXYZABCDEVFGHTIJKLMNOZPOQR
TUVWXYZABCDEVFGHIJKLMNOPOQRS
UOVWXYZABCDEFGHIJKLMNOPOQRST

U
\Y
W
X
Y

VWXYZABCDEVFGHIJKLMNOPOQRSTTU

WXYZABCDEVFGHIJKLMNOPOQRSTU UV
XYZABCDEFGHIJKLMNOPOQRSTUVTW
YZABCDEVFGHIJKLMNOPOQRSTUVWX

Z ABCDEFGHIJKLMNOPQRSTUVWXY
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Encryption

cdwygw SPACE  SWaolip SopY slsss Message aSasl .\

&é)l-dj djx‘;-&ds @K% 66)L¢j)4§4$ €9 Ao g go KeyWOFd AS%SGJM 4.:'::;‘|.\ng oY
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PP
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See Me in Mall
:Keyword  $syam sas;
Infosec
:rv‘ﬁe,
ISk d Lo sty S04
SIE|/E/IMIE| I |[n|M|a|l |l ] Message abt
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CDEFGHIJKLMNOPQRSTUVWIXYZATB
DEFGHIJKLMNOPQRSTUVWIXYZABTC
EFGHIJKLMNOPQRSTUVWXYZABCD

A
B
C

D
E
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F
G
H

GHIJKLMNOPOQRSTUVWXYZABCDETF
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JKLMNOPQRSTUVWXYZABCDETFGHTI

J
K
L
M
N
0
P
Q
R

KLMNOPQRSTUVWXYZABCDEFGHTIUJ

LMNOPQRSTUVWXYZABCDETFGHTIUJK

MNOPQRSTUVWXYZABCDETFGHTIUJZKTL

NOPQRSTUVWXYZABCDETFGHTIUJZKLM

OPQRSTUVWXYZABCDEVFGHIJKILMN

PORSTUVWXYZABCDETFGHTIJEKTLDMNDO

OQORSTUVWXYZABCDEFGHTIJEKTLMNOTP
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U
\Y
W

WXYZABCDEFGHIJKLMNOPOQRSTUYV
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Hill Cipher
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Write Program to Encryption Using Hill Cipher

import java.awt.*;

import java.awt.event.*;

import javax.swing.*;

import javax.swing.GrouplLayout;
import javax.swing.LayoutStyle;
import javax.swing.border.*;

/*

* Created by JFormDesigner

*/

Jx*

* @author Hemn Barznji

*/

public class HillHill extends JFrame {

static char
[]arrayz{lAl'lBI’ICI’IDI’IEI'IFI’IGI’IHI'III'IJI’IKI'ILI,IMI’INl’lol’lPl,lQl’IRl’ISI’ITI’IUl,lVl,lWl,le’lYl’lZl}’,

char []arrayzz{lal'lbl,lcl’Idl’lel’lfl'lgl'lhl,’i|’ljl'|k|’lIl’lml'|n"|O"|p"|ql'lrl'lsl'|t|’1u|,’VIIIWIIIXIIIVIIIZI};

static char
[]arraylz{lAl'lBl'ICI'lDI’IEI'IFI'IGI'IHI'III'IJI'IKI'ILI'IMI'IN|’IOI,|Pl’lQ|'lRl,|S|’IT|’IUl,lVl’lW|’le,|Yl,|Zl};

int number[]={1,3,5,7,9,11,15,17,19,21,23,25};
static char [JencryptArray=new char[26];
static char [][]array3;

static char [JencryptArrayl;

static String print;
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public HillHill() {
initComponents();

setVisible(true);

private void button13ActionPerformed(ActionEvent e) {
// TODO add your code here
Hill();

}

private void button14ActionPerformed(ActionEvent e) {
// TODO add your code here

setVisible(false);

private void initComponents() {

// JFormDesigner - Component initialization - DO NOT MODIFY //GEN-
BEGIN:initComponents

panell3 = new JPanel();

panell4 = new JPanel();
textField3 = new JTextField();
textField4 = new JTextField();
textField5 = new JTextField();
textField6 = new JTextField();
scrollPane14 = new JScrollPane();

textAreal2 = new JTextArea();
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scrollPanel5 = new JScrollPane();
textAreal3 = new JTextArea();
button13 = new JButton();

button14 = new JButton();

setTitle("Hill");

Container contentPane = getContentPane();

panell3.setBorder(LineBorder.createBlackLineBorder());

panell3.setBackground(Color.lightGray);

panelld.setBorder(new
TitledBorder(UIManager.getBorder("CheckBox.border"), " Matrix", TitledBorder.CENTER,
TitledBorder.TOP));

panell4.setBackground(Color.lightGray);

Grouplayout panell4Layout = new Grouplayout(panel14);
panelld.setLayout(panell4layout);
panell4Layout.setHorizontalGroup(
panell4lLayout.createParallelGroup()
.addGroup(panell4lLayout.createSequentialGroup()

.addContainerGap()
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.addGroup(panell4Layout.createParallelGroup(GroupLayout.Alignment. TRAILING)

.addComponent(textField3,
Grouplayout.DEFAULT_SIZE, 53, Short. MAX_VALUE)

.addComponent(textField5,
Grouplayout.DEFAULT_SIZE, 53, Short. MAX_VALUE))

.addPreferredGap(LayoutStyle.ComponentPlacement.UNRELATED)

.addGroup(panell4lLayout.createParallelGroup()

.addComponent(textField6,
Grouplayout.DEFAULT_SIZE, 60, Short.MAX_VALUE)

.addComponent(textField4,
Grouplayout.DEFAULT_SIZE, 60, Short.MAX_VALUE))

.addGap(21, 21, 21))
);
panell4lLayout.setVerticalGroup(
panelldlayout.createParallelGroup()

.addGroup(panell4Layout.createSequentialGroup()

.addContainerGap()

.addGroup(panell4Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)

.addComponent(textField3,
GroupLayout.PREFERRED_SIZE, GroupLayout.DEFAULT _SIZE, GroupLayout.PREFERRED_SIZE)

.addComponent(textField4,
GroupLayout.PREFERRED_SIZE, GroupLayout.DEFAULT _SIZE, GroupLayout.PREFERRED_SIZE))

.addPreferredGap(LayoutStyle.ComponentPlacement.RELATED)

.addGroup(panell4Layout.createParallelGroup(GroupLayout.Alignment.BASELINE)

.addComponent(textField6,
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Grouplayout.PREFERRED_SIZE, GroupLayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE)

.addComponent(textField5,
Grouplayout.PREFERRED_SIZE, GrouplLayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE))

.addContainerGap(GrouplLayout.DEFAULT_SIZE, Short. MAX_VALUE))

);

scrollPanel4.setBorder(new
TitledBorder(UIManager.getBorder("CheckBox.border"), "Input File", TitledBorder.CENTER,
TitledBorder.TOP));

scrollPanel4.setBackground(SystemColor.inactiveCaption);

//---- textAreal2 ----
textAreal2.setBackground(Color.white);

scrollPanel4.setViewportView(textAreal2);

scrollPanel5.setBorder(new
TitledBorder(UIManager.getBorder("CheckBox.border"), "Output File", TitledBorder.CENTER,
TitledBorder.TOP));

scrollPanel5.setBackground(SystemColor.inactiveCaption);

scrollPanel5.setViewportView(textAreal3);
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//---- button13 ----
button13.setText("Encryption");
button13.setFont(new Font("Tahoma", Font.BOLD, 12));
//button13.setBackground(Color.black);
button13.addActionListener(new ActionListener() {
@Override
public void actionPerformed(ActionEvent e) {

button13ActionPerformed(e);

;

//---- button14 ----
button14.setText("Eixt");
button14.setFont(new Font("Tahoma", Font.BOLD, 12));

//button14.setBackground(Color.black);

Grouplayout panell3Layout = new Grouplayout(panell3);
panell3.setLayout(panell3Layout);
panell3Layout.setHorizontalGroup(
panell3Layout.createParallelGroup()
.addGroup(panell3Layout.createSequentialGroup()

.addGroup(panell3Layout.createParallelGroup()

.addGroup(panell3Layout.createSequentialGroup()

.addContainerGap()

.addComponent(panell4,
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Grouplayout.DEFAULT_SIZE, GrouplLayout.DEFAULT_SIZE, Short.MAX_VALUE))

.addGroup(panell3Layout.createSequentialGroup()

.addGap(38, 38, 38)

.addGroup(panell3Layout.createParallelGroup(GroupLayout.Alignment.TRAILING, false)

.addComponent(button14,
Grouplayout.Alignment.LEADING, Grouplayout.DEFAULT_SIZE, GrouplLayout.DEFAULT_SIZE,
Short.MAX_VALUE)

.addComponent(button13,
Grouplayout.Alignment.LEADING, Grouplayout.DEFAULT_SIZE, GrouplLayout.DEFAULT_SIZE,
Short.MAX_VALUE))

.addGap(9, 9, 9)))

.addGap(18, 18, 18)

.addGroup(panell3Layout.createParallelGroup(GrouplLayout.Alignment.LEADING, false)
.addComponent(scrollPanel5)

.addComponent(scrollPanel4,
Grouplayout.DEFAULT_SIZE, 259, Short.MAX_VALUE))

.addContainerGap())
);
panell3Layout.setVerticalGroup(
panell3Layout.createParallelGroup()
.addGroup(panell3Layout.createSequentialGroup()

.addContainerGap()

.addGroup(panell3Layout.createParallelGroup(GroupLayout.Alignment. TRAILING)

.addComponent(panel14,
Grouplayout.PREFERRED_SIZE, GroupLayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE)

.addComponent(scrollPanel4,
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Grouplayout.PREFERRED_SIZE, 75, GroupLayout.PREFERRED_SIZE))

.addGroup(panell3Layout.createParallelGroup()

.addGroup(panell3Layout.createSequentialGroup()
.addGap(18, 18, 18)

.addComponent(scrollPanel5,
Grouplayout.PREFERRED_SIZE, 66, GroupLayout.PREFERRED_SIZE))

.addGroup(panell3Layout.createSequentialGroup()
.addGap(11, 11, 11)
.addComponent(button13)
.addGap(18, 18, 18)
.addComponent(button14)))

.addContainerGap(118, Short. MAX_VALUE))

Grouplayout contentPanelayout = new Grouplayout(contentPane);

contentPane.setLayout(contentPanelayout);

contentPanelayout.setHorizontalGroup(
contentPanelayout.createParallelGroup()

.addGroup(GroupLayout.Alignment.TRAILING,
contentPanelayout.createSequentialGroup()

.addContainerGap(GroupLayout.DEFAULT _SIZE,
Short.MAX_VALUE)

.addComponent(panell3, GrouplLayout.PREFERRED_SIZE,
Grouplayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE)

.addContainerGap())
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);
contentPanelayout.setVerticalGroup(
contentPanelayout.createParallelGroup()

.addGroup(GroupLayout.Alignment.TRAILING,
contentPanelayout.createSequentialGroup()

.addContainerGap(GrouplLayout.DEFAULT_SIZE,
Short.MAX_VALUE)

.addComponent(panell3, GrouplLayout.PREFERRED_SIZE,
Grouplayout.DEFAULT_SIZE, GrouplLayout.PREFERRED_SIZE)

.addGap(107, 107, 107))
);
pack();
setLocationRelativeTo(getOwner());

// JFormDesigner - End of component initialization //GEN-END:initComponents

N
char ch;

int[][]letter=new int[2][1];

intd;

int data=0;

String stE="";

Char[] alpha= {lAl'lBI'ICI'IDl'IE|’IFI'IGI,|H|' III,|J|'|K|,|L|'IMI, INI'IOI,IPl,lQl'lRl,|S|’lT|’lUl,|Vl,|WI,IX|’IYI'IZI};

public String encrypt(String st1,int[][]key)

{
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String st=st1.toUpperCase();
if(st.length()%2!=0)
st+="X";
char [] array=st.toCharArray();
for(int i=0;i<array.length;i++)
{

if(array[i]!="")

{
for(int j=0;j<1;j++)
{

letter[d][0]=findIndex(array[i]);

d++;

if(d==2)

{
stE+=multiPlication(key,letter);
d=0;

}

}
}
else
{
StE+="";
}

}

return stE;
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int findIndex(char ch)
{
int num=0;
for(int j=0;j<alpha.length;j++)
{
if(ch==alphal[j])
{

numsj;

}

return num;

s

String findChar(int index)

{

String st ="";
for(int j=0;j<alpha.length;j++)
{
if(index==j)
{

st+=alphalj];

}

return st;
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String multiPlication(int[][]key,int letter([][])

{
String st="";
for(int i=0;i<key.length;i++)
{
for(int j=0;j<2;j++)
{
data=data+(key([i][j]*letterj][0]);
}
st+=findChar(data%26);
data=0;
}
return st;
}

public void Hill(){
int A=Integer.parselnt(textField3.getText());
int B=Integer.parselnt(textField4.getText());
int C=Integer.parselnt(textField5.getText());

int D=Integer.parselnt(textField6.getText());

int[][1key =new int[2][2];
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key[0][0]=A;

key[0][1]=B;

key[1][0]=C;

key[1][1]=D;
String text=textAreal2.getText();
textAreal3.append(encrypt(text,key));

}

// JFormDesigner - Variables declaration - DO NOT MODIFY //GEN-BEGIN:variables

private JPanel panell3;

private JPanel panell4;

private JTextField textField3;

private JTextField textField4;

private JTextField textField5;

private JTextField textField6;

private JScrollPane scrollPanel4;

private JTextArea textAreal2;

private JScrollPane scrollPanel5;

private JTextArea textAreal3;

private JButton button13;

private JButton button14;

// JFormDesigner - End of variables declaration //GEN-END:variables
public static void main(String[]args)

{

new HillHill(); }
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One Time Pads

S (o IS waris I Gugees Plain Text Saclub ass SBas jean (aaddy, ped
Ay ‘!K% LQBJJM &Oy&gjéé c'éésk"u.z Jéj o % BL ‘_?n&g-\u’.; ‘_;B)Loj uulg: ¢ QKB)QJ}}
idods ¢ o S 03505 SaS 8330 (5 byairaSeayS hissiw Hap g0)lod ¢y sy [daSatis o jBaSanSs e

T8 B (S 5aS8d St Q%)M s b
Plain Text = the British Have Fifty Tanks

Keyword = She Loves Him So Very Much Now.

Tl hle|B|r|i|lt|]i|]s|h|h]a|v]|e

19(7 (41178 198 |18|7 |7 |0 (21| 4

S|h|e|lL|o|v|)e|s|H|i|/m|S|]o]|yvV

181 7|14 (1114|214 |18 7 | 8 |12|18 14|21

Add [37|14| 8 |12(131/29|23|26|25|15|19|18|35]|25

Mod (11|14 | 8 |12

New
Letter
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Columnar Transposition

W 5 GBS, W ilhle Plain Text Waolul asba 5 4ol 5 imasss 5,5 05 & g0,3> pod
Encryption a8 538 a0 oolses sl gl oan phr e 13 (53,5 Sy 5 308 SEEan

:wéu\e r‘édﬂ‘

2 Dlmen5|on $o99° Jjé}&-\)ﬂb) 999 Array bjl;ia‘) 4.' ASML.J’&:“J MU ‘.QOJM) .\

I

5 el g3y a0 clotwans cuio Column gyt s ROW o3l sassy ) goyles .Y

LS aeba

c‘“’ﬁé\‘ ‘\6’*‘* 6“’355'\0 :43[50) C)JJ:-"“JJ?.J db)l.ﬂj dej JA:SQJ[S \"‘ 43&0. ASMU éjé)é)gdj .Y’

N ERWAL Y IARE 4
condSes ol s gLy & elois 1hw HaSn)l8 YA Gl Jaganl s YL IR
Y W csan p paSdds s Hello World & cocs; aSael jl80 /7 wysd

Plain Text = Hello World
Key = (2,1)D

IrUOJD

0 Y s aslSes g wpin 5 5y enlel e ca (Vo) o Plain text saolub acuyy S e g5

RV ITRRA KA TR R PR RS rug‘\‘—:%:-o ob

20 0 & s 933 2D AITay 553 5590 (Saesl S, paSes aSael b
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Column1 | Column?2
Row 1 H e
Row 2 I I
Row 2 0 W
Row 4 o r
Row 5 I d

PS5 S ) paS Column  wygw o8 omosss Jbz S AS ,lef 058 & o985 e
wlos S args e8590 QUALdS g8,L03 faond o5 cansid 5o 5 Ll Pl &5 g ',lS 32l pragd &ysia
> dlj_gé & ‘fASA.‘. T GL&Q €9 (w9900 re”.s (&5 gt ASA.L:LS db}; A g Oy 990
Plain Text = Hello World
Key = (2,1)D
Cipher = elwrd hlool
S S ed) e a4 e aglss Y gt pi O Ll 8w Tpa9d SHy
Fogd i > 45 oS e 3 0,350 aSasls ‘&KﬁJﬁD
Plain Text = HLLO WORLD
Keys = (4,1,2,5,3)
:rybjD
S ea gy Va0 AwS (5 Comnd Canggyd Y0 oL 03 Y & aeds o ao Vo Sael Sag goyle3
3 a5l QS AdS 5)lef 5 aad Gl i &SS52 ROW 555 550 5 Column oy a0 il

S A s g)le
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Column1l | Column2 | Column3 | Column4 | Column5

Row 1 h e I I 0

Row 2 w o) r I d

(s )3z pd 335 335 4 (alEN (aSnylyn AlS 90558 &
Plain Text = HLLO WORLD
Keys =(4,1,2,5,3)
Cipher=1llhw eo od Ir

S, e« Cipher 538 50,5 Hello Word s gaSassé ploar ganl tpagin gaispé

MY S
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Qs 535 (S Sl

Double Columnar Transposition

338 (S5 108 sl 339 S 0l 1ansdd s cals iy 8, 55050035 05 A galS, 4o
B p2090 Gl oy paS iy IS G55 4 LSl (Dlaass; (S5 (2 slaass oy vsaties 5,lass
o330 S Slea,Wa 4 Susldas & w05 (S
S 5 paS iy SIS Gl S 050 Slea e w03 3 0350 sl saebiay 5 asl pa taissd
:rﬁj_’)
Plain Text = Hello World
First Key = (2,1,3) & Second Key = (3,2,1).
:‘QUBJ
aodSo coom dpea VoV Y dldS o &S S JIS o s ain Ve Sl gngas a o
N Jé‘ausg Qlﬁ \- 43&4 G ;,3455: ‘;Qéjuj dl-&.}} Y FAodd W oy Column QI gt (i
bdﬁ 99 ﬂj}-’.’ﬁ Jﬂ\f rYdﬁ ‘GJA.QASN 2 ‘_,.S.g é.:z a“ QUJUM’ b:\‘d‘j Fo{ B9 39 ﬂb)}g "y ASJ‘,.;
VY aeds oy oo Senyy £V Ly luwls saol gl aSaolul ol 5 aol aSSse Lcid S

1034.24“450: > U..S.:: “ @U‘V,S 645‘.” 939 ¢ 9 Cawdd gLMUL'a

Column1 | Column2 | Column3
Row 1 h e I
Row 2 I 0 w
Row 3 0 r I
Row 4 d X X
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:as8ssFirst Cipher s8 558 re\Saﬁ ‘rASAi $aSssls S 0w
First Cipher = eorx hlod lwlix

S5yl piin S anlFL jaw of 4 (pean rI.@AS 1S 3 et 6rbj‘5§‘;wd0‘)§; a ol

1080 B0an ga5w5,S 8,Lgss QySe:D

Column1l | Column2 | Column3
Row 1 e 0 r
Row 2 X h I
Row 3 0 d I
Row 4 w I X

1alSes janla poa33 (poasd S o3 S w

Second Encryption = rlix ohd| exow

3

o
.;,ISA.I.;.K @IM%& CAEH )LSQ ¢)4.:SOJIS Qdﬁlj‘u A

)GQGMJMd‘j Hjb%j@ainb&;@63%)?0)&)}{}'}%?&&%)35 Y

ROVPCIY)

933,8 olesyS oy aedSa Sl &l 74549' S5 35S a phasd SosddS 338 4 LY
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Data Encryption Standard (DES)

s Slra w345 :Data Encryption Standard (DES) &,ll; walsm oS ida
om0 sl Ba o e sl sl 5 oWl gLl & Encryption Algorithm
S S 8 e BTG (O Cunygys Symmetric Key  Gjle S Saesyar Sansia
sadey SaesS> 5 IBM Company o5 o F sboless oY o ogl Sy, DES

. aBlock (U3h) danss g3 ooy SIG & s S 8 ‘Gj% a5 SSw

Overview a8 Soldslo,ls

O3S Lipay (55 SChussyd (pdogs (I 555 caan g5 5 3P0 Sl o S 65 e 38

Stream i85 oaile &) Sustitution Cipher (> wxws ganle  :Encryption

W e gals JE G5,a8s,8 8 U i ol sy sawdd O, &5 Cipher
«§ Block Cipher Jil g,auls &8 ))Transposition Cipher [ $,3%0 ganle J8d (12
o (Position of Character  ls,ass,5 ai 0,58 & b camss Hawdd O,
539 385 S0, a5 050,585,005 & A 3545 P i L((Plain Text Wb  cwwsy

.ASQJ‘,.M 1 Jﬂ@ﬁcﬁ'é@dﬁ

& Cipher Lz 3 Plain Text bbb sy 8 @ Ol st 3 0 1
The gEaSdds Plain Text Wb s & oo Ve Block 36, &Kyl JSlee,Sa

A (VL) Ll 5 cwasKey

db)l—dj ‘,Sbj OEJ-LE-#MJ‘SQ » 6454-7-:5 Colidd ¢y 450)[5 By b}@; dl;;;é"\ BLY ‘lu\.:;u.ab n r‘!g
JEncryption  5o8 Leew @fs S jawd el olo,&&8 o Check Digit  oesay
JaSKOlS jan & co )30 Sl jae e w3 5ES I ol Sy Seass
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INITIAL PERMUTATION |

ROUND 1 |

'ROUND 2

Fa T

b, -

'ROUND 16|

INITIAL PERMUTATION-! |

ciphértext

29 Iy

One Round

cwly @Y oo Right cul, oY 5 Left Caz oY 3 Cons Bals sSan VE ST yae o
Mixed With Jas haSadlls g8 olyeps 1sF cas Function 05,8 « Right Half

Left Half YIS RUIT R Y Add cess G Right Half cul, oY o okl cces Key
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(08503 QS a Y (6,38 JU P-BOX g (s Cu £ 32 0saaSes paS (&

HemnBarznji — Information Security Fundamentals —T&P- 219



Ri4

[Exp.;dnsienw

|
D K,

(Eight rS-bmf;es)

¥

Ebox

Output

asas S Ll yams
Inverses

: o awu» Equation of Round | b ) oaisSsle

L;=R,,
K =L, (_Bf(&—l)

P St bl w0k
R_, =1,
L, =R &f(L

1—1
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2518w 538 JU e 1593 .ENCryption

Liy Rij

D

o F 9 Loy

Double DES

Sl Sloe,Ba ol oy & dise GBS 5 s 5 Sl SaSal 3
w Wl g s imlb 538 5L 3 oS Double Encryption ylssSlesews
335 O, agnlss s0d, 14 ga ,awd The Double Encryption .S Slee
PURTT IR CEPoors sl K2 peasd S 5 K1 rASA.“' IS Wl ‘&gfnjoj 2 Keys ks
yha 3 $lsy, & (E(K2, E(K1,m)) 5 goss jamdd Sa 2 Encryption s Sles
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a0 & 1s glstacHellman ylde 5 Merkle 38 e catuss;sb wale S a5 opasls & oY
W3S w dad & 5 Rak oSy

Decryption

o S s Ll

Triple DES

3 05l panyu DES sjaws 5 ¢ & ccomosl Triple DES & &5 (3DES  slew (s 5 8
o= 0V sl & B4-Bit Key (o 18 IS Slea )l w a5 60 b e
o 83 FoSipa Jr (¥) (o (13DES (sl (oo (5 5 0031085 (2 A 5 DI (o
Plain oLl cwwsy .cioskzans IBPlAIN Text Wb sy yawa DES Encryption
B S 3an gLl it 3 skisasSes oLl A g0 LIS JSY Lia ax SsText
o NG o5 d Sl s F 83 C e S Sl B 4 L 4 S 5 S

.Block Encryption Algorithm & (( 36/ 24a2,b)) oaiiyls (oS lern
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Plaintext

OES Encryption = fomy 1

!
DES Decryption
DES Encryplion

!

Ciphertext

E.!

Ky 2

L5

ey 3

WSy SaSliah gy

Advanced Encryption Standard

s i ean) wl s 1o olies S o 1Sasts DES Algorithm s 5 @o o, 35945

s ap SIow o6 a—Triple DES o & s alew basgyan copas e Sy 98 Sl 9

AES L5 F uw w38 pu ((Advanced Encryption Standard (AES) ss5eisy
& ¥a OLsdG e 300 056 1o VAR G A Sole & )80 15481, 0y VAAY Sl o e

dyaidam Jys — oy ela¥e s Il o b U ainaS gLasls 0 Lpas 151444 o A S

(3 8y S S ea (Advanced Encryption Standard i eaSin S Sleea s
NTYR CURRTI SN Gl dan, S pod .«Rijndael U3mimy oy SdE &S pea
&S 350 & Vincent Rijmen s, cawd 5 Joan Daemen  .xls yls> Developed
xly 3DES 5 DESX S5 pus & ¢ « Displace 558505658 a0 08 (0w
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Benefits

Ua hle gt g8 Block Cipher o35 jail icipnDES fus 5 g o )
128 Bit Blocks «u VYA sedG

wds Yool 192 ¢ L \YA LS LY

S- BOXeS s B Wypn cman JaSs SO, J0 Y

[Polynomial Jucezdss 55,0k sloas jawdd S — BOXES s S W55 £
5,5t 3 sl s Non — Linear « 5 Jo» o

™ Advanced Encryption Standard Demo in NET = 10| x|
I Ky Size

¢ 128 bits

192 s

(" 255 bats

Jaes NET ercipher -5 | | D | decipher - ||m_-s.r-|ET
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RSA

Rivest Shamir Adleman /55,58 (RSA &5 s JU) dem 3506 15 :RSA &5 s LU
Len suldsb oo 5 Adi Shamir  jels o6 (Ron Rivest cusd; o3 oaNe o5 &
NYA U & ol olSoayae oob S R0Sa & saSib o 1Ky, Adleman

Encryption g8 Lew 3 cos,8a dauw 356 LRpe Public Key 8 IS oo i@
Gy yaw & e o5 ENCryption g Sl & g,ls5 <Data Signing ,Lsls jaw & [

28I Jaapd; $45, o ol dw « Data Signing

Public-key encryption (RSA)

Communications
channel

public key

Public key @ﬂ i w Public key
@ is used to -
Private kﬂ}" encrypt Private key
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Bit Locker

g4 & « Full Disk Encryption 48 sGasw gslse o3 Sleea Bit Locker asyls
5as Slar 583 W e Lol Sl 3 ol Samls Baed caan 1S3k CopmiSole
oy, Sa AES Algorithm s & oo o 3N0 oadmar Sanss 4 .Encryption
3 oslSon s gead 5 S A spee agae (Key S o co Yo ol co\ YA S

.Elephant Diffuser : &, aSacul,b 505 s

topdSin i &1,554s P cls Ogan i3y o HaS 3 Sl K e 5

.o

55,45 COMPULET jus e 38 S . )
S Local Cr o a jawdd el SIS LY
.45 Turn On Bitlocker a3ty 5o K0l juudd lds’ ¥

(=[5 [
) (M » Computer » - | 4 || Search Co.. O |

Organize » Properties Systern properties  » -« i [@]
¢ Favorites 4 Hard Disk Drives (2)

B Desktop Local Disk (C:)

5 Downloads T e—

' Dropbox _ 26 Open

| Recent Places Backy Open in new window

i o 150G Search Everything... E

- Libraries 3 . | ®  Turn on BitLocker...

= 4 Devices with : %

j Documents & Carbonite r

J’- Music . JT SEE' gh  Scan with Microsoft Security Essentials...

AN yts

& Pictures o T

= - CDFS Share with J

% Podcasts ] ]

. -4 Restore previous versions
™ videos EE Bp-Ri _ . :
L:-.‘.__V & Uninstall with Revo Uninstaller Pro
. Z#  TeraCopy...
f@ Hormegroup
Remc Format...

Soaad 0305 el s 3 (OIS dodiinn LSy & OO0y S Bitlocker syl okl .
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() ‘e BitLocker Drive Encryption (C)

Checking your computer’s configuration

BitLocker is verifying that your computer meets its system requirements. This might take a few minutes.

L —

o

1B PASSWONd  aigsams 5 aGUSE PASSWOrd juwss obls slit .0

) O Wtiacher D Enerypmien 3]

Choose Pow you want 1o unlock thes drve

¥ e 0 pesaword % unlock the drve
P rismonds shousd (4edae upper pod nmey (252 lemevs marrbers, spaies annd syevibiek

Type your p
Fatipe ot pei et d sessessesss

Uke vy umat ot 43 unlock the deive
You will nead to et your smat cad The et card PIN adl be regpared whan you unviock the Srve.
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-
(b By Btlocher Dvive Encrypmen (1)
§ you lorget powr pmiwosd o ot your srrerdcrd N o OOy o»
e recorvrrerded that you sve Yo recoeery by to o Yie and prae 2
. L
-
Canel

7 & &
St 3o A S0 HLEL o5 O aady syand lsls @25a5 S 3oy a8 Uy @ S8 Baea .

4SS Start Encryption g Slesa a0 o,y il olds oG .
o rléd.? w a8 olal 5 o S bsan .

P e

A Pane eecrggton before revvarang e dhive 51 Thes oe
1he duwe (il d be dervagesd

.Decrypt b
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Bitlocker in Windows 8

30,455 Control Panel o531 aua coss caa .\
50,480 System & Security  sa .Y

* ¢ B8+ Control Panel »

Adjust your computer's settings

= |5}rstem and Security
Eeview your computer's status
Save backup copies of your files with File History
Find and fix problems

Metwork and Internet
tﬁ, Connect to the Internet
e View network ctatus and tagks
Cheose hemegroup and sharing options

Hardware and Sound
View devices and printers
Add a device

Programs

Uninstall a program

.,455 Bitlocker Drive Encryption _aa .¥

1 File Histo
M‘J ry

(¥ c.- |5¢er|:h Contral Pansal
View by:  Category =

User Accounts and Family Safety

ﬁ Change account type
ﬁﬁet up Family Safety for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resclution

Clock, Language, and Region

Add a language
Change input methods
Change date, time, or number formats

Ease of Access
Let Windows suggest settings
Qptimize visual display

Save backup copies of your files with File History | Restore your files with File Histony

;ﬁ |Eithcker Drive Encryption
Manage Bitl ocker

Storage Spaces
Manage Storage Spaces

.Turn On Bitlocker &G a3 50,50, jaudd s ¢
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@ - 4 * + Control Pamel » System and Security » BitLocker Drive Encryption w O Search Control Panel

Contrel Panel Home BitLacker Drive EI'ICFYP“O“

Help protect your files and folders frerm unautherized sccess by protecting your diives with Bitlocker,

Operating system drive

C: BitLocker off

ofzsi]

Fixed data drives

Removable data drives - BitLocker To Go
Ingert a remowvable USB flash drive to use BitLocker To Go.

See alse
B TPM Administration
ﬂ Disk Management
Privacy statement

TE LI pio SlaelEs a0 ooy 5 v gL.S{.‘.‘Jf 8945 948 y03 80,103 0,8 44, pod JYCPIN

10ledS )8 55,8 5laas jauw sydi 1480 HLEL ¢ 5 o aSS Sty 090yl 5>

Starting BitLocker

3 This device can't use a Trusted Platform Module. Your administrator must set the "Allow BitLocker
without a compatible TPM" option in the "Require additional authentication at startup” policy for 05
volumes.

What are BitLocker's system requirements?
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OISz gaddy o940 S 3 Widows Key + R U o snyadeg gauSys & (suaday S S

.Run

S 5 BPEAIt.MSC awyps s34l S 5450 )ad ey s OPEN 538538 & wanl guls & //pagss

1480 Ok ganS sy Haudd

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

&lyss & oy 890830 Require Additional authentication at startup , 1,6 S

1550,48 ¢,4wdd Double Click wls

x

File Action View Help

s nF = HE 7

a ] Windows Coi &
g ::: :T:; Select an item to view its description, Sgtting ~
 App runti 1:5| Allow network unlock at startup
(7] Applicatit 1i2] Allow Secure Boot for integrity validation
7] AutoPlay | iz Require additional authentication at startup
i [2] Backup |iz| Require additional authentication at startup (Wi
[7] Biometric =] Disallow standard users from changing the PIN
4 [ | BitLocker |2 Enable use of BitLocker authentication requiring
7 Fixed 2] Allow enhanced PINs fer startup
| Opera || Configure minimum PIN length for startup
] Remo iz] Configure use of hardware-based encryption fo
(] Credentia |iZ] Enforce drive encryption type on operating syst
() Desktop ¢ |25 Configure use of passwords for operating syste)
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by o ¢y SCAllow Bitlocker ... sl IS GG 5 4G Enable jawd ddS )05
.&Ok )MAJL.‘J:JS

Require additional authentication at starfup

Previcus Setting Mext Setting

Comment:

(®) Enabled

(_) Disabled

Supported on: At least Windows Server 2008 R2 or Windows 7

Opticns: Help:

Allow BitLocker without a compatible TPM This pelicy setting allows you to configure whether BitLocker

] (requires a password or a startup key on 2 requires additional authentication each time the computer starts
UISB flash drive) and whether you are using BitLocker with or without a Trusted

Platform Maodule (TPM). This peolicy setting is applied when you
Settings for computers with a TPM: turn on BitLocker.

Configure TPM startup: Mote: Only one of the additional authentication options can be
required at startup, otherwise a policy error occurs,

Allow TPM v

'f you want to use BitLocker on a computer without a TPM,
select the "Allow BitLocker without a compatible TPM" check
|Allow startup PIN with TPM box. In this mode gither a password or a USB drive is_required for
start-up. When using a startup key, the key information used to
Configure TPM startup key: encrypt the drive is stored on the USE drive, creating a USB key.
When the USE key is inserted the access to the drive is
|Allow startup key with TPM authenticated and the drive is accessible. If the USE key is lost or
unavailable or if you have forgotten the password then you will
Configure TPM startup key and PIN: need to use one of the BitLocker recovery options to access the
drive,

Configure TPM startup PIM:

| Allow startup key and PIN with TPM vy
< On a computer with a compatible TPM, four types of

QK Cancel

5 essagaSss TUrn On Bitlocker a3k 50,80, jawd dlS 5 )b Liws N
o3 Olaynly S
Checking your PC’s configuration

BitLocker is verifying that your PC meets its system requirements. This might take a few minutes.
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.o ENter Password as; syas (5o Sels jauad S 5 03 S5 00,05 50,85y pe5 .Y

Choose how to unlock your drive at startup
@ Some settings are managed by your system administrator.

To help keep your data more secure, you can have BitLocker prompt you to enter a password or insert a
USB flash drive each time you start your PC,

< Insert a USB flash drive
< Enter a password

.OJOJASA' 60)%})# I réj)# 5&& | g) ASa :}.Gl: dJA.aOA.&J 8 ) A

Create a password to unlock this drive

You should create a strong password that uses uppercase and lowercase letters, numbers, symbols, and
spaces,

Enter your password

Reenter your passweord

| 'I'Il‘l'l'll‘4

.ASa' NeXt JMUA?K .4
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How do you want to back up your recovery key?

@) Some settings are managed by your system administrator.

A recovery key can be used to access your files and folders if you're having problems unlocking your PC.
It's a good idea to have more than one and keep each in a safe place other than your PC.

< Save to your Microsoft account
< Save to a USB flash drive
< Savetoafile

= Print the recovery key

What iz a recovery key?

Sy NEXE sl A8 ¢y 4o sy0sls cioedS gLaL )
.ASQ Next JMU dl.&JSJ OJE‘}’,JM dod gl 993 JAJ d.l‘dﬁ.\“

. &G Restart  jawdd oldS 5 aelgonyan V¥
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Change and Remove of Bitlocker Password

30,455 Control Panel o531 aua coss caa .\
50,480 System & Security sa .Y

w |':..-.-.r:h\'.-.'.~n'.'n| Panel

(3 = + B » Control Panel »
View by: Category =

Adjust your computer's settings

i [S}rstem and Security User Accounts and Family Safety
Review your computer s statws % ¥ Change account type
Save backup copies of your files with File Histony y Set up Family Safety for any user
Fimd and fix problems

Armearancs and Parcanalivatinn

.30, Bitlocker Drive Encryption _za .¥

11 File History
1“,“_3"3 Save backup copies of your files with File History | Bestore your files with File Histony

qa |Bithcker Drive Encryption
Manage Bitlocker

Storage Spaces
hManage Storage Spaces

1455 Unlock Drive assks gopws S jaudd dS £

Removable data drives - BitLocker To Go

®

E: BitLocker on (Locked)

See also

H TPM Administration
@ Disk Management @ Unlock drive

Privacy statement
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S Unlock s wlds () olels PASSWOrd wasasy syams .0

BitLocker (E:)

Enter password to unlock this drive.

More options

wves - BitLocker To Go

BitLocker on @

Back up recovery key

Change password

Remove password

Add smart card

Turn on auto-unlock

Turn off BrtLocker hd
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.Back Up Recovery Key syuul,l8 JIS Sosas sasnsy -
.Change Password s, s)ass v, -

.Remove Password «z; s,ams g3 -

Add Smart Card 4,5 5,8 535 sb; -

Turn On Auto-Unlock s 5w 8 Go 08 -
.Turn Off Bitlocker s ;6 a3k gopmnlisS -

O35 idad 0 (podtuen (Jlin ) Sha St sd 5 0 pidas
(s i ()

Encrypt Files and folders using Encrypting
File System (EFS)

Tdar 93,5 gpiddd o0 (podiiaacnus

What is Encrypting File System (EFS?)

ik Sy B S St U i Sils & Sl 8 S
cl 3G dliwas’ en NTFS File System s cis (5 o5 (b patun jauwdd gopisias ol
245 a8l yd 5 b &S clon jace ) Sa lpas (gl S piias oS galpad s 5 b s O e

NYYIE]
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Encrypt File or Folder

oSy ENCrypt gpisas csans o5 Select oysdan 5 & g)bs spplsd ob b 4a )
Properties ol agwaianlt jawad ol olil 4 jawad ¢ Right Click cul, KU .Y
S
8o Advanced 5 ssaki jawd s sGeneral a8 b W LY
Encrypt Contents to Secure sss,4 s Check BoX ouslay (3ya o s ¢
.&s Data

STL Y bf,? ‘;UU L;JBJ cjx,n.d’-ﬁﬁ Jb)b-\j‘,} O‘ﬂ Jﬂb St d .0

b0yt )4y 595 VU phdas gl pd 5 b & Gl Kt

Access an Encrypted File or Folder by 2 Users

2oty Y SIS an pe SIS dar b [ W5edS s )45 g 38 W o aSed Cawgyyd Ol 453 )

S ails gayy yawd paSes COMPULEr jandd culy SJS @

S Manage jaud ods o

oSy USETr jauwdd culy SIS ol wasssLocal User and Group jaws clds @

aiiy syams s USEr NAME  jacn )Wy 056 gl o5 cwaSssNEW USer jaud olls o
.o 903 Password

Sydim g 5303 PASSWOId  aS'aity oy 5,0550 < 1s5CONFIrm Password goo

Create 5,8 cussys ®

HemnBarznji — Information Security Fundamentals —T&P- 239



L2 aSes Cuugyys Second User Account aesyss g e ,Sa ol s50yin 365, glodda
rgwes JeoFirst User Account  aSa e Sa ol 4 oG

Password iy syaes s User Name jaum,Sw o6 oLl o saad Ctrl + Alt + Del
o ot &lé €3 o 9 got
&S Encrypt pasasFolder by ob File eldob

aSopiiias alob sdd san ¢ 5 090 hm S P29 e S ol 4 5 &G Log off Gy Sy Lews

OU T s Olslon 0a&; 65 cosso 5 308 SI5U CoaSes paw csyanaSs

User's Public Key
@E / Encrypted File
with FEK in header
Encryption Encrypted FEK

FILE DECRYPTION

User's Private Key

>—
— =

e [

Encrypted File Encrypted FEK

with FEK in header
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Steganography

wl Sblsw (Hidden Message syl )li (Shobas g 4ol (505450, s 4Saiuuily 5 ydd g0
4S O gaSeuyealy iy, @ dSdalidy 0 gaSeS); Siaa (53 4 S (o8 YU aSaaliay

by 5 dnlut

W oL aSaas Wil SlSeuls) 4 SBI Sl o & olSes,s Steganography syau L
Text (nwgss (Graphics (lS4sidl,8)) gSoy haydiganedS (SISALB 4 o lSs g5 Lads,ISe
add (GlSo il s JaSd ((..... ob g Sound &ses Video jsuud (HTML {Jais «
s Cipher jaslw Plain Text  olwl QSawges @ obyilgtes dau,lily oyl

oy (IS
BB gady o oy o8l Ghagye o steganography (1,8 Buiw sady

as Graphy 31,8 sady Ja84 s Covered jadjsls sblewds SG%s s Steganos

09lnS 05 cdoDrawing g, 1shia o oLads o Writing cnw s s (sGleas

Process (sdawjys 4S (e awlils o9 Steganography 31,8 3Eaiw opilgSes 431 g4S
9 osliia,en Log,aa oy Secrete Message wailg oobds g 4ol oyau,ld

.Destination s96,8 69 (¥ U aSaals (5044338 ;09

S U1 g plidy 5 4ol 4S SBHL cmaian 4SLSAG 4 gy by g ol s 4a
Encrypted Data ySsyl,Su3sa g Hidden o1& i @iy «wls Encrypted Data

Sl 4S ol
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Steganography & Cryptography

S 0o B ool B 0Bl 9 gugs Wby (IS g oS WBSe 18 (Hul, o
SR 9 U3 sptiaw aduS 5 0d,E W il s LS gseda ¢ 4 guas ENCryption
P, gseds 2 (gauta GLOLLSH (SN (LS S4) (e ggd g Cmeggs RSy
(PISiag 5 oglHLd dalidy g 4ols ggadd 4S (ggs 094l gunly 9 0yl (453, U (KIS WOy
SELis Sleises Slwl d Lasgas ogdayjases y 3ySes Aies Encrypted Message
SOIBLE 53 0943550 ey, 0518 999 pdd 993 Crumigis s (Oliilog (Sogads g (LS
99 Sy BLS Pt sguss ads Secret Message (lsaSi S auilgd webiay g b
o ABll 1uSIEISA ((ASe Cousin (130l 1o Jul, o 3LSs,S 5 3LS 38w
Information  (,Ll) ogwa i ABLb a¥d WISl (Sjeyl ogtuls SI,85n,S

Aada 4S 43094 (509433, 31,8 BEaiw oL Hiding

Cryptography g1,855.,S
C=E«(P)
P=D(C)

Plain Text —

Key /

Steganography 31,85 i

Secrete Message —.

Cover Image/
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Modern Steganography
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9 240 (2oS0d (laSggd ds dulS (5 (Sdadisy ob

Guwggye Stego Image  maess 38uiw 154 Hidden (Secrete) Message , Image
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LS cawos (5054l iyl 9 HIAE sgaiy ;i cdsiiless 48 45,8 5 Sigs
Ol L) 940 (A5 94S Crwod 43 4o gda 5 (puyde Gzl dhsod 4S o g4y
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00 S g 959

3 &g, 84 walyd :Stego — Key 38t oS b Password i opanis @

.Decode Message dsdasls sogailuiling 5 s9433,S sl y Hide sya0,L3
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Steganography Process
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sSabiB jud Hidden sydaus;Liues g Compressed jawdisdios Side) g 6 yaisaSos
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Text ges g opwges ©
. Image (Photo, Picture) «i,
.Sound (Audio, Voice ) &iss o

Video jsuad o
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What to Hide ...???

tleds SIS 4 0 gai, Ll (il g300 (S43] 945

TeXts lSdbos § olSaiawugss -
.Images (Photos, Pictures ) jsay ¥

.Sound (Audio, Voice) Kss .¥
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99... oydis Ll 03.?

How to Hide ... ??
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. ((Sound &sss <Image
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